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Birdsong Charity Consulting 
Data management and security FAQ 

Introduction 

This document sets out Birdsong’s approach to data management and security. 

It describes how we use any data that we receive from you set out under the following 
headings: 

§ What information does Birdsong gather? 

§ What are the UK GDPR implications for any information gathered? 

§ How do we ensure survey participants’ confidentiality? 

§ How is the benchmark data gathered and used? 

§ How long do you hold our data? 

§ How is the survey data secured? 

What information does Birdsong gather? 

Birdsong gathers data in two ways: 

§ As part of staff and volunteer satisfaction surveys. This data comprises responses to 
opinion questions, segmentation questions (such as department categories), and 
responses to open questions. We do not record names or addresses of individuals in our 
surveys. 

§ Information related to the support of its survey and consultancy work. This comprises 
emails, meeting minutes and other such information that we have with 
relevant/nominated charity staff. 

Birdsong uses this information to: 

§ Produce survey reports 

§ Support associated consultancy activities (e.g. mentoring / team facilitation). 

§ Contact nominated individuals for the management and administration of our survey and 
consultancy work 

§ Contact individuals to inform them about our annual Charity Pulse and Hospice Survey 
activities. In this instance, the individuals contacted will have been past principal contacts 
for previous surveys that their organisations undertook. Such individuals are given the 
option to opt out from receiving any contact from Birdsong. 

Birdsong does not undertake any marketing or sales activities that involves contacting 
individuals. 
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What are the UK GDPR implications for any information gathered? 

We are responsible for ensuring that any personal information that we hold about contacts 
at your organisation are managed within UK GDPR requirements. 

If you undertake a survey with us that includes open questions, then, in very limited instances, 
UK GDPR will apply. This is because, very rarely, individuals are mentioned in open 
comments.  

For more information about Birdsong’s UK GDPR compliance, please refer to our Data 
Privacy Notice document.  

How do we ensure survey participants’ confidentiality? 

Participants take the survey through a generic survey link – we do not issue personalised links. 

There are three ways in which the gathered survey data is analysed and distributed: 

§ Graphical, summary and findings reports. These detail summarised responses from 
multiple individuals. In such reports individual responses cannot be identified. 

§ Verbatim comments report. In these reports, the individual responses are detailed, but is 
not possible to identify who is making particular comments. We ask that organisations 
that ask for verbatim comments in their survey describe to participants who will see the 
comments, so that participants can respond in the survey accordingly. 

§ Individual responses spreadsheets. We provide this so that organisations can carry out 
their own analysis. We remove any data from such spreadsheets that would potentially 
allow individuals’ opinions to be identified. 

We only release an organisation’s survey data to that organisation or its authorised agent. 

How is the benchmark data gathered and used? 

We use the summarised data from multiple organisations to produce benchmark data. It is 
not possible to identify the responses from particular organisations or individual participants 
in any of our benchmarks. 

We may identify the names of the organisations whose survey data comprises our 
benchmarks. 

How long do you hold our data? 

We retain your survey data indefinitely. We can, at your request, permanently delete survey 
data. Please note that it is not possible for us to partially delete information from a survey. 

How is the survey data secured? 

Only Birdsong staff or our authorised agents have access to data that we have gathered. 

Access to our computer systems is restricted to nominated users with password protection. 
We limit access to your personal information only to those Birdsong employees who have a 
business need to know. We do not pass on any data to agents, contractors or any other third 
parties. 
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Our website uses SSL encryption and is protected by Sucuri, market-leaders in malware 
detection. 

Our data is held locally, on local and off-site backups. In addition, some information is held 
in paper form which is destroyed within three months of input. 

All computer-based data is encrypted. 

We store our data locally and cloud based (Dropbox). Our backups are based locally and off-
site. All data stored is encrypted. 

Dropbox is designed with multiple layers of protection, distributed across a scalable, secure 
infrastructure. These layers of protection include: 

• Dropbox files at rest are encrypted using 256-bit Advanced Encryption Standard 
(AES) 

• Dropbox uses Secure Sockets Layer (SSL)/Transport Layer Security (TLS) to protect 
data in transit between Dropbox apps and our servers 

• SSL/TSL creates a secure tunnel protected by 128-bit or higher Advanced Encryption 
Standard (AES) encryption 

• Dropbox applications and infrastructure are regularly tested for security 
vulnerabilities, and hardened to enhance security and protect against attacks 

• Birdsong restricts access to Dropbox to three nominated Birdsong employees only. 

At Birdsong, we undertake an annual review of our data security working with external 
consultants for best practice advice where necessary. We do not share personal data with 
these external consultants. 

We have put in place procedures, which we update annually, to act on any suspected data 
security breaches. We will notify you of a suspected breach in all cases where we are legally 
required to do so. 

If you supply paper-based responses to us, then these are destroyed after three months. 


