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INSTRUCTION: Answer any five (5) questions.

1a. Define Data Communications. (5 Marks)

Data communications is the exchange of data between two devices viasome 

form of transmission medium such as a wire cable. For data communications to 

occur, the communicating devices must be part of a communication system made 

up of a combination of hardware (physical equipment) and software (programs). 

The effectiveness of a data communications system depends on four fundamental 

characteristics:delivery, accuracy, timeliness, and jitter. Data communication 

refers to the exchange of data between a source and a receiver. Data 

communication is said to be local if communicating devices are in the same 

building or a similarly restricted geographical area.
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1b. What are the three basic modes of operation that can exist for any 
network connection, communications channel, or interface? (6 Marks)

In simplex mode, the communication is unidirectional, as on a one-way street.

Only one of the two devices on a link can transmit; the other can only receive 

Keyboards and traditional monitors are examples of simplex devices. The 

keyboard can only introduce input; the monitor can only accept output. The 

simplex mode can use the entire capacity of the channel to send data in one 

direction.

In half-duplex mode, each station can both transmit and receive,but not at the 

same time. When one device is sending, the other can only receive, and vice versa.

The half-duplex mode is like a one-lane road with traffic allowed in both 

directions. When cars are traveling in one direction, cars going the other way must

wait. Half-duplex transmission, the entire capacity of a channel is taken over by 

whichever the two devices are transmitting at the time. Walkie-talkies and CB 

(citizens band) are both half-duplex systems.

In full-duplex operation, a connection between two devices is capable of sending 

data in both directions simultaneously. Full-duplex channels can be constructed 

either as a pair of simplex links or using one channel designed to permit 

bidirectional simultaneous transmissions. A full-duplex link can only connect two 

devices, so many such links are required if multiple devices are to be connected 

together. Note that the term “full-duplex” is somewhat redundant; “duplex” would

suffice, but everyone still says “full- duplex” (likely, to differentiate this mode 

from half-duplex)

1c. List three of the basic elements/ components of Data Communications. 
(3 Marks)

1.  1. Message



1. 2. Sender

1. 3. Receiver

1. 4. Medium or Communication Channel

1. 5. Encoder and Decoder

2a. A network must meet certain important criteria amongst which is one of them
is performance, how can a network performance be measured?

Performance can be measured in many ways, including transit time and response 

time. Transmit time is the amount of time required for a message to travel from 

one device to another. Response time is the elapsed time between an inquiry and a

response. (4 Marks)

2b. State two factors that determine the performance of a network. (4 Marks)

1.  Number of Users

2.  b. Type of transmission medium Hardware

3.  d. Software

2c. Explain two different types of computer network connection (6 Marks)

A point-to-point connection provides a dedicated link between two devices. The

entire capacity of the link is reserved for transmission between those two devices. 

Most point-to-point connections use an actual length of wire or cable to connect



the two ends, but other options, such as microwave or satellite links, are also 

possible. A point-to-point connection is a direct link between two devices such as

a computer and a printer. It uses dedicated link between the devices. The entire 

capacity of the link is used for the transmission between those two devices. Most 

of today’s point-to-point connections are associated with modems and PSTN 

(Public Switched Telephone Network) communications.

A multipoint connection is a link between three or more devices. It is also 
known as Multi-drop

configuration. The networks having  multipoint configuration  are called Broad

cast Networks. In broadcast network, a message or a packet sent by any machine 

is received by all other machines in a network. The packet contains address field 

that specifies the receiver. Upon receiving a packet, every

machine checks the address field of the packet. If the transmitted packet is for 

that particular machine, it processes it; otherwise it just ignores the packet. A 

multipoint (also called multidrop) connection is one in which more than two 

specific devices share a single link.

3a. Define network protocol.

In computer networks, communication occur between entities in different system 

entity is anything capable of sending or receiving information. However, two entities

not simply send bit streams to each other and expect to be understood. For 

communicate to occur, the entities must agree on a protocol. A protocol is a set of 

rules that govern communications. A protocol defines what is communicated, 

how it is communicate when it is communicated. Network protocols

include mechanisms for devices to identify and make connections with each 

other, as well as formatting rules that specify how data is packaged into messages

sent and received. (2 Marks)



3b. What are the key elements of protocols?(6 Marks)

1. Syntax It refers to the structure or format of the data that is the order in
which they are presented.

2. b. Semantics It refers to the meaning of each section of bits.

3. Timing refers to two characteristics: When data should be sent and how
fast they can be sent.

3c. Which layers on the OSI Model are referred to as network support layers and
which layers are the user support layers? (6 Marks)

Network support layers

1. Physical Layer

2. b. Data link Layer and c.   Network Layers

User support layers

1. Session Layer

2. b. Presentation Layer and c.   Application Layer

4a. Define network Topology. (6 Marks)



The network topology defines the way in which computers, printers, and other 

devices are connected, physically and logically. A network topology describes the

layout of the wire and devices as well as the paths used by data transmissions. In 

communication networks, a topology is a usually schematic description of

the arrangement of a network, including its nodes and connecting lines. There 
are two

ways of defining network geometry: the physical topology and the logical 

(or signal) topology. The physical topology of a network is the actual 

geometric layout of workstations.

4b. State 4 advantages Fiber-optic cable over metallic cable (twisted-pair or
coaxial). (4 Marks)

1. 1. Higher bandwidth. Fiber-optic cable can support dramatically 

higher bandwidths (and hence data rates) than either twisted-pair or 

coaxial cab Currently, data rates and bandwidth utilization over fiber-

optic cable are limited not by the medium but by the signal generation 

and reception technology available.

1. 2. Less signal attenuation. Fiber-optic transmission distance is significantly

greater than that of other guided medi A signal can run for 50 km without requiring

regeneration. We need repeaters every 5 km for coaxial or twisted-pair cable.

1. 3. Immunity to electromagnetic interference. Electromagnetic noise
cannot affect fiber-optic cab

1. 4. Resistance to corrosive materials. Glass is more resistant to corrosive
materials than copp

1. 5. Light weight. Fiber-optic cables are much lighter than copper cab



1. 6. Greater immunity to tapping. Fiber-optic cables are more immune to 

tapping than copper cables. Copper cables create antenna effects that can easily be

tapp

4c. State 2 disadvantages Fiber-optic cable over metallic cable (twisted-pair or
coaxial). (4 Marks)

1. 1. Installation and maintenance. Fiber-optic cable is a relatively new 

technology. Its installation and maintenance require expertise that is not yet

available every

1. 2. Unidirectional light propagation. Propagation of light is unidirection If
we need bidirectional communication, two fibers are needed.

1. 3. Cost. The cable and the interfaces are relatively more expensive than 

those of other guided medi If the demand for bandwidth is not high, often the use

of optical fiber cannot be justified.

5a. A network is a set of connected devices. Whenever we have multiple devices, 

we have the problem of how to connect them to make one-to-one communication 

possible. One solution is to make a point- to-point connection between each pair of

devices (a mesh topology) or between a central device and every other device (a 

star topology). These methods, however, are impractical and wasteful when 

applied to very large networks. Suggest a better practical solution and give reasons

for your solutions.

A better solution is switching. A switched network consists of a series
ofinterlinked nodes, called

switches. Switches are devices capable of creating temporary connections b



etween two or more devices linked to the switch. In a switched network, some 

of these nodes are connected to the end systems (computers or telephones, for 

example). Others are used only for routing. (7 Marks)

5b. Describe describes three characteristics of microwave propagation (3 Marks)

1. 1. Microwave propagation is line-of-sigh Since the towers with the mount6d 

antennas need to be in direct sight of each other, towers that are far apart need

to be very tall. The curvature of the earth as well as other blocking obstacles 

does not allow two short towers to communicate by using microwaves. 

Repeaters are often needed for long distance communication.

1. 2. Very high-frequency microwaves cannot penetrate walls. This
characteristic can be a disadvantage if receivers are inside building

1. 3. The microwave band is relatively wide, almost 299 GHz. Therefore wider
subbands can be assigned, and a high data rate is possib

1. 4. Use of certain portions of the band requires permission from authori

5c. List three traditional switching methods and the method you think are the 
most common switching method today? (4 Marks)

The three traditional switching methods are circuit switching, packet switching,
and message switching.

The most common  today are circuit switching  and packet switching. Messag

e switching has been phased out in general communications but still has 
networking applications.

6a. What is cryptography?



Cryptography is the science and art of transforming messages to make them 

secure and immune to attacks. Cryptography is ascience that applies complex 

mathematics and logic to design strong encryption methods. Achieving strong

encryption, the hiding of data’s meaning, also requires intuitive leaps that allow

creative application of known or new methods. The conversion of data into 

asecret code for transmission over a public network.

6b. Outline the three types of Keys in Cryptography?

The secret key is the shared key used in symmetric-key cryptography

The public key that can be obtained and used by anyone to encrypt messages

intended for a particular recipient, such that the encrypted messages can be 

deciphered only by using a second key that is known only to the recipient.

Private key

6c. Differentiate between Symmetric-Key Cryptography and symmetric-Key
Cryptography.

Symmetric-Key Cryptography

In symmetric-key cryptography, the same key is used by both parties.
The sender uses this key and an

encryption algorithm to encrypt data; the receiver uses the same key an

d the corresponding decryption algorithm to decrypt the data. 

Asymmetric or public-key cryptography



In asymmetric or public-key cryptography, there are two keys: a private key and

a public key. The private key is kept by the receiver. The public key is 

announced to the public. In public-key encryption/decryption, the public key that 

is used for encryption is different from the private key that is used for 

decryption. The public key is available to the public; the private key is available

only to an individual.

7a. Explain the following terms: – Message confidentiality, Message Integrity, 

Message authentication, Message non repudiation and entity authentication.

Message confidentiality

Message confidentiality or privacy means that the sender and thereceiver expect 

confidentiality. The transmitted message must make sense to only the intended

receiver. To all others, the message must be garbage. When a customer 

communicates with her bank, she expects that the communication is totally 

confidential.

Message Integrity

Message Integrity means that the data must arrive at the receiver exactly as they

were sent. There must be no changes during the transmission, neither accidentally

or maliciously. For instance it will be disastrous if a request for transferring N 

300,000 is changed to N 3,000,000.

Message Authentication

Message authentication is a service beyond message integrity. In message
authentication the receiver is



to be sure of the sender’s identity and that an imposter has not sent the message.

Message Non repudiation

Message non repudiation means that a sender must not be able to deny sending 

a message that he or she did send. The burden of proof falls on the receiver. For

example when a customer sends a message to transfer money from one account to

another, the bank must have proof that the customer actually requested the 

transaction.

Entity Authentication

In entity authentication the entity or user is verified prior to accessto the system

resources. For example, a student who needs to access her university resources 

needs to be authenticated during the logging process. This protects the interest of 

the university and the student.

7b. What is cipher? (4 Marks)

After the message is transformed, it is called cipher text. Thetransformation of
plain text for the purpose of encrypting messages for the receiver.


