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Chapter - 3 

• The Internet of Things: An Overview 

The internet of things (IoT) is a computing concept that describes a scenario where 

everyday physical objects are connected to the internet and can identify themselves 

to other devices or processes, via an IP address. 

The IoT is significant because an object that can represent itself digitally becomes 

something greater than the object by itself. No longer does the object just relate to 

the process; it now connects to surrounding objects and database data, permitting 

“big data” analytics and insights.  

In particular, “things” might communicate autonomously with other things and 
other devices, such as sensors in manufacturing environments or an activity tracker 

with a smartphone.  

IoT has evolved from the convergence of wireless technologies, micro-

electromechanical systems, microservices and the internet.  

This convergence has torn down the walls between operational technology and 

information technology, allowing unstructured machine-generated data to be 

analysed for insights that will drive improvements.  

Consumer IoT took another revolutionary path, either by becoming connected – for 

example, speed sensors on a bike – or being newly invented. In other instances, 

such as in healthcare, things have been there but not widely used, such as patient 

health status. 

 IoT: countless use cases >>> 

There are countless use cases where IoT can be deployed, such as in 

manufacturing, vehicles and even future cases such as smart cities and energy. 
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Manufacturing, as an example, has been operating shop floor equipment for 

decades with sensors that control machine processes, but these sensors have been 

relatively dumb, have not been IP enabled nor have they been able to communicate 

beyond their local process.  

This situation is changing; manufacturing equipment is now being produced with 

sensors that are IP-enabled, can communicate with each other, collect and 

disseminate data in real-time.  

There are many benefits to the manufacturer such as: control of product rotation, 

automate restocking processes, production line monitoring, quality assurance real-

time alerts etc. 

A smart city is defined as a city that monitors and integrates conditions of its entire 

critical infrastructure, such as roads, bridges, tunnels, rail, airports, seaports, water, 

power and major buildings.  

With the use of IoT technology, the city planners can better optimise their 

resources, plan preventive maintenance, monitor security and control emergency 

response, through advanced monitoring systems and built-in smart sensors with 

data collected and evaluated in real-time. 

Increasingly, there will be a focus on energy consumption behaviour. Because of 

the volatile nature, such supply demands an intelligent and flexible electrical grid 

which is able to react to power fluctuations by controlling electrical energy 

sources, either generated or stored, and by suitable configuration. 

A network of intelligent devices and grid infrastructure will be largely based on 

IoT concepts. The smart grid will be implemented on a type of “internet” in which 
every energy packet is managed in a similar fashion to a data packet, across routers 

and gateways that can autonomously decide the best pathway for the packet to 
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reach its destination, based on standard and interoperable transceivers, gateways 

and protocols. 

The connection vehicles to the internet gives the context the internet vehicles (IoV) 

connected to the concept internet energy (IoE) that will represent the future trends 

for smart transportation and mobility applications. Creating new mobile consumer-

centric transactions and services will deliver new mobile ecosystems based on 

trust, security, mobility and convenience. 

IoT can play a role in health care with smart devices used for many cases. The 

elderly or disabled could live independently with fall detection devices and/or 

physical activity monitoring through body sensors; patient surveillance sensors for 

hospitals or care homes, smart sensors to control conditions in medical storage 

units and devices to monitor ultraviolet radiation on people. 

 How things can communicate ? >>> 

From the operational perspective, smart devices can communicate via several 

models, such as device-to-device This is where two or more devices can directly 

communicate with each other through various network protocols, 

including internet protocol (IP), Bluetooth, Z-Wave or ZigBee. This type of 

protocol is typically used with low data rate requirements such as light bulbs, light 

switches and door locks. 

Another way of communicating is by device-to-cloud. An IoT device connects 

directly to an internet cloud service to exchange data. It typically uses wired 

Ethernet of Wi-Fi connections between the device and the IP network. This type of 

connection is used by Smart TVs. 

Device-to-gateway is a method where the device connects through an application-

layer gateway as a conduit to reaching a cloud service. The gateway provides 

security and other functionality such as protocol translation. A typical use is a 
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smartphone running an app to communicate with a device, such as a fitness band, 

and relay data to a cloud service. 

Finally, back-end data sharing refers to a communications architecture that enables 

users to export and analyse smart object data from a cloud service in combination 

with data from other sources. The back-end sharing architecture allows the data 

collected from a single IoT device data streams to be aggregated and analysed. 

Smart devices have used internet protocol, IPv4, that is running low on available IP 

addresses. This is being replaced by IPv6 that will provide sufficient IP address 

possibilities for the foreseeable future. 

 The security, privacy, legal and regulatory implications of IoT  >>> 

IoT is highlighting a number of security, privacy and regulatory concerns, many of 

which existed prior to the growth of IoT. A selection of top concerns relating to 

smart devices include the following: 

• Privacy – the clear majority of devices collect personal information through the 

device, the cloud or the device’s mobile application. 

• Insufficient authentication/authorisation – either no passwords or weak and 

simple passwords. 

• Transport encryption – the majority of devices use unencrypted network 

services. 

• Web interface vulnerabilities – persistent cross-site scripting, poor session 

management and weak default credentials. 

• Insecure software – a majority of device software updates not encrypted during 

download. 

• Lack of control and information asymmetry – the generation, storage and 

sharing of IoT pushed data over which the user has no control and where many 

IoT devices do not contain an obvious point where the user can give consent. 
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• Extrapolation of inferences from data and repurposing of original processing – 

disclosure of information to third parties and the regeneration of data for new 

purposes. 

• Limitations on the possibility of remaining anonymous – wearing IoT devices 

that are close to the data subjects result in a range of identifiers being available. 

Notwithstanding the above concerns, there are many benefits associated with 

embracing a connected world.  

Some of the major opportunities are: sensor-driven decision analytics, process 

optimisation, instantaneous control and response to complex autonomous systems, 

tracking buying behaviour for real-time marketing, energy distribution, utilisation 

and reporting, smart home devices and health care monitoring. 

A business must take advantage of useful analytical IoT data for actionable 

insights to stay ahead of the curve by predicting business trends, reduce operational 

failures and ensure smooth operations. 

With the plethora of IoT devices coming onstream, the business must develop a 

holistic approach to IoT management, including IoT security, to ensure that IoT is 

both an enabler and secure. 

Business transformation is incorporating IoT and cloud computing is becoming the 

foundation for IoT data management, hosted by service providers, to reduce the 

complexities associated with large and diverse data collection pools. 

IoT systems allow users to achieve deeper automation, analysis, and integration 
within a system. They improve the reach of these areas and their accuracy. IoT 
utilizes existing and emerging technology for sensing, networking, and robotics. 

IoT exploits recent advances in software, falling hardware prices, and modern 
attitudes towards technology. Its new and advanced elements bring major changes 
in the delivery of products, goods, and services; and the social, economic, and 
political impact of those changes. 
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 IoT − Key Features 

The most important features of IoT include artificial intelligence, connectivity, 
sensors, active engagement, and small device use. A brief review of these features 
is given below − 

• AI − IoT essentially makes virtually anything “smart”, meaning it enhances 
every aspect of life with the power of data collection, artificial intelligence 
algorithms, and networks. This can mean something as simple as enhancing 
your refrigerator and cabinets to detect when milk and your favorite cereal 
run low, and to then place an order with your preferred grocer. 

• Connectivity − New enabling technologies for networking, and specifically 
IoT networking, mean networks are no longer exclusively tied to major 
providers. Networks can exist on a much smaller and cheaper scale while 
still being practical. IoT creates these small networks between its system 
devices. 

• Sensors − IoT loses its distinction without sensors. They act as defining 
instruments which transform IoT from a standard passive network of 
devices into an active system capable of real-world integration. 

• Active Engagement − Much of today's interaction with connected 
technology happens through passive engagement. IoT introduces a new 
paradigm for active content, product, or service engagement. 

• Small Devices − Devices, as predicted, have become smaller, cheaper, and 
more powerful over time. IoT exploits purpose-built small devices to 
deliver its precision, scalability, and versatility. 

 

 IoT − Advantages 

The advantages of IoT span across every area of lifestyle and business. Here is a 
list of some of the advantages that IoT has to offer − 

• Improved Customer Engagement − Current analytics suffer from blind-spots 
and significant flaws in accuracy; and as noted, engagement remains 
passive. IoT completely transforms this to achieve richer and more effective 
engagement with audiences. 

• Technology Optimization − The same technologies and data which improve 
the customer experience also improve device use, and aid in more potent 
improvements to technology. IoT unlocks a world of critical functional and 
field data. 
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• Reduced Waste − IoT makes areas of improvement clear. Current analytics 
give us superficial insight, but IoT provides real-world information leading 
to more effective management of resources. 

• Enhanced Data Collection − Modern data collection suffers from its 
limitations and its design for passive use. IoT breaks it out of those spaces, 
and places it exactly where humans really want to go to analyze our world. 
It allows an accurate picture of everything. 

 

 IoT − Disadvantages 

Though IoT delivers an impressive set of benefits, it also presents a significant set 
of challenges. Here is a list of some its major issues − 

• Security − IoT creates an ecosystem of constantly connected devices 
communicating over networks. The system offers little control despite any 
security measures. This leaves users exposed to various kinds of attackers. 

• Privacy − The sophistication of IoT provides substantial personal data in 
extreme detail without the user's active participation. 

• Complexity − Some find IoT systems complicated in terms of design, 
deployment, and maintenance given their use of multiple technologies and a 
large set of new enabling technologies. 

• Flexibility − Many are concerned about the flexibility of an IoT system to 
integrate easily with another. They worry about finding themselves with 
several conflicting or locked systems. 

• Compliance − IoT, like any other technology in the realm of business, must 
comply with regulations. Its complexity makes the issue of compliance 
seem incredibly challenging when many consider standard software 
compliance a battle. 

 

• The “Internet” of “Things” 
 

The Internet of things (IoT) is a system of interrelated computing devices, 
mechanical and digital machines provided with unique identifiers (UIDs) and the 
ability to transfer data over a network without requiring human-to-human or 
human-to-computer interaction.  
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The definition of the Internet of things has evolved due to the convergence of 
multiple technologies, real-time analytics, machine learning, commodity sensors, 
and embedded systems. Traditional fields of embedded systems, wireless sensor 
networks, control systems, automation (including home and building automation), 
and others all contribute to enabling the Internet of things. In the consumer market, 
IoT technology is most synonymous with products pertaining to the concept of the 
"smart home", covering devices and appliances (such as lighting 
fixtures, thermostats, home security systems and cameras, and other home 
appliances) that support one or more common ecosystems, and can be controlled 
via devices associated with that ecosystem, such as smartphones and smart 
speakers. 

There are a number of serious concerns about dangers in the growth of IoT, 
especially in the areas of privacy and security, and consequently industry and 
governmental moves to begin to address these. 

 

• The Technology of the Internet of Things  
 

The internet of things (IoT) promises a smarter future. One in which a faltering 
bridge informs local transportation authorities that it needs repair. Or a bridge that 
can warn oncoming smart cars to prepare to drive over a frozen surface. An 
automated manufacturing plant that orders its own supplies and even schedules and 
executes maintenance. An environment with everything connected to and aware of 
every other thing, sharing information to assist the next thing down the line or 
provide feedback in any direction.  

Two layers are required to actualize the reality of an insightful and intuitive 
everything: Application and connectivity. The application layer is composed of 
physical  products and services such as intelligent cars, smart roads, and connected 
thermostats. Connectivity breathes life into these objects, creating a cohesive 
experience that adds value to the system and its users. 

Most importantly, the internet of things is about much more than just things. It is 
the promise to create intelligent, connected systems, smarter than the sum of their 
parts, that provide real-time analytics, useful projections, and tangible value from 
that data and interactivity. In addition to the set of physical objects that make up an 
IoT network, there are several technologies that bring it to life. 

Digital Foundry has completed a handful of projects that exist in this space. If you 
represent a global business that is looking for partners to help develop an IoT 
project, we’d love to hear from you. 
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 Antenna - Antennas are indispensable components of connected, mobile, 
and many emerging IoT products: They are the wireless communications 
links to other devices in the IoT. 

 WSM - The Wireless Sensor Module (WSM) has been developed to 
perform as a build-in small sensor module for IoT (Internet of Things) edge 
device. This WSM can send vital sign which measured by on board sensor 
in real time to the PC and smart phone. 

 RFID - Radio frequency identification system (RFID) is an automatic 
technology and aids machines or computers to identify objects, record 
metadata or control individual target through radio waves. 

 ZigBee - Zigbee is a standards-based wireless technology developed to 
enable low-cost, low-power wireless machine-to-machine (M2M) and 
internet of things (IoT) networks. Zigbee supports much lower data rates 
and uses a mesh networking protocol to avoid hub devices and create a self-
healing architecture. 

 IPV6 - IPv6 provides for end devices to have multiple addresses and an 
even more distributed routing mechanism than the IPv4 Internet. This 
allows different stakeholders to assign IoT end-device addresses that are 
consistent with their own application and network practices. 

 

Technologies

•Antenna

•WSM

•RFID

in

• ZigBee

• IPV6

•Bluetooth

IOT

•Barcode

•EPC
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 Bluetooth -  Bluetooth is everywhere: in speakers, wireless headphones, 
cars, wearables, medical devices, and even shoes! Since many IoT systems 
involve small devices and sensors, BLE has become the more common 
protocol of the two (versus Bluetooth Classic) in IoT. 

 Barcode - In the early days of the IoT, radio-frequency identification (RFID) 

was believed to be the primary method of labeling items. However, 

combining the use of RFID tags with both barcodes and QR codes allows the 

consumer to connect to the IoT with the simple scan of a smartphone or 

tablet. 

 EPC - Designed to be stored on an RFID tag, the Electronic Product Code 
(EPC) is a unique number that identifies a specific item in the supply chain. 
The EPC can be associated with dynamic data such as the origination point 
of an item or the date of its production. 

 

• Importance of Internet of Things 

The IoT provides a platform that creates opportunities for people to connect 
these devices and control them with big data technology, which in return 
will promote efficiency in performance, economic benefits and minimize 
the need for human involvement. It's the most important development of the 
21st century. 

 

 Examples of how we use Internet of Things in our everyday lives include: 

• Smart appliances (stoves, refrigerators, washers and dryers, coffee machines, slow 

cookers) 

• Smart security systems, smart locks, and smart doorbells 

• Smart home hubs (that control lighting, home heating and cooling, etc.) 

• Smart assistants (like Amazon Alexa or Apple’s Siri) 
• Fitness trackers, sleep trackers, and smart scales 

• And more besides 

 
Emerging consumer trends in IoT that include smart active wear, smart athletic 
shoes, and connected vehicles that tell us everything from how close we are to the 
vehicles around us to the best route to take to avoid rush hour traffic. 
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No matter what type of smart IoT application you use, most of you will agree that 
the information and convenience you get as a result has saved you time, money, 
and a lot of worry. 
 

 How industrial IoT is making our lives better ? 
 

IoT helps us work smarter, live smarter, and gain complete control over our lives, 
but it’s also supporting our wellbeing behind the scenes. 
In addition to our smart home devices, IoT is an essential technology in business 
and industry, as it gives businesses a real-time glimpse into the inner workings of 
their company’s systems. From the factory floor to the customer’s door, IoT 
delivers insights into everything from machine performance to supply chain and 
logistics operations. 
IoT allows companies to automate processes and save money on labor. It also 
reduces waste and improves service delivery, making it less expensive to 
manufacture and deliver goods and providing transparency into customer 
transactions. 
It allows companies to reduce costs, increase safety, and improve quality from end-
to-end, which translates to a win-win for everybody. As a result, consumer goods 
are less expensive to produce, shipping is more predictable, and companies can 
grow, stimulating our economy while delivering a sense of satisfaction we can take 
to the bank. 
 

 IoT is regarded as the significant frontier that can improve almost all activities 
in our lives. Most of the devices, which have not previously been connected to 
the internet, can be networked and respond the same way as smart devices. By 
2020, the world is set to be completely IoT oriented. Here are the benefits, 
which come with this technology. 

• IoT promotes efficient resource utilization. 
• It minimizes human efforts in many life aspects. 
• Enabling IoT will reduce the cost of production and maximizing the returns 
• It makes analytics decisions faster and accurately 
• It boosts the real-time marketing of products 
• Provide a better client experience 
• It guarantees high-quality data and secured processing 
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• Understanding Smart Devices 
 

 
 

Smart devices play a fundamental role in today’s Industry 4.0. They are at the 
center of the Internet of Things (IoT) and smart cities. Smart devices were the 
center of my PhD investigation a few years ago. However, when I was trying to 
find a definition for smart devices, not many sources showed up. 

I could only find one Wikipedia article with a not certain definition. I resorted to 
creating a definition for a smart device. I create a methodological and replicable 
approach for developing a scalable concept of smart device, ending up with the 
following definition: 

“ A smart device is a context-aware electronic device capable of performing 

autonomous computing and connecting to other devices wire or wirelessly for data 

exchange" . 

This definition proposed that a smart device has three main features, 
namely, context-awareness, autonomous computing, and connectivity. This 
definition complies with the main idea of the IoT which is that Any “thing” can be 
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part of the IoT. A chair can become a smart chair if we add a sensor, a tiny bit of 
computing capabilities and network connectivity. 

 

Smart Device provide some level of automation and can be programmed for some 
specific use. Most smart device have some local computing with intuitive user 
interface. 

Though configuration flexibility is limited, but they are fast and efficient in doing 
what they expected to do. Think smart coffee machine — with press of few 
configurable buttons it can wake you up in the morning with a ready cup of hot 
coffee. 

Another example is smart thermostat that maintains the temperature of your room. 
Earlier, smart devices were not required to connect to network and used to work 
autonomously but now most smart devices are connected — blurring the line 
between smart and connected device. Smart bulb, smart speaker, smart thermostat 
or smart security cameras are connected device. 

 

 

• Design Principles for Connected Device 

 
1. Focus on value 

In the world of IoT, user research and service design are more crucial than ever. 
While early adopters are eager to try out new technology, many others are reluctant 
to take new technology into use and cautious about using it, due to not feeling 
confident with it. For your IoT solution to become widely adopted, you need to dig 
deep into users’ needs in order to find out where lies a problem truly worth solving 
and what is the real end user value of the solution. You also need to understand 
what might be the barriers of adopting the new technology in general and your 
solution specifically. For deciding on your feature set, you need research too. The 
features that might be valuable and highly relevant for the tech early adopters may 
be uninteresting for the majority of the users and vice versa, so you need to plan 
carefully what features to include and in which order. 
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2. Take a holistic view 

IoT solutions typically consist of multiple devices with different capabilities and 
both physical and digital touchpoints. The solution may also be provided in co-
operation with multiple different service providers. It is not enough to design one 
of the touchpoints well, instead you need to take a holistic look across the whole 
system, the role of each device and service, and the conceptual model of how user 
understands and perceives the system. The whole system needs to work seamlessly 
together in order to create a meaningful experience. 

3. Put safety first 

As the IoT solutions are placed in the real world context, the consequences can be 
serious, when something goes wrong. At the same time the users of the IoT 
solutions may be vary of using new technology, so building trust should be one of 
your main design drivers. Trust is built slowly and lost easily, so you really need to 
make sure that every interaction with the product/service builds the trust rather 
than breaks it. What it means in practise? First of all, it means understanding 
possible error situations related to context of use, HW, SW and network as well as 
to user interactions and trying to prevent them. Secondly, if the error situations still 
occur, it means appropriately informing the user about them and helping them to 
recover. Secondly, it means considering data security & privacy as key elements of 
your design. It is really important for users to feel, that their private data is safe, 
their home, working environment and everyday objects cannot be hacked and their 
loved ones are not put at risk. Thirdly, quality assurance is critical and it should not 
only focus on testing the SW, but on testing the end to end system, in a real-world 
context. 

4. Consider the context 

IoT solutions exist at the crossroads of the physical and digital worlds. Commands 
given through digital interfaces may produce real world effects, but unlike digital 
commands, the actions happening in the real-world cannot necessarily be undone. 
In the real world context lots of unexpected things can happen and at the same time 
user should be able to feel safe and in control. The context places also other kind of 
requirements to the design. Depending on the physical context, the goal might be 
to minimize distraction of the user or e.g. to design devices that hold up against 
changing weather conditions. IoT solutions in homes, workplaces and public areas 
are are typically multi-user systems and thus less personal than e.g. screen based 
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solutions used in smartphones, which also brings into picture the social context 
where the solution is used and its’ requirements for the design. 

5. Build a strong brand 

Due to the real world context of the IoT solutions, regardless of how carefully you 
design things and aim to build trust, something unexpected will happen at some 
point and your solution is somehow going to fail. In this kind of situations, it is of 
utmost importance, that you have built a strong brand that truly resonates with the 
end users. When they feel connected to your brand, they will be more forgiving 
about the system failures and will still keep on using your solution. While 
designing your brand, you must keep in mind, that trust should be a key element of 
the brand, one of the core brand values. This core value should also be reflected in 
the rest of the brand elements, like the choice of color, tone of voice, imagery etc. 

6. Prototype early and often 

Typically HW and SW have quite different lifespans, but as successful IoT 
solution needs both the HW and SW elements, the lifespans should be aligned. At 
the same time, IoT solutions are hard to upgrade, because once the connected 
object is placed somewhere, it is not so easy to replace it with a newer version, 
especially if the user would need to pay for the upgrade and even the software 
within the connected object may be hard to update due to security and privacy 
reasons. Due to these factors and to avoid costly hardware iterations, it’s crucial to 
get the solution right, from the beginning of implementation. What this means 
from the design perspective is that prototyping and rapid iteration of both the HW 
and the whole solution are essential in the early stages of the project. New, more 
creative ways of prototyping and faking the solution are needed. 

7. Use data responsibly 

IoT solutions can easily generate tons of data. However, the idea is not to hoard as 
much data as possible, but instead to identify the data points that are needed to 
make the solution functional and useful. Still, the amount of data may be vast, so 
it’s necessary for the designer to understand the possibilities of data science and 
how to make sense of the data. Data science provides a lot of opportunities to 
reduce user friction, i.e. reducing use of time, energy and attention or diminishing 
stress. It can be used to automate repeated context dependent decisions, to interpret 
intent from incomplete/inadequate input or to filter meaningful signals from noise. 
Understanding what data is available and how it can be used to help the user is a 
key element in designing successful IoT services. 
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• Network Connections 
 

The number of connected devices is expected to grow to 50 billion by the 

year 2020. There is a more bullish estimate of this – 200 billion by the year 

2020. That would be anywhere between 6 and 24 devices for every person 

on earth. This will be accompanied by an increase in the global spending on 

IoT devices and services from $656 billion in 2014 to $1.7 trillion in 2020. 

Homes, cars and wearable's are all getting smarter…sensors and modules 
will constitute close to 32% of everything that connects to the network. 

 

The IoT devices will be deployed in a variety of verticals like healthcare, 

energy, transportation etc. The characteristics of these devices vary 

significantly, and the network is uniquely positioned to support the 

requirements for these devices to function. The network will provide 

connectivity, power, policy, compute, security and manageability at scale to 

IoT deployments. 

 

✓ Connectivity 

The IoT devices will most definitely need connectivity to the controllers that will 
be controlling the devices. The connectivity to the network could be wired or 
wireless. There are several protocol options in this space like zigbee, bluetooth, z-
wave, 6LowPAN, WiFi, Cellular, NFC, Sigfix etc. The network will need to 
evolve to support these protocols that are common in the IoT world. 

✓ Power 

Power over Ethernet is one of the significant innovations in the last decade that has 
powered devices like phones and access points, enabling innovations like VoIP. 
More recently, PoE is being leveraged to power lights in the enterprise. This has 
several advantages: 
• It reduces the installation costs in the enterprise significantly, because 
deployment of traditional electrical conduits is expensive. 
• It is safer compared to traditional electrical infrastructure. 
• It is more efficient – Network powered lighting is expected to increase the power 
efficiency by 38%. 
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• Converging the building and IT infrastructure will also help reduce the 
customers’ operational expenses. 
• With UPoE, even laptops can be charged through the network, eliminating the 
electrical conduit at the cubicles. 
Moving forward, more devices in the enterprise like HVACs and badge readers 
will start leveraging PoE. 

✓ Security 

Securing the IoT infrastructure is critical given the verticals it will be deployed in. 
The recent attack on the Dyn DNS servers, which brought down Netflix, Amazon 
and Twitter among others, originated from cameras that were infected with the 
Mirai botnet. The network will need to evolve to be able to secure these devices – 
it needs to protect the devices from being infected by malware, but will also need 
to protect the network and application servers from attacks originating from the 
infected IoT devices. The devices connecting to the network would have to be 
authenticated, which is something that the network would play a major role in. 

In some verticals, IoT devices will require a secure connectivity to the application 
running in the server. As an example, a video camera can originate traffic that 
needs to be securely transported to the control room. This would require a secure 
tunnel to be created from the camera to the server. 

✓ Compute 

The network has compute than can be leveraged in the IoT deployments to process 
events that cannot afford latency in processing. The IoT devices themselves are 
highly cost optimised, which will limit the compute available in those devices. The 
network, as a result, would have to support an application hosting environment, 
that would allow the IoT vendors to host their software locally. Extending on the 
example given above in the context of video surveillance, the compute on the 
network elements could be leveraged to run image processing software that can 
help detect events. Local detection of events will help in scenarios where the 
priority that the network provides for this traffic has to be dynamically increased. 

✓ Policy 

IoT devices, in many cases, would require specific SLAs from the network – such 
as latency and reliability. Based on the type of the device and the requirements for 
the traffic generated, the network can provision the required end-to-end policies 
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that would help realise these requirements. The controller will, in this case, help in 
the provisioning of the required configurations on the devices in the traffic path. 

✓ Manageability 

Managing the IoT devices at scale is a major challenge in the enterprise. While 
every IoT vendor would most often have their own controller to manage their IoT 
devices, the network can help host this software stack in the compute that is part of 
the networking infrastructure. It will help deliver the critical messages from the 
controller to the devices with high reliability. It will also help automate the 
provisioning of the network for supporting IoT deployments. 

In summary, the network will play a role that is front and centre in the IoT 
revolution – it’ll help rolling out these high scale deployments in quick time. There 
has NEVER BEEN A BETTER TIME TO ROLL OUT IoT. 

• Traditional Network 

The challenges that arise between IoT and traditional networks are centered 
around connectivity, scalability, resilience and security. To break it down 
even further, new devices are deploying huge amounts of data from the 
edge, which has to be accommodated and directed between fog, core and 
cloud in a seamless and scalable way that retains the integrity of the data and 
the system it moves through, particularly as both grow. 

Unfortunately, networking in the IoT world has proven to be difficult. It is 
slow and expensive to work with telecom carriers to deploy custom 
hardware, circuits and VPNs. Every network administrator knows the 
nightmares associated with traditional VPN connections and hardware, 
especially at scale. Since SD-WAN and VPN architectures weren’t designed 
for the IoT application topology, you’re also saddled with complex security 
problems trying to bandage together old architectures to meet the needs of 
the new application topology. 
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Difference :- 

 
 

• Transferring Data Over a Network 

 
✓ File Transfer Protocol - File transfer protocols are suited for web 

applications whereas messaging protocols are best suited for IoT framework. 

The file transfer protocols are not suited in the existing format for IoT, since 

IoT nodes are basic sensor nodes used in raw data collection from the 

application scenario of framework.  

Protocols Year 

FTP 1971 
UDP 1980 

TCP 1983 
HTTP 1989 

HTTPS 1994 

COAP 1997 
MQTT 1999 
XMPP 1999 

AMQP 2003 

LORA (LoRaWAN Protocol) 2009 
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File transfer protocols are suited for web applications whereas messaging 

protocols are best suited for IoT framework. The file transfer protocols are 

not suited in the existing format for IoT, since IoT nodes are basic sensor 

nodes used in raw data collection from the application scenario of 

framework. There are two types of prominent data command and transfer 

that may occur. One is the Human to Machine interface. The other is 

Machine to Machine interface. 

 

✓ Human to Machine Communications - Human to machine communication 

originally emerged from telemetry technology, and its main aim was to 

measure data and automatically transmit it from remote sources typically by 

cable or a radio. Nowadays, plethora of sensors are being developed, which 

have better perceptual abilities than humans and can detect information that 

humans cannot. Affordable electronic devices have led to an increasing 

number of them being connected to the Internet. The smart IoT devices open 

up the possibility to reduce the burden on the user end by equipping 

everyday objects, such as a wheelchair, with decision-making capabilities. 

Sensors have been used in communication using HMIs for years. Human to 

Machine communication is a very important development in Internet of 

Things. Even though the fundamental concept of collecting and sharing data 

through internet stays same with H2M communication, the source from 

which the data is collected will make the difference. A very simple example 

would be someone with a chip implanted to monitor the heart rate. This chip 

will collect the information automatically and will alert the doctors on their 

smart phones when heart rate is abnormal. H2M communication has 

revolutionized the personal health sector, which also has a direct impact on 

insurance industry. There is almost 200 percent growth in fitness wearables 

market in 2015. The greater the role of the HMI, the more important it is to 

select one with a high degree of scalability. It is important that one provides 

proper operation control and connectivity to supervisory systems. In motion 

applications, HMIs must also be able to respond quickly to commands as 

well as unanticipated situations requiring complex maneuvers.  
 

✓ Machine to machine communications - Machine to machine (M2M) is a 

broad term that can be used to describe any technology that enables 
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networked devices to exchange information and perform actions without the 

manual assistance of humans. M2M communication is often used for remote 

monitoring. M2M communication is an important aspect of warehouse 

management, remote control, robotics, traffic control, logistic services, 

supply chain management, fleet management and telemedicine, 

transportation. It forms the basis for a concept known as the Internet of 

Things (IoT). Key components of an M2M system include sensors, RFID, a 

Wi-Fi or cellular communications link and autonomic computing software 

programmed to help a networked device interpret data and make decisions. 

The most well-known type of M2M communication is telemetry. Currently, 

M2M does not have a standardized connected device platform and many 

M2M systems are built to be taskor device-specific. M2M communications 

expands telemetries role beyond its common use in science and engineering 

and places it in an everyday setting. People already are using M2M, but 

there are many more potential applications as wireless sensors, networks and 

computers improve, benefitting the concept to be amalgamated with other 

technology.  

 

A point worth stressing is that data transfer patterns in the M2M-driven 

Internet of Things will differ fundamentally from those in the classic human-

to-human (H2H) internet. M2M finds its applications in Smart homes, 

healthcare, infrastructure, automotive 7 International Journal of Pure and 

Applied Mathematics Special Issue 127 and transport, supply chain, Retail, 

field service, utilities-smart metrics and grids, security and surveillance, 

environmental monitoring, agriculture and military. M2M is certainly 

happening, but the market is fragmented into numerous verticals. Right now 

there are around 110 million M2M devices connected to the internet. This 

year it is expected to climb to 400 million, and expects this to grow to 18 

billion by 2022. Many of these devices will be used to link the physical 

world to the internet via sensors that take readings from their local 

environment and output the information up into the cloud.  M2M devices are 

usually small and inexpensive, introducing energy, bandwidth, computation, 

and storage constraints to communications. The main goal of M2MC is to 

enable the sharing of information between electronic systems autonomously. 

The potential booming of M2M applications can exponentially increase the 
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number and diversity of devices and traffic in the next years, which shall 

introduce further challenges to communications.  

 

Current mobile M2M communications research focuses on performance 

evaluation and improvement, either in terms of delay or resource usage 

efficiency.  M2M application protocols take a fundamental role in 

communication efficiency: protocol overheads, necessary number of 

management/control and information messages, reliability and security. All 

these impact the number and size of transmissions consequently, the energy 

and bandwidth consumptions in a mobile device. It finds it major application 

in protocols namely COAP, MQTT, AMQP, XMPP. M2M technology 

mainly focusses on intellectually connecting the machine nodes or the smart 

objects. The smart objects are the sensors and the actuators in the IoT 

framework.The sensors need a mechanism to set up the design framework, 

to initialise the system configuaration for data transmission. The actuators 

require a technique or method to sens its control command to the designated 

recepient. The information overhead like the sensor identification, receiver 

identification, nuber of bytes of data should be carefully designed, given 

more attention to minimal data transfer. This will assist in better bandwidth 

utilisation for the internode communication in M2M technology. There 

should be a design platform to integrate instant messaging in the M2M 

communication. This design platform is provided using the messaging 

protocols. 

 

✓ The messaging protocols 

Instant messaging (IM) and Internet chat communication have seen enormous 

growth over the last several years. A number of key messaging technologies are 

emerging that will support the next generation of IoT applications, each of which 

can be used to connect devices in a distributed network. MQTT and CoAP address 

these needs through small message sizes, message management, and lightweight 

message overhead. Furthermore, the paper emphasis on other protocols namely 

XMPP, AMQP.  

▪ COAP  
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The Constrained Application Protocol (CoAP) is a synchronous request/response 

application layer protocol. CoAP aims to enable tiny devices with low power, 

computation and communication capabilities to utilize RESTful interactions. The 

development of the Constrained Application Protocol (CoAP) has made it possible 

to provide resource constrained devices with web service functionalities. CoAP is 

an HTTP like web transfer protocol able to extend the Representational State 

Transfer (REST) architecture to LoWPANs. With the completion of the CoAP 

specification, it is expected that there will be millions of devices deployed in 

various application domains in the future. These applications range from smart 

energy, smart grid, building control, intelligent lighting control, industrial control 

systems, asset tracking, to environment monitoring. CoAP would become the 

standard protocol to enable interaction between devices and to support IoT 

applications. CoAP is a binary protocol that runs over UDP. A messaging sub-

layer adds a thin control layer that provides duplicate detection and optionally 

reliable delivery of messages based on a simple stop-and-wait mechanism for 

retransmissions. CoAP is a request/response protocol that utilizes both 

synchronous and asynchronous responses. The reason for designing a UDPbased 

application layer protocol to manage the resources is to remove the TCP overhead 

and reduce bandwidth requirements. Even though CoAP was created for the IoT 

and for M2M communications, it does not include any built-in security features. 

 

▪ MQTT 

 Message Queue Telemetry Transport (MQTT) was released by IBM and targets 

lightweight M2M communications. It is an asynchronous publish/subscribe 

protocol that runs on top of the TCP stack. MQTT aims at connecting embedded 

devices and networks with applications and middleware. MQTT utilizes the 

publish/subscribe pattern to provide transition flexibility and simplicity of 

implementation. The MQTT protocol represents an ideal messaging protocol for 

the IoT and M2M communications and is able to provide routing for small, cheap, 

low power and low memory devices in vulnerable and low bandwidth networks. In 

MQTT there is a broker (server) that contains topics. Each client can be a publisher 

that sends information to the broker at a specific topic or/and a subscriber that 

receives automatic messages every time there is a new update in a topic one is 
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subscribed. MQTT is very lightweight and thus suited for M2M (Mobile to 

Mobile), WSN (Wireless Sensor Networks) and ultimately IoT (Internet of Things) 

scenarios where sensor and actor nodes communicate with applications through the 

MQTT message broker. Recent years have witnessed the emergence of machine-

to-machine (M2M) networks as an efficient means for providing automated 

communications among distributed devices. The protocol was designed 

specifically for remote telemetry applications, with three specific design goals: (1) 

it should offer a once-and-once-only assured delivery mode to enable a message to 

be reliably transferred all the way from a remote sensor to a back-end application. 

(2) The protocol should be as lightweight as possible across the wire (or other 

communication medium) most remote telemetry is done over low bandwidth, high 

cost networks, and so minimizing the overhead of each message is highly 

desirable. (3) the protocol should be very easy to implement on embedded devices 

such as sensors and gateways. In conclusion, MQTT is a message-centric wire 

protocol designed for M2M communications that enables the transfer of 

telemetrystyle data in the form of messages from devices, along high latency or 

constrained networks, to a server or small message broker. Devices may range 

from sensors and actuators, to mobile phones, embedded systems on vehicles, or 

laptops and full scale computers. 

It supports publish-and subscribe style communications and is extremely simple. 

▪ XMPP  

The Extensible Messaging and Presence Protocol (XMPP) was designed for 

chatting and message exchanging. It was standardized by the IETF over a decade 

ago, thus being a well-proven protocol that has been used widely all over the 

Internet. Google stopped supporting the XMPP standard due to the lack of 

worldwide support. XMPP supports the publish/subscribe architecture that is more 

suitable for the IoT in contrast to CoAPs request/response approach. Furthermore, 

it is an already established protocol that is supported all over the Internet as a plus 

with regard to the relatively new MQTT. XMPP is an IETF instant messaging (IM) 

standard that is used for multi-party chatting, voice and video calling and 

telepresence. Many XMPP features make it a preferred protocol by most IM 

applications and relevant within the scope of the IoT. It runs over a variety of 
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Internet-based platforms in a decentralized fashion. XMPP is secure and allows for 

the addition of new applications on top of the core protocols. 

▪ AMQP  

The Advanced Message Queuing Protocol (AMQP) is a protocol that arose from 

the financial industry. It can utilize different transport protocols but it assumes an 

underlying reliable transport protocol such as TCP. AMQP provides asynchronous 

publish/subscribe communication with messaging. Its main advantage is its store-

and-forward feature that ensures reliability even after network disruptions. It 

supports reliable communication via message delivery guarantee primitives 

including at-most-once, atleast-once and exactly once delivery. AMQP requires a 

reliable transport protocol like TCP to exchange messages. AMQP defines a layer 

of messaging on top of its transport layer. Messaging capabilities are handled in 

this layer. By defining a wire-level protocol, AMQP implementations are able to 

interoperate with each other. 

Comparison of Messaging Protocols 

 MQTT COAP XMPP 

Mode Publish/Subscribe Client/Server Client/Server 
Transport TCP or UDP UDP TCP or HTTP 

Security SSL/TLS DTLS SSL/TLS 
 

✓ LORA - LORAWAN PROTOCOL -  LoRa is a long-range, low-

power, low-bitrate, wireless telecommunications system, promoted as 

an infrastructure solution for the Internet of Things. This system aims 

at being usable in longlived battery-powered devices, where the 

energy consumption is of paramount importance. The longrange and 

low-power nature of LoRa makes it an interesting candidate for smart 

sensing technology in civil infrastructures (such as health monitoring, 

smart metering, environment monitoring, etc.), as well as in industrial 

application. Smart technologies have improved the way we interact 

and are addressing some of the biggest challenges faced by cities and 

communities: climate change, pollution control, early warning of 

natural disasters and saving lives. This wireless technology is being 

integrated into cars, street lights, manufacturing equipment, home 
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appliances, and wearable devices.  LoRa is a physical layer 

specification based on CSS with integrated Forward Error Correction 

(FEC). Transmissions use a wide band to counter interference and to 

handle frequency offsets due to low cost crystals. A LoRa receiver can 

decode transmissions 19.5 dB below the noise floor. Thus, very long 

communication distances can be bridged. LoRa key properties are: 

long range, high robustness, multipath resistance, Doppler resistance, 

low power. 

 

 

• Understanding IP Address 

 

An IP address (internet protocol address) is a numerical representation that 
uniquely identifies a specific interface on the network. 
Addresses in IPv4 are 32-bits long. This allows for a maximum of 4,294,967,296 
(232) unique addresses. Addresses in IPv6 are 128-bits, which allows for 3.4 x 
1038 (2128) unique addresses. 

The total usable address pool of both versions is reduced by various reserved 
addresses and other considerations. 

IP addresses are binary numbers but are typically expressed in decimal form (IPv4) 
or hexadecimal form (IPv6) to make reading and using them easier for humans. 

 

• Wireless Technologies 
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1. LPWANs 

Low Power Wide Area Networks (LPWANs) are the new phenomenon in IoT. 
By providing long-range communication on small, inexpensive batteries that 
last for years, this family of technologies is purpose-built to support large-scale 
IoT networks sprawling over vast industrial and commercial campuses. 

LPWANs can literally connect all types of IoT sensors – facilitating numerous 
applications from remote monitoring, smart metering and worker 
safety to building controls and facility management. Nevertheless, LPWANs 
can only send small blocks of data at a low rate, and therefore are better suited 
for use cases that don’t require high bandwidth and are not time-sensitive. 

Also, not all LPWANs are created equal. Today, there exist technologies 
operating in both the licensed (NB-IoT, LTE-M) and unlicensed (e.g. MIOTY, 
LoRa, Sigfox etc.) spectrum with varying degrees of performance in key 
network factors. For example, while power consumption is a major issue for 
cellular-based, licensed LPWANs; Quality-of-Service and scalability are main 
considerations when adopting unlicensed technologies. Standardization is 
another important factor to think of if you want to ensure reliability, security, 
and interoperability in the long run. 

2. Cellular (3G/4G/5G) 

Well-established in the consumer mobile market, cellular networks offer reliable 
broadband communication supporting various voice calls and video streaming 
applications. On the downside, they impose very high operational costs and 
power requirements. 

While cellular networks are not viable for the majority of IoT applications 
powered by battery-operated sensor networks, they fit well in specific use cases 
such as connected cars or fleet management in transportation and logistics. For 
example, in-car infotainment, traffic routing, advanced driver assistance systems 
(ADAS) alongside fleet telematics and tracking services can all rely on the 
ubiquitous and high bandwidth cellular connectivity. 

Cellular next-gen 5G with high-speed mobility support and ultra-low latency is 
positioned to be the future of autonomous vehicles and augmented reality. 5G is 
also expected to enable real-time video surveillance for public safety, real-time 
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mobile delivery of medical data sets for connected health, and several time-
sensitive industrial automation applications in the future. 

3. Zigbee and Other Mesh Protocols 

Zigbee is a short-range, low-power, wireless standard (IEEE 802.15.4), 
commonly deployed in mesh topology to extend coverage by relaying sensor 
data over multiple sensor nodes. Compared to LPWAN, Zigbee provides higher 
data rates, but at the same time, much less power-efficiency due to mesh 
configuration. 

Because of their physical short-range (< 100m), Zigbee and similar mesh 
protocols (e.g. Z-Wave, Thread etc.) are best-suited for medium-range IoT 
applications with an even distribution of nodes in close proximity. Typically, 
Zigbee is a perfect complement to Wi-Fi for various home automation use cases 
like smart lighting, HVAC controls, security and energy management, etc. – 
leveraging home sensor networks. 

Until the emergence of LPWAN, mesh networks have also been implemented in 
industrial contexts, supporting several remote monitoring solutions. 
Nevertheless, they are far from ideal for many industrial facilities that are 
geographically dispersed, and their theoretical scalability is often inhibited by 
increasingly complex network setup and management. 

4. Bluetooth and BLE 

Defined in the category of Wireless Personal Area Networks, Bluetooth is a 
short-range communication well-positioned in the consumer marketplace. The 
new Bluetooth Low-Energy, also known as Bluetooth Smart is further optimized 
for Consumer IoT applications thanks to low power consumption. 

BLE-enabled devices are mostly used in conjunction with electronic devices – 
often smartphones – that serve as a hub for transferring data to the cloud. 
Nowadays, BLE is widely integrated in fitness and medical wearables (e.g. 
smartwatches, glucose meters, pulse oximeters etc.) as well as Smart Home 
devices (e.g. door locks) – whereby data is conveniently communicated to and 
visualized on smartphones. In retail contexts, BLE can be coupled 
with beacon technology for enhanced customer services like in-store navigation, 
personalized promotions, and content delivery.   
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5. Wi-Fi / Wi-Fi HaLow 

There is virtually no need to explain Wi-Fi (IEEE 802.11a/b/g/n), given its 
pervasiveness in both enterprise and home environments. However, in the IoT 
world, Wi-Fi plays a less significant role. 

Except for few applications like digital signages and indoor security cameras, 
Wi-Fi is not often a feasible solution for connecting IoT end devices because of 
its major limitations in coverage, scalability and power consumption. Instead, 
the technology can perform as a back-end network for offloading aggregated 
data from a central IoT hub to the cloud, especially in the Smart Homes. Critical 
security issues often hinder its adoption in industrial and commercial use cases. 

A new, less known derivative of Wi-Fi – Wi-Fi HaLow (IEEE 802.11ah) – 
introduces noticeable improvements in range and energy efficiency that cater to 
a wider array of IoT use cases. Nonetheless, the protocol has received little 
traction and industry support so far, partly because of its low security. HaLow 
also operates in the 900 MHz frequency band only available in the USA, making 
it far from a global solution. 

6. RFID 

Radio Frequency Identification (RFID) uses radio waves to transmit small 
amounts of data from an RFID tag to a reader within a very short distance. Till 
now, the technology has facilitated a major revolution in retail and logistics. 

By attaching an RFID tag to all sorts of products and equipment, businesses can 
track their inventory and assets in real-time – allowing for better stock and 
production planning as well as optimized supply chain management. Alongside 
increasing IoT adoption, RFID continues to be entrenched in the retail sector, 
enabling new IoT applications like smart shelves, self-checkout, and smart 
mirrors. 
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