
 Nettitude

Web Application Penetration Test 
Management Report 

Prepared for Amplitude 
 

CUSTOMER CONFIDENTIAL SECURITY DOCUMENT 

 

Authored By: Liam Hagan 

Issue Date: 09/09/2013 

Version: 1.2 

 
  



Web Application Penetration Test Management Report - Amplitude 
Issue Date: 09/09/2013 
Issue Number: V1.2 
 

CUSTOMER CONFIDENTIAL SECURITY DOCUMENT 

Page 2 of 23 

1 DOCUMENT MAP 

1 Document Map ........................................................................................................................... 2 

2 Distribution List .......................................................................................................................... 3 

2.1 Nettitude ........................................................................................................................... 3 
2.2 Amplitude .......................................................................................................................... 3 
2.3 Revision History ................................................................................................................. 3 

3 Executive summary .................................................................................................................... 5 

3.1 Overall Security Status ........................................................................................................ 5 
3.2 Post Remediation Actions .................................................................................................... 5 

4 Scope & Rules of Engagement .................................................................................................... 7 

4.1 Scope ................................................................................................................................ 7 
4.2 Testing Window Observations ............................................................................................. 7 
4.3 Constraints ........................................................................................................................ 7 

5 Findings – https://secure.amplitude-registry.com/ClinicalRegistryTest/login.aspx ........................... 8 

6 Application Layer Analysis ........................................................................................................... 9 

6.1 Low: Cookie without the HTTPOnly Attribute ........................................................................ 9 

7 Infrastructure Layer Analysis ..................................................................................................... 10 

7.1 Information Leakage: HTTP Response Headers .................................................................. 10 
7.2 Information: Open Ports ................................................................................................... 11 

8 Appendix A – Vulnerability Classifications ................................................................................... 13 

8.1 Nettitude Documentation .................................................................................................. 13 
8.2 Information Security Risk .................................................................................................. 14 
8.3 Vulnerability Definitions .................................................................................................... 14 
8.4 Exploitation ...................................................................................................................... 16 

9 Appendix B – Best Practice Security Advice ................................................................................ 17 

9.1 Security Defence in Depth ................................................................................................. 17 
9.2 Conclusion ....................................................................................................................... 23 



Web Application Penetration Test Management Report - Amplitude 
Issue Date: 09/09/2013 
Issue Number: V1.2 
 

CUSTOMER CONFIDENTIAL SECURITY DOCUMENT 

Page 3 of 23 

2 DISTRIBUTION LIST 

 

2.1 Nettitude 

 

 Name Title 

1 Liam Hagan Security Consultant 

3 Corrina Follett Account Manager 

 

2.2 Amplitude 

 

 Name Title 

1 Gavin Webb Technical Director, Bluespier 

2 Gary McCormack Developer, Bluespier 

3 Mark Richmond Account Manager, Six Degrees 

 

2.3 Revision History 

 

 Issue Date Issued By Comments 

1.0 05/09/2013 Liam Hagan First Draft 

1.1 06/09/2013 Corrina Follett Reviewed 

1.2 09/09/2013 Liam Hagan Final 

 

 

 

 

 

 

 

 

The contents of this report belong to Amplitude. They have been provided by Nettitude based on the work detailed 
within this report and were accurate at the time of testing. Nettitude presents no guarantee that the details in this 

report are a true reflection of the tested environment at the present time.



 

 

 

 

 

 

 

 

 

 

 

EXECUTIVE SUMMARY 
 

 

 

 

In September 2013, Amplitude commissioned Nettitude to carry 
out a detailed Penetration Test and Security Audit against their 

external infrastructure and web applications. 

 

This summary details the findings of this test and provides 
clear remediation actions and solutions to the problems found. 
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3 EXECUTIVE SUMMARY  

 

3.1 Overall Security Status 

The overall security posture for Amplitude was found to be STRONG.  The figure below illustrates the 

number of vulnerabilities, by type, across the infrastructure. 

 

Figure 1 – Vulnerabilities identified across the system, by severity 

This retest focused on the issues found in the last test conducted on behalf of Amplitude. 

The vast majority of the issues found in previous testing have been resolved. The one exception to this is 

the use of cookies that do not contain the HTTPonly flag. The cookies in use which do not contain the 
HHTPonly flag have all been checked and it has been found that none of these cookies contain any sensitive 

data.   

3.2 Post Remediation Actions 

Nettitude recommends that a retest is performed once the remediation work has been completed to ensure 

that a strong security posture is maintained following the changes.  

Regular testing should also be conducted after any significant changes within the environment. 
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FINDINGS  
 
 
 
 
 
 

This section covers each of your tested areas in more depth 
with high level technical descriptions, evidence and remediation 

actions provided. 
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4 SCOPE & RULES OF ENGAGEMENT 

 

4.1 Scope 

Nettitude was requested to conduct a Web Application test in accordance with Nettitude’s grey box testing 
methodology. The test was conducted from Nettitude’s remote attack platform, connected to the Internet 

via a 100Mb leased line. 

The testing was performed during a 1 day period; the 3rd September, 2013. Any results held in this report 
relate to the status of the tested applications on this date. This Management Report gives an overview of 

the areas identified as of concern. For a fully detailed assessment please see the associated technical 
reports. 

Nettitude was tasked with a specified scope as follows: 

Public IP Address 

Public IP Address Description Source 

82.147.16.205 Amplitude Public IP address Provided by Customer 

Web Applications 

URL Device Type Application 

https://secure.amplitude-

registry.com/ClinicalRegistryTest/login.a

spx  
 

https://secure.amplitude-
registry.com/ClinicalRegistryTest/patient

-dashboard/index.aspx  

HTTPd 
Amplitude Web 

Applications 
 

This test was conducted by the following Nettitude personnel: Liam Hagan. 

4.2 Testing Window Observations 

The test window was of an adequate length to complete the test to a full and thorough standard. 

4.3 Constraints 

No constraints were encountered during the test. 
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5 FINDINGS – HTTPS://SECURE.AMPLITUDE-REGISTRY.COM/CLINICALREGISTRYTEST/LOGIN.ASPX 

 

 

Application Description Severity Complexity Status Recommendation Reference 

Clinical Registry Cookie without the 
HTTPOnly attribute 

Low Easy Confirmed 
Use the HTTPOnly 

attribute on all cookies 
6.1 
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6 APPLICATION LAYER ANALYSIS 
  

 

6.1 Low: Cookie without the HTTPOnly Attribute 

Status: Confirmed 

Description of the Issue 

A cookie without the HTTPOnly attribute could be susceptible to theft by XSS (Cross-Site Scripting) attacks.  

Using the HTTPOnly attribute on a cookie will ensure that it is only accessible over HTTP and not by scripts. 

 

Figure 2 - HTTPOnly flag not set 

Unless the application specifically requires JavaScript to access and manipulate the cookies used by the 
web application, this flag should be set.  The HTTPOnly flag was originally introduced by Microsoft for 

Internet Explorer to help mitigate the effects of Cross-Site Scripting attacks, but all modern browsers now 

support the flag. 

Nettitude Recommends 

1. Modify the web application to set the HTTPOnly attribute for all cookies. 

2. Ensure that all cookies sent over HTTPS are also marked with the “secure” token. 

3. Filter all input and encode all output to minimise the risk of XSS style attacks existing in the first place. 

Further Reading 

1. https://www.owasp.org/index.php/HTTPOnly  

2. http://www.codinghorror.com/blog/2008/08/protecting-your-cookies-httponly.html 

 

NB 

Nettitude has been informed that the cookies without the HTTPOnly attribute contain no 

sensitive data. They are used to store layout preferences only and therefore it would not be 
possible for an attacker to steal any useable information via a script running on the page. For 

this reason this issue has been downgraded to a ‘LOW’ severity issue. 
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7 INFRASTRUCTURE LAYER ANALYSIS 

     

7.1 Information Leakage: HTTP Response Headers 

Status: Confirmed 

Description of the Issue 

Information about the software installed on the servers is leaked via HTTP response headers. 

 

Figure 3 – HTTP Headers 

In and of itself, there is no immediate problem identifiable from the headers identified in the image above.  
All of the server side software appears to be running the latest versions. 

However, there is usually no reason to provide information that may be useful to an attacker in mapping 

out the architecture and technologies involved in any given system. 

Nettitude Recommends 

1. Remove HTTP response banners that reveal the exact versions of server side software in use. 
2. Ensure that the latest patches are applied via a formal patch and upgrade cycle. 

Further Reading 

1. http://en.wikipedia.org/wiki/Banner_grabbing 

  

http://en.wikipedia.org/wiki/Banner_grabbing
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7.2 Information: Open Ports 

Open ports allow devices to be probed; an attacker can gain useful insight to aid them with launching 
attacks against an environment.  They can grab server banners or get information about what service is 

running behind a given port, sometimes down to the software version.  

The network infrastructure appears to be largely well configured from the outside. Ports 21 and 3389 are 
open. Nettitude recommend investigating the reasons for these two ports being open and closing them at 

the firewall if they are not needed. 

Host Port Service 

SECURE.AMPLITUDE-
REGISTRY.COM 

21 

80 

443 

FTPS 

HTTP 

HTTPS 

Figure 4 – Open Ports 

Nettitude Recommends 

1. Compare this open ports list with the expected Firewall rule base and authorised services list to ensure 
they are correct. 

2. Unused ports and services should be disabled. 

Further Reading 

1. http://en.wikipedia.org/wiki/Open_port  

 

 

 

http://en.wikipedia.org/wiki/Open_port


 

 

 

 

 

 

 

 

 

 

 

APPENDICES 
 

 

 

 

Appendix A – Vulnerability Classifications 

 

Appendix B – Best Practise Security Advice 

 

 

 

 

This is where you find out what the Threat Categories mean, 
how we classify issues, as well as finding a whole section on 

Nettitude Best Practice Security advice. 
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8 APPENDIX A – VULNERABILITY CLASSIFICATIONS 

This Vulnerability Assessment and Penetration Test will enable Amplitude to focus on core business issues 

as opposed to getting involved in time-consuming security reviews. It is provided as a strong indicator of 

an organisations overall security procedures, configuration and practice.  

False positives 

Nettitude’s Vulnerability Assessments and Penetration Testing engagements build upon a multifaceted array 
of commercial tools, open source tools and proprietary enumeration techniques. As a consequence, this 

provides a broad spectrum of tests for obtaining security vulnerability information. The test tools cannot 

always determine with 100% certainty that the detected vulnerability is present on a target device. These 
may be regarded as ‘false positive’ readings.  

Although these false positives may not pose security issues for Amplitude, Nettitude suggests that they 
should always be fully researched, so as to err on the side of certainty. This methodology will provide 

organisations with a reliable foundation for fixing and investigating vulnerabilities, and assist in the 

provision of a secure Web Application infrastructure. 

Validity of Testing Results 

Nettitude’s penetration tests provide a snapshot of an organisation’s infrastructure at the time of audit only. 
Security vulnerabilities are acknowledged by security agencies on a daily basis, and as a consequence a 

secure infrastructure could evolve in to an insecure entity within a matter of hours. As a consequence, 

Nettitude recommends that the Amplitude pursue regular security audits to ensure that their Internet 
infrastructure maintains a high level of security in to the future. 

8.1 Nettitude Documentation 

Nettitude has produced 2 types of security documents for this Penetration Testing engagement. These 
documents are broken down as follows. 

High Level Management Report 

This is a qualitative document that is prepared for a high level management audience. It provides an 

overview of the “main” security concerns identified within a security assessment. It attempts to describe 

vulnerabilities in non-technical speak and identify to the reader which devices pose the most significant 
concerns to the organisation. 

It provides broad recommendation on how security vulnerabilities can be removed. It does not make 
reference to CVE material. Instead, it provides pointers to the Technical Supplementary document that 

assesses each element in detail 

Technical Supplementary Document(s) 

These are quantitative documents that are prepared for a technical audience. They reference each 

vulnerability identified during the penetration testing schedule. The technical documents make reference 
to Vendors acknowledgements and solutions, industry reference numbers (e.g. CVE, CAN or Bugtraq ID’s), 

referenced articles and any third party organisations that can offer more information about the identified 
exploits. 

The technical supplementary documents provide information for an organisation on how it can remove its 

security exposures through patching, reconfiguration, and service modification. 
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8.2 Information Security Risk 

Successful organisations will periodically 

conduct risk assessments across their business.  

These assessments will usually consider 
Information Systems as a part of this risk 

assessment.  Nettitude’s Vulnerability 
Assessment & Penetration Testing reports can 

be a valuable aid in feeding in to this risk 
assessment. 

As part of this testing engagement, Nettitude 

identifies vulnerabilities and then attempts to 
penetrate the environment through these 

exposures.  Nettitude uses these vulnerabilities 
to try and qualify what impact they could have 

on the business.  As a consequence, all 

Vulnerabilities are ranked according to their 
vulnerability severity. 

 

Figure 5 - Information Security Risk Factors 

8.3 Vulnerability Definitions 

Vulnerabilities are sorted and scored based on a number of systems. The overall risk category is shown 

below. The Open Standards CVSS (Common Vulnerability Scoring System) is outlined and used within the 
Technical Reports where possible. Nettitude has also classified vulnerabilities that fall outside of the CVSS 

scoring system based on their professional opinion. Instances that warrant this classification might include 

firewalls that have poor rule bases. This is a serious exposure, but not one that would normally be 
addressed by the basic CVSS scoring system. 

Nettitude records the following details for each issue identified: 

1. Severity 

2. Complexity to Exploit 

3. Status 
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Severity 

An overall severity is shown below based on 5 categories: Critical, High, Medium, Low and Informational. 

These category definitions give an overview of the potential risk associated with the vulnerability.  

Severity PCI Description 

Critical 

 

PCI 
HIGH 
(Fail) 

Nettitude view these as being vulnerabilities which pose an immediate 

threat to the network by allowing a remote attacker to directly read, 
write and execute commands on the target. These types of attacks will 

provide an attacker with Administrator/Root level privileges. 

High 

High vulnerabilities provide intruders with remote user, but not remote 
administrator or root user capabilities. High vulnerabilities give hackers 

partial access to file-systems (for example, full read access without full 
write access). Vulnerabilities that expose highly sensitive information 

qualify as high vulnerabilities. 

PCI 
MEDIUM 

(Fail) 
Medium 

Nettitude view these vulnerabilities as ones which do not directly allow 

remote access, but do allow privilege elevation attacks, attacks on other 

targets using the vulnerable host as an intermediary, or gathering of 
passwords or configuration information which could be used to plan an 

attack. 

A vulnerability in this category can be combined with at least one other 

medium vulnerability to compromise a host. Moreover medium risk 

vulnerabilities in conjunction with information gathered from several low 
risk vulnerabilities can lead to a host being compromised. Nettitude 

regards a denial of service vulnerability as an exploit that falls within this 
category of risk. 

Low 

PCI LOW 

Warnings which may or may not be vulnerabilities, depending upon the 

patch level or configuration of the target. Further investigation on the 
part of the system administrator may be necessary. 

Low Risk Vulnerabilities make a host more susceptible to compromise. 
Typical low risk vulnerabilities might provide unnecessary or excessive 

information about a host or its operating environment. 

Informational 

Leakage 

Network services which accept client connections on a given TCP or UDP 
port. This is simply a count of network services, and does not imply that 

the service is or is not vulnerable. 

Information Leakage Vulnerabilities provide operating system and 
application server information to users on the Internet. Penetration 

Testing methodology suggests that information leakage is one of the key 
determinants for being able to take advantage of vendor specific 

patching exploits. As a consequence, organisation should try to minimise 
their information leakage to prevent attack escalation. 

Table 1 – Overall Severity Categories 
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Complexity to Exploit 

For each issue identified Nettitude will record the level of complexity. This is a measure of how hard or 

easy it would be for a malicious user to exploit the given vulnerability. 

Status Explanation 

Complex 

Requires Authenticated Access or additional information to exploit the 
attack. This type of attack could not be performed natively from a remote 
location. Requires an expert level of knowledge of tools/scripts and /or 
custom written code to exploit. May require reliance on multiple other 
vulnerabilities or weaknesses. 

Average 
Could be exploited from a remote location without authentication. Requires 
a good level of technical knowledge or skills with scripts/tools. May require 
reliance on another vulnerability or weakness. 

Easy 
Can be performed with no additional information and without any 

authentication details. Can easily be exploited with readily accessible tools 
or simply through native access to the system/application. 

Table 2 – Complexity Definitions 

Vulnerability Status 

For all vulnerabilities found Nettitude will mark if they have been confirmed. Any issues marked as potential 

may exist but Nettitude was unable to gather direct evidence to support their existence. Vulnerabilities and 
will be marked as follows: 

Status Explanation 

Confirmed 
Nettitude were successfully able to confirm the existence of the vulnerability 
through direct evidence and/or full or partial exploitation.  

Potential 

Nettitude were unable to confirm the existence of this vulnerability but have 
strong evidence of its existence. Further testing, configurations checks as 
well as more detailed examinations of the issue are required to verify the 
vulnerabilities existence.  

Table 3 - Vulnerability Status Results 

Nettitude recommends that all vulnerabilities detailed in the accompanying technical documentation are 

investigated and its remediation is addressed. 

8.4 Exploitation 

Nettitude will seek to exploit all vulnerabilities that are agreed within the Rules of Engagement for the test 

and agreed in the Authorisation Agreement. The depth of the exploitation will be decided by the tester 

depending on skill, resource constraints and potential to impact service. 

Nettitude will state if they were able to successfully exploit the vulnerability. Details of the exploit path 

taken will be disclosed within the provided documentation. Vulnerabilities that have not been exploited 
might require additional actors or agents in order for successfully exploitation or the vulnerable service is 

not accessible. 

Commonly vulnerabilities marked as such require additional time to develop customised exploit code, or a 
known exploit is available but was not successfully triggered during the testing window.  Nettitude 

recommends that all vulnerabilities detailed in the accompanying technical documentation are investigated 
and its remediation is addressed. Vulnerabilities that were not exploited during this test still pose a threat 

to the security of the host.  
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9 APPENDIX B – BEST PRACTICE SECURITY ADVICE 

Nettitude carried out a vulnerability assessment and penetration testing against the Amplitude network 

infrastructure and web applications in line with the Nettitude Methodology.  

Nettitude has assessed the web applications looking for vulnerabilities within the application coding and 
business logic. In each of these individual areas, Nettitude has tried to address the high level security 

exposures and offer high level guidance on how these exposures can be removed. In addition, the 
supplementary technical document provides an in-depth quantitative assessment of each host, and 

provides in-depth advice and guidance on how the hosts can be secured. 

Nettitude feels it is appropriate to offer some high level recommendations for Amplitude that will improve 
their external security posture considerably. These recommendations are broad guidelines for improving 

security for entire Amplitude infrastructure. 

9.1  Security Defence in Depth 

Enterprise Security can rarely be achieved with single point products. New threats and vulnerabilities are 

discovered on a daily basis and these manifest from a wide array of sources to affect many different 

platforms and applications.  

Nettitude recommends that a multi-layered approach to information security will deliver that strongest level 

of coverage.  By deploying multiple technologies and utilising the concepts defined within the Security 
Wheel beneath, organisation will be able to be able to operate a more holistic approach to securing the 

enterprise.  

Secure

Corporate
Security

Policy
MonitorImprove

Test

 

Figure 6 

Information Security Policy & Procedure 
is the core component of any successful 

security practice.   

Following on from this, organisations 

should implement multiple technologies 
to secure their environment from threat 

and exposure.   

The Security wheel, recommends that 
organisation deploy tools and techniques 

to monitor and respond to vulnerabilities 
and threats.   

In addition to this, organisations should 

test their environment with Vulnerability 
Assessment and Penetration Testing 

exercises. 

Information gained from these exercises should be used to manage and improve the environment, which 
frequently will result in additional technologies and devices being implemented to secure the environment. 

 

There is no start point and no end point with information security.  The Security wheel demonstrates that 
information security is a continual process, with one phase feeding in to another and each time helping to 

improve the overall business security posture. 
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Underlying Strategy 

A holistic approach should be adopted from the outset, and this should be grounded in a robust Information 

Security policy. A clear understanding of the business requirements for the services and functions that are 

being made available is essential. A robust set of user controls should be implemented to restrict access to 
the data on a “Need-to-Know” basis. An organisation also needs to consider the following questions;  

 Where should the data and secure systems be located?  

 Who needs access to the data, and what privileges do they need? And,  

 Where are the main threats and exposures generated from? 

The answers to these questions should shape the Information Security Policy, and will define procedures 
and working practices that are used to secure the information systems landscape. 

The diagram below shows some of the recommended security strategies that should be considered to 

secure your internet facing infrastructure: 
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Figure 7 – Nettitude’s Multi-Layered approach to security 
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These can be summarised as follows: 
 

 
SECURITY SYSTEM 

NETWORK BASED 
SECURITY 

SERVER BASED 
SECURITY 

APPLICATION 
LAYER SECURITY 

1 Router (With ACL’s)    

2 Intrusion Prevention Systems (IPS)    

3 Firewall (Stateful)    

4 Web Application Firewall    

5 2 Factor Authentication    

6 Host Based IPS    

7 File Integrity Monitoring (FIM)    

8 Patch Management    

9 Monitoring, & Alerting (SIEM)    

10 Account Management    

11 Vulnerability Assessments    

12 Penetration Testing    

Table 4 – Layered Security Elements 

Element 1: Perimeter Router with Access Control Lists 

To ensure an organisation’s infrastructure is secure at the Internet boundary, the first line of defence is 

often to introduce Access Control Lists (ACLs) on the perimeter routers. ACLs are sets of rules that govern 
the traffic that should be allowed into and out of the network.   

They tend to be managed by the ISP, and can be used to block unnecessary ports and protocols before 
they ever touch your business environment.  ISP Access Lists provide a crude form of firewalling, that is 

both very fast and requires minimal administrative overhead.  TCP utilises 65,545 ports and UDP utilises 
an additional 65,535 ports.  A router without any form of ACL will allow all 131,070 ports in to your 

environment, when in reality a business is never likely to need more than 20 or 30 ports in to their 

environment.  
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By deploying ACL’s on your ISP routers, a business can reduce the amount of Internet Chatter, and Port 
Scanning activity that ordinarily clogs up your IPS, Firewall & SIEM devices. 

Element 2: Intrusion Prevention System – IPS (Network Layer Security) 

There are 2 types of Network based IPS as follows: 

 In-Line Intrusion Prevention Systems – Intrusion Prevention Systems (IPS) will actively block 

in real time threats and malicious traffic as it is seen. IPS devices work in a number of ways either 

based on a set of defined signatures or by analysing the behaviour of the traffic flowing across the 
network. These devices can often react on Zero Day attacks and some will be updated ahead of 

official published vulnerabilities from vendors. 

IPS products can be used to monitor network traffic and identify attack patterns before compromise 
takes place.  On the advent of a security threat, the security applications can close or block 

malicious connections/users, contact administrators by mail or pager or even reconfigure security 
devices with different policies.  

In a similar manner to Access Control Lists, IPS should be placed as close to perimeter as possible.  
By placing IPS at the perimeter, enterprises will be able to provide better coverage against Denial 

of Service attacks, Firewall based attacks and network reconnaissance probes that are sent to 

enumerate your business system logic. 

If Amplitude had been using a Network IPS device during Nettitude’s Penetration testing, it should 

have been impossible to unearth many of the vulnerabilities that have subsequently been found. 

 Out-of-Band Intrusion Prevention System - Passive IPS (Sometimes referred to as Intrusion 

Detection Systems (IDS)) utilises port mirroring features of a switch or other network device, to 

assess malicious network activity. In this deployment scenario, suspicious activity is logged and 

alerted to a systems administrator and is analogous to a network based CCTV surveillance system.  

The main advantage of out-of-band IPS is that it doesn’t have an impact on throughput, whereas 

in-line IPS can introduce bottlenecks where high amounts of traffic needs to be analysed. Both in-
line and out-of-line IPS functionality can be performed by the same device, utilising a series of 

differently configured probes, sensors and taps.   

Element 3: Firewall Logic 

A firewall is considered a de-rigueur appliance in any network security deployment. In essence, it is a 

device that is designed to limit access to network resources based on agreed set of rules and policies.  
These control traffic flows by ports, protocols and IP addresses, as well as through content control, time 

of access and bandwidth consumption restrictions. 

Since a hardware firewall is a dedicated filtering device, modern firewalls can be expanded with additional 

features that include (but are not limited to) application layer filtering, stateful packet inspection, VPN 

termination and Data Loss Prevention.   

Firewall logic can and should be introduced in multiple places within a network topology. It is highly 

important that a network is segmented between Internal/DMZ/Internet Facing subnets. In many instances, 
firewalls will be equipped with a series of network interfaces and can therefore be configured to deliver 

multiple logic firewall instances. This can provide greater levels of coverage, and partitioned security 

controls that completely restrict one set of firewalling rules from another.  Many organisations may consider 
deploying firewalls from multiple security vendors.  By taking this approach, the organisation is again able 

increase their depth of security coverage.  If a Zero-Day security exposure in one firewall vendor it 
identified, it is unlikely to also co-exist in the 2nd Firewalling vendor’s code logic.  
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Element 4: Web Application Firewall (Application Layer Security) 

In organisations that are heavily dependent on their Web Infrastructure, a Web Application Firewall (WAF) 

can provide very specific security protection. A WAF device will perform in-depth packet assessment of all 

web traffic, searching for malicious requests and information leakage exposures. These types of devices 
can ‘learn’ the typical behaviour of your website and report on any identified weaknesses whilst preventing 

any non-standard web application requests. 

Any attempts to carry out SQL Injection, Cross Site Scripting (XSS), Cross Site Request Forgery (CSRF) or 

authentication bypass will be intercepted and stopped. Full logging and forensic traffic patterns can be 

collected from WAF security devices.  

Element 5: Two Factor Authentication 

Remote access solutions that utilise SSL VPN portals, IPSEC VPN’s, Citrix or Terminal Services provide a 
large attack surface for a malicious intruder.  In order to provide stronger security around these access 

methods, Nettitude recommends that organisations deploy 2-factor authentication controls.  

Two Factor Authentication schemes collect at least 2 pieces of information from a user before allowing 

access to network resources.  For successful authentication to take place, the user must present data from 

2 of the following categories: 

 Something they have (Token number, pass card, etc.) 

 Something they know (Password, pin number, etc.) 

 Something they are (Fingerprint, IRIS scan, Biometric data etc.) 

 

In addition to 2-factor authentication checks, Organisations may additionally wish to posture check the 
devices that attempt to access their environment.  Posture checking allows an organisation to check the 

client to ensure that its personal firewall is activated, that it’s Anti-Virus is installed and updated, and that 

it has the latest critical vendor produced patches installed before it is granted access to the network 
infrastructure. 

Element 6: Host-based IPS  

It may be prudent to deploy Server based Intrusion Detection Systems. These are applications that harden 

Microsoft and *NIX Servers, providing a baseline level of security that is consistent across all platforms. 

Network based IPS devices may analyse traffic as it flows across the network, but if this traffic is encrypted 
it may be more appropriate to carry out IPS logic once the traffic has been unencrypted on the end device. 

Host based IPS (HIPS) software complements IPS network devices by allowing all communication 
originating or terminating on a specific device to be examined. 

Element 7: File Integrity Monitoring 

File Integrity Monitoring (FIM) provides specific protection for changes on devices such as servers, 

workstations, switches and firewalls. Any configuration changes to the registry, to critical system files or to 

custom configuration files can be monitored and alerted on. If malware or root kits are installed on the 
device, or if an administrator makes a change that compromises the end system, FIM software can capture 

this information and provide a mechanism for restoring secure system state. 

File Integrity Monitoring technology allows the tracking of changes to system files and settings. As a 

consequence, each change is examined and classified as either authorised or unauthorised.  This helps 

system administrators to keep track of all legitimate changes as well as any malicious attempts to 
compromise a system. 
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Element 8: Patch Management 

All Operating Systems and Applications should be regularly patched to mitigate against newly discovered 

vulnerabilities. This is especially true for critical resources such as web facing devices, databases and 

authentication servers. This should extend across router and firewall operating systems as well as 
Windows/Unix based servers and clients that are directly accessible through the Internet.  

A high proportion of attacks are successful through exploiting a vulnerability which has a documented 
security patch that has not yet been applied. Nettitude recommends a patch management program is 

developed by Amplitude to mitigate this issue. 

Patching should at a minimum cover the following elements: 

 Server Operating System 

 Server Application Software 

 Device Operating Systems 

Element 9: Security Information and Event Management (SIEM) 

SIEM solutions allow real-time monitoring and correlation of events to identify attacks that touch multiple 
system resources.  Many SIEM devices provide a forensic trail of data that can be used to identify where 

an attack was triggered from, and how or whether it was successful.  Providing a robust logging and audit 
trail is a key component of the Security Lifecycle program.  

If an investigation is required into a security breach SIEM tools can keep track of separate events that can 

be then correlated into a meaningful set of actions from activity across the network.  These types are a 
core component of the logging requirement defined within the PCI Data Security Standard. 

Element 10: Account Management 

User accounts within Active Directory and to Web Services and portals should be reviewed on both test 

and production systems. Test accounts should be removed when not required and should always utilise 
strong password controls. Temporary accounts should be reviewed regularly and a password policy 

developed. Passwords should contain letters, numbers and symbols, be at least 7 characters long and be 

changed on a regular basis. Account lockouts should be deployed and old staff accounts removed or 
disabled when not needed. 

Element 11 & 12: Vulnerability Assessment and Penetration Testing 

Once Amplitude has carried out the recommendations highlighted above, Nettitude suggests that they 

consider carrying out periodic penetration tests to confirm that their infrastructure remains secure. 

Networking and Security is a dynamic environment which is constantly changing. For a company to stay 
on top of its security infrastructure, it needs to proactively monitor devices, apply patches and test their 

environment. With these procedures set in place, an organisation stands better placed to remain one step 
ahead of the wily hacker, cracker and cyber terrorist. 
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9.2  Conclusion 

The recommendations identified over the previous paragraphs address many of the security controls that 

can be deployed to strengthen an organisations security posture.  This is not intended to be a definitive 

list, and there are many other technologies and controls that are worthy of consideration.  Some of these 
include; 

 Physical Security 

 Network Admission Controls (NAC) 

 User and Staff education and training 

 Anti Virus protection 

 Internet and Email filtering 

 Encryption of sensitive data (with associated Key Management) 

As the Security Lifecycle Methodology suggests, Security is an on-going process that requires constant 
review, modification and improvement.  Nettitude is a Security Consultancy that has wide experience in all 

of these Security disciplines.  As a consequence, Nettitude can provide further information and advice on 
request, to improve your on-going security policy, procedure and working practice. 

 

 

 

 


