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Area of concentration, extracted from many past questions. Please leave 
your comments and reviews later after exams. Good Luck.

Legal and ethical issues e-business managers should be aware

• Privacy includes freedom from intrusion, the right to be left alone, the right to control
information about oneself, and freedom from surveillance. It is a majorissue in e-business
because of the widespread availability of personal data and the ease of tracking a person’s
activities on the Internet.

• Intellectual property right The protection of Intellectual property is critical to e-business 
because many
products and services contain Intellectual property, copi8es are easy to make, and the copy is as
good as the original.

• Legal Jurisdiction
• Content regulation

SECURITY

Five pillars make up today’s security technique, says RSA
1. Authentication: verifying the authenticity of users
2. identification: identifying users to grant them appropriate access
3. privacy: protecting information from being seen
4. integrity: keeping information in its original form
5. Nonrepudiation: preventing parties from denying actions they have taken.

Sniffing is the interception and reading of electronic message as they travel over the 
communication networks. To protect against sniffing messages must be encrypted before being 
sent over the Internet. The two classes of encryption methods in use today are the secret key 
encryption and the public key encryption. The most common secret key method is the Data 
Encryption Standard (DES) developed by IBM, the National Security Agency, and the National
Bureau of Standards.

Hacking in the unauthorised access to a host computer. This access may be a direct intrusion or 
via a computer virus or Trojan horse. To protect against hacking, a firm must install a firewall. A
firewall is a device placed between the company’s network and the internet that monitors and 
controls all data traffic entering and leaving the company’s network. Firewalls cantake many 
forms, from routers, which packets, to hardened host computers, to software applications.

Spoofing is the assumption of a false identity and the execution of fraudulent transactions. to  
protect against spoofing, firms need a way to authenticate the identity of an individual. This 
verification requires a form of digital ID. The most common form of digital signature uses the
RSA encryption method. Because the private key is known only to one person and a message 
encrypted with that key
can only be decode with the matching public key, the private key provides a way of verifying that
the message came from a certain individual.
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SYSTEM DEVELOPMENT CHARACTERIZATION • 
A mix of online and batch applications in the same system • 
Development of mostly mainframe applications • 
Programming by professional programmers only
• Hand coding in a third – generation language (such as COBOL) 
• Various automated, but not well – integrated, software tools. • A
well – defined sign – off process for system delivery
• User participation mainly in requirements, definition and installation phases. 
• A “structured programming” development methodology
• An automated project management system
• A database management system

COMPUTER AIDED SOFTWARE ENGINEERING

CASE is defined as any automated tool that assist in the creation, maintenance, or management 
of software systems. In general, a CASE environment includes:
• An information repository A repository forms the heart of a CASE system and is its most 
important element, It stores and organised all information needed to create, modify and develop 
a software system.

• Front-end tools for planning through design: these tools are used in the phases leading up to 
coding. One of the key requirements for these tools is good graphics for drawing diagrams of 
program structures, data entities and their relationships to each other, data flows, screen layouts,
and so on.

• Black-end tools for generating code: These tools mean code generators for automatically 
generating source code. A few CASE tools use a 4GL. Successful front-end CASE tools provide
interfaces to not just one, but several, code generators.

• A development workstation: The final component of a CASE system is a development 
workstation, and the more powerful the better to handle all the graphical manipulations needed 
in CASE developed systems.

Optimization problem most often are stated verbally. The solution procedure is to model the
problem with a mathematical program and then solve the program by the techniques using
the following approach

STEP 1: Determine the quantity to be optimized and express it as a mathematical function. Doing
so serves to define the input variables.

STEP 2: Identify all stipulated requirements, restrictions, and limitations, and express 
them mathematically. These requirements, constitute the constraints.

STEP 3: Express any hidden conditions. Such conditions are not stipulated
explicitly in the problem but are apparent from the physical situation being modelled. 
Generally they involve non-negativity orinteger requirements on input variables

Middleware acts as translator between the applications so they do not need to be changed. A new
type of middleware is gaining popularity among larger companies; Enterprises Application
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Integration (EAI) products. EAI tools allow users to define business processes and make data
integration subject to rules
that govern those processes.

Changes in the internal organisation business environment

Outsourcing and strategic alliances
To become more competitive, organizations are examining which work they 
should perform internally and which can be done by others. Outsourcing may be 
a simple contact for services or a long-term strategic alliance. Between these two 
extremes are a variety of relationships that are redefining the way organizations 
working together. Strategic alliances built around an organization’s core 
competencies are becoming known as the “extended enterprises.” IT is providing 
the information and communication flows to manage complex sets of 
relationships.

Xtics of a successful project.

• It is “delivered” on time
• It comes in on or under budget.
• It meets the original objectives.

Deliveries of project planning

• Project specifications
• Roles and responsibilities definitions
• Budget and accounting procedures
• Change control procedures

Functions of applications server

Business Logic Processing. The application server stores and runs business logic components for 
applications. These components are basic, reusable building blocks for applications and might,

Automation of Low-level Processes. The application server can generate networking and
communication code, and code for a wide range of lowlevel functions.

Middleware. As already mentioned, the application server becomes the backend link to legacy
systems. In addition, it becomes the link to systems of customers and business partners.

Application Development. The application server is delivering many of the capabilities 
provided by integrated development environments (IDE).

Prebuilt Components. Recently, vendors of application servers have
begun including prebuilt components, such as tag libraries, servlets,

JavaBeans, or, in the Microsoft world,


