
Setting up Network Switches

In this chapter, we will use the Cisco SG300-10 as an example of the configuration procedures for setting up a network
switch. This switch is a 10-port managed switch that is suitable for a small-scale network. Among the relatively low-
priced switches that are available, this switch is a good choice that is suitable for use in a Dante network. Depending on
the size of the network, you could also choose the SG300-20, which has 20 ports.

Cisco SG300-10 (10-port gigabit switch)

The following setup procedures were performed using SG300-10 firmware version 1.3.0.62. The default settings, and
the like, may vary depending on the firmware version that you are using. When configuring a different managed switch,
please note that the user interface and terminology vary for different manufacturers.

Preparing to Configure a Network Switch

The simplest way to configure a switch is to access it from a PC web browser. Start your web browser, and enter the IP
address of the switch. By default, the address of the switch is set to 192.168.1.254, and the username and password
are both “cisco”. In the above case, you should set the IP address of the PC beforehand to 192.168.1.x (for example:
192.168.1.100) and set the subnet mask to 255.255.255.0.

Network and Sharing Center > Change adapter settings > Properties (for Windows 7/8)

Access 192.168.1.254 from your web browser.
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First, we recommend that you check the firmware (and the language file if required) version and update the firmware as
necessary. Go to the Cisco website to find out what the latest version of the firmware is.

Status and Statistics > System Summary.

You can update the firmware by navigating to the following page. Before you update the firmware, be sure to download
the firmware file (and language file if necessary) from the Cisco website. Please note that after you upload the
firmware, you will need to activate the firmware and restart the switch.

Administration > File Management > Upgrade/Backup Firmware/Language



We recommend that you change the switch’s IP address to 192.168.0.x (for example: 192.168.0.254). Yamaha PA
devices also use 192.168.0.x for control network (not for Dante network) by default. The benefit of the same network
address (192.168.0 in this case) is that both can be accessed from a single PC. Set IP Address Type to “Static”. In
the IP Address box, type “192.168.0.254”, and then click “Apply”.

Administration > Management Interface > IPv4 Interface

After you do this, the network address of the switch will change, and the connection with the PC will be lost. Remember
to set the IP address of the PC to the same network address range (for example: 192.168.0.100) as the switch. 

After you change the switch settings, remember to save them. If you turn off the power without saving the switch
settings, all the settings you changed will return to their previous values. Since we changed the IP address, let’s save
the switch settings. 

When you change the settings, the word “Save” will blink at the top of the screen. Click “Save” to open the following
page. Make sure that Source File Name is set to “Running configuration” and Destination File Name is set to
“Startup configuration”, and click “Apply”.

Administration > File Management > Copy/Save Configuration
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The preparations for configuring the network switch are now complete.

 >>Disabling Energy Efficient Ethernet (EEE)
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Setting up Network Switches

Disabling Energy Efficient Ethernet (EEE)

Be sure to disable Energy Efficient Ethernet (EEE). EEE is also referred to as Green Ethernet and IEEE 802.3az. EEE
reduces device power consumption when network traffic is low. Switches that support EEE will automatically adjust
their respective power-saving settings so that they match, but some switches do not perform this mutual adjustment
properly. It can be said that EEE is incompatible with real time applications, such as audio or video streaming, which
can lead to degraded clock synchronization and audio interruption. 

Even though the Cisco SG300 implements EEE in such a way that it does not normally interfere with Dante data, it is
good to get into the habit of disabling the function. In the following page, clear the “802.3 Energy Efficient Ethernet
(EEE)” check box, and click “Apply”.

Port Management > Green Ethernet > Properties

Don’t forget to save the settings after you change them.

 >>Constructing a Virtual Local Area Network (VLAN)
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Constructing a Virtual Local Area Network (VLAN)

In a system that includes other types of networked devices than Dante, or a large-scale system that comprises of many
Dante devices, you can avoid unnecessary packet transfers between the different types of device and make the
network more stable by segmenting it. Ideally, a separate number of switches should be prepared for each network
segment, but you can reduce the required number of switches and cables by using VLANs to create network segments.
This method can reduce maintenance costs as well. 

Network segmentation refers to the creation of virtual local area networks (VLANs) that are distinct from physical
connections. When there are different types of networked devices within a system, you can create VLANs so that while
the networks may share the same physical switches, they function as separate virtual networks.

Creating virtual networks using VLANs

You can provide connections between switches for each VLAN, but you can also use VLAN tagging so that data for
various VLANs can be transferred over a single trunk (cable). This enables you to create virtual networks that are
separate from the physical wiring.

VLANs can be trunked by a single cable.

Here, we will present an example in which two VLANs are created and the switches are connected by a trunk. For
example, in a live system using a CL Series console, VLAN 1 (ports 1 and 2) could be used as the control network and
VLAN 2 (ports 3 to 8) could be used as the Dante network.

VLAN configuration example (Live SR system with CL Series)
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In the above example, it could also be said that VLAN 1 is the 100 Mbps control network while VLAN 2 is the
broadband 1 Gbps network for audio transmission. By segmenting these networks, you can prevent the 1 Gbps
network from overburdening the 100 Mbps network (although both networks coexist in the trunk). In the rest of this
section, we will configure VLAN settings according to the example network configuration described above. 

You can use network segmentation to connect the primary and secondary Dante lines to the same switch, but we
recommend that you avoid doing this, because while connecting the lines to the same switch may provide the
redundancy necessary for handling cable problems and other issues, if the switch malfunctions, both lines will be cut
off.

Connect the primary and secondary lines to separate switches when possible.

Before you perform the following settings, make sure that the PC is connected to VLAN 1, which is the VLAN that you
will be configuring first (in this example, the PC should be connected to port 1 or 2). VLAN 1 is a special default VLAN,
so you should always connect the PC to a VLAN 1 port when you configure switch settings. 

First, create the necessary VLAN. In the default settings, only VLAN 1 exists, so add VLAN 2. In the following page,
click “Add”. In the VLAN ID box in the dialog box that appears, type “2”, and click “Apply”. When you are creating
multiple VLANs, entering a VLAN name can help you identify each individual VLAN (but you do not have to enter a
name).

VLAN Management > Create VLAN



Next, you will need to set the VLAN mode for each switch port. By default, each port is a trunk port, so you will have to
change ports 1 to 8 to access ports. In the following page, select port 1, and then click “Edit”.

VLAN Management > Interface Settings

In the dialog box that appears, select “Access”.

Change ports 2 to 8 to access ports in the same way. To set the ports more quickly, click “Copy Settings” while port 1
is selected, and copy the settings to ports 2 to 8.



VLAN Management > Interface Settings

Next, assign each port to one of the VLANs. In the following page, you can specify which ports are allowed to access
each VLAN. First, make sure that VLAN ID is set to “1” and Interface Type is set to “Port”. Ports 3 to 8 will not be
included in VLAN 1, so set them to “Forbidden”. Ports 9 and 10 are the trunk ports, but VLAN 1 includes special
default VLAN settings, so leave them set to “Untagged”. Before you switch to the settings for VLAN 2, don’t forget to
click “Apply”.

VLAN Management > Port to VLAN
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To switch to the settings for VLAN 2, set VLAN ID to “2”, and click “Go”. Ports 1 and 2 will not be included in VLAN 2,
so set them to “Forbidden”. Ports 3 to 8 will be included in VLAN 2, so set them to “Untagged”. Ports 9 and 10 are the
trunk ports, so set them to “Tagged”.

VLAN Management > Port to VLAN

The VLANs (VLAN 1 and VLAN 2) have now been successfully created within the switch, and the trunk ports (ports 9
and 10) make it possible for these virtual networks to span across switches. Don’t forget to save the settings after you
change them.

 >>QoS Settings (Prioritizing the clock synchronization)

Return to Top 

http://www.yamahaproaudio.com/europe/en_gb/training_support/selftraining/dante_guide/chapter2/04_qos_settings/
http://www.yamahaproaudio.com/europe/en_gb/training_support/selftraining/dante_guide/chapter2/03_vlan/#headerArea


Setting up Network Switches

Constructing a Virtual Local Area Network (VLAN)
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In the above example, it could also be said that VLAN 1 is the 100 Mbps control network while VLAN 2 is the
broadband 1 Gbps network for audio transmission. By segmenting these networks, you can prevent the 1 Gbps
network from overburdening the 100 Mbps network (although both networks coexist in the trunk). In the rest of this
section, we will configure VLAN settings according to the example network configuration described above. 

You can use network segmentation to connect the primary and secondary Dante lines to the same switch, but we
recommend that you avoid doing this, because while connecting the lines to the same switch may provide the
redundancy necessary for handling cable problems and other issues, if the switch malfunctions, both lines will be cut
off.

Connect the primary and secondary lines to separate switches when possible.

Before you perform the following settings, make sure that the PC is connected to VLAN 1, which is the VLAN that you
will be configuring first (in this example, the PC should be connected to port 1 or 2). VLAN 1 is a special default VLAN,
so you should always connect the PC to a VLAN 1 port when you configure switch settings. 

First, create the necessary VLAN. In the default settings, only VLAN 1 exists, so add VLAN 2. In the following page,
click “Add”. In the VLAN ID box in the dialog box that appears, type “2”, and click “Apply”. When you are creating
multiple VLANs, entering a VLAN name can help you identify each individual VLAN (but you do not have to enter a
name).

VLAN Management > Create VLAN



Next, you will need to set the VLAN mode for each switch port. By default, each port is a trunk port, so you will have to
change ports 1 to 8 to access ports. In the following page, select port 1, and then click “Edit”.

VLAN Management > Interface Settings

In the dialog box that appears, select “Access”.

Change ports 2 to 8 to access ports in the same way. To set the ports more quickly, click “Copy Settings” while port 1
is selected, and copy the settings to ports 2 to 8.



VLAN Management > Interface Settings

Next, assign each port to one of the VLANs. In the following page, you can specify which ports are allowed to access
each VLAN. First, make sure that VLAN ID is set to “1” and Interface Type is set to “Port”. Ports 3 to 8 will not be
included in VLAN 1, so set them to “Forbidden”. Ports 9 and 10 are the trunk ports, but VLAN 1 includes special
default VLAN settings, so leave them set to “Untagged”. Before you switch to the settings for VLAN 2, don’t forget to
click “Apply”.

VLAN Management > Port to VLAN
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To switch to the settings for VLAN 2, set VLAN ID to “2”, and click “Go”. Ports 1 and 2 will not be included in VLAN 2,
so set them to “Forbidden”. Ports 3 to 8 will be included in VLAN 2, so set them to “Untagged”. Ports 9 and 10 are the
trunk ports, so set them to “Tagged”.

VLAN Management > Port to VLAN

The VLANs (VLAN 1 and VLAN 2) have now been successfully created within the switch, and the trunk ports (ports 9
and 10) make it possible for these virtual networks to span across switches. Don’t forget to save the settings after you
change them.

 >>QoS Settings (Prioritizing the clock synchronization)
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QoS Settings (Prioritizing the clock synchronization)

You can configure the QoS settings to ensure good system performance in a busy network. QoS (Quality of Service)
refers to technology for prioritizing the transfer of specific data. By configuring the QoS settings recommended by
Dante on a network switch, you can prioritize the transfer of Dante clock synchronization data and audio data over
background data traffic. This will ensure good system performance when you need to transfer non-Dante data over the
same network and when you transfer massive amounts of audio data (for example, 300 channels/48 kHz or more of
audio data over a single network cable). When the load that the switch is subjected to is low (below 50% utilization) and
you can create a dedicated Dante network, the full Gigabit network will function well without QoS. But for best system
performance in busier networks, we recommend that you always use Gigabit networks and configure the QoS settings
by following the procedure below. 

The QoS settings recommended by Dante are listed on the Audinate website. 
https://www.audinate.com/resources/networks-switches

QoS DSCP packet priority table for Dante

First, in the following page, set QoS Mode to “Advanced”.

Quality of Service > General > QoS Properties

Next, in the following page, specify the queue priority for each DSCP label. For this switch, 1 is the lowest priority, and 4
is the highest priority. For a dedicated Dante network, set 56 (CS7) to “4”, 46 (EF) to “3”, 8 (CS1) to “2”, and everything
else to “1”. In a network that includes other systems besides Dante (for example, a pre-existing LAN VoIP telephone
system), these settings may need to be adjusted slightly. Discuss the specifics with your network administrator.

https://www.audinate.com/resources/networks-switches
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Quality of Service > General > DSCP to Queue

Finally, in the following page, set Trust Mode to “DSCP”, set Default Mode Status to “Trusted”, and click “Apply”.

Quality of Service > QoS Advanced Mode > Global Settings

The QoS settings are now complete. Don’t forget to save the settings after you change them.

 >>Multicast Settings
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Multicast Settings

We strongly recommend that IGMP snooping is enabled if multicast is used. Even in that case, be careful to use a
minimum amount of multicast. Dante configures routing with unicast by default, and multicast will not be required for
most of small-to-mid scale Dante systems. To understand when the multicast settings of a switch need to be
configured, it’s first necessary to understand multicast and "flows". 

There are two audio signal transmission methods that can be used in a Dante network. One method is unicast, in which
signals are transferred directly from one device to another specific device. The other method is multicast, in which
signals are transferred to multiple devices within the network. By default, all audio transmission within a Dante network
is unicast, and there is normally no need to change this setting. Now, let’s examine which method is better for sending
the same audio signal from one device to several other devices. 

In unicast, packets (audio signals) are duplicated for each device that the signal is sent to. You can set the routing for
each of the signals separately without considering whether the signals are duplicates of each other. From the
standpoint of efficient use of network bandwidth, unicast might not be ideal, but because it results in low switch loads
and makes routing configuration easier, we recommend that you use it under normal circumstances.

Unicast (transmitting separate packets for the same audio signal)

On the other hand, with multicast, a single packet (audio signal) is split by the switch and delivered to multiple devices.
At first glance, multicast may appear to be the all-around best method, but because the switch has to duplicate the
packets for each port and transmit them to each device, multicast results in increased switch loads. Another drawback
to multicast is that it results in the transmission of packets to ports that don’t need them. This transmission can be
prevented through the use of the Internet Group Management Protocol (IGMP). Each device transmits IGMP messages
to report which multicast addresses they need. The switch then remembers which ports are connected to devices that
have registered for a specific multicast address and filters the multicast traffic accordingly. This function is referred to as
IGMP snooping. Thus, when multicasting audio, you need to be sure to enable IGMP snooping on the switch (if you
don’t, multicast packets will be duplicated and transferred to each port). Please remember that the switch may need
time (tens of seconds) to determine which ports on the switch are connected to the devices that require multicast data,
before IGMP snooping will form the intended multicast groups. You should also remember that multicast is a special
setting that can only be configured from the Dante Controller software and that multicast increases the workload of the
switch.

Multicasting (distributing the same packet to multiple devices)
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In most cases, the audio data that travels through a cable will not exceed 512 channels (at 48 kHz), so in normal
circumstances, unicast is the best choice. That being the case, when is multicast absolutely necessary? It is when a
transmitter runs out of flows. 

When you configure Dante audio routing, flows are created automatically. Flows are the units of transmission for audio
data. Multiple channels are grouped into a single flow before being transmitted. Unicast flows can contain up to four
channels of audio data. For example, if channel 1 is assigned to a specific receiver, even if no other channels are
assigned to the receiver, packets that are big enough for four channels will be sent to the receiver. In connections to the
same receiver, because the use of flows with open channels is prioritized, no new flows will be created until all four
channels in the most recently created flow are filled.

Unicast flows contain up to four channels.

There are limits to the number of flows that can be assigned to a transmitter or receiver. For example, CL Series
consoles and R Series I/O racks can all send and receive 32 flows. For the Rio3224-D, which has 32 analog inputs, to
send all 32 channels to a single Dante device, 32/4 = 8 flows are sufficient. However, using unicast flows to send the
channels to 4 devices (CL series consoles, for example) requires the use of all 8 × 4 = 32 flows.



Example of insufficient flows available for transmission

Further, the maximum number of channels that can be sent is 32 × 4 =128 in the example above, but because the flows
assigned to each Dante device contain four channels, the more flows there are that don’t use all four channels, the
lower the actual number of channels that can be sent. Therefore, if a transmitter runs out of the available flows,
multicast is necessary to reduce the number of transmitted flows. You can check the number of transmitted flows using
the Dante Controller software (under Transmit Flows in the Transmit tab of the Device View). A notification will appear if
there are not enough available flows. Also, it’s possible for receivers to not have enough flows in special cases, such as
when single channels are received from a large number of devices. In such a case, multicast will not reduce the
number of flows, so it’s necessary to reconsider the routing itself. 

In conclusion, if there are not enough flows available for transmission, use the Dante Controller software to configure
multicast, and reconfigure the network so that less flows are used. In such a case, do not use the routing functions that
can be configured from specific Dante devices and software such as CL series console and MTX Editor; instead, only
configure the routing using Dante Controller. Be careful to keep the number of multicast flows (channels) to the
minimum, because multicast flows increase the load that the switch is subjected to. Up to eight channels can be
grouped into a multicast flow, further increasing their efficiency. 

Taking the above into consideration, perform the following procedures to configure IGMP snooping and related settings
only when multicast is necessary. 

First, in the following page, select the “Enable” check box next to Bridge Multicast Filtering Status. Select the VLAN
ID for the network within which multicasting will be used (in this example, we are assuming that VLAN 2 is for Dante),
and set Forwarding Method for IPv6 and Forwarding Method for IPv4 to “IP Group Address”.

Multicast > Properties

Next, in the following page, select the “Enable” check box next to IGMP Snooping Status, and click “Apply”. To edit
the IGMP snooping settings, select the VLAN ID for the network within which multicast will be used (in this example, we
are assuming that VLAN 2 is for Dante), and click “Edit”.



Multicast > IGMP Snooping

Select the “Enable” check boxes next to IGMP Snooping Status, MRouter Ports Auto Learn, and IGMP Querier
Status. Also, we recommend that you set Query Interval to “30” (seconds) and set IGMP Querier Version to “IGMP
V3”. When the query interval is large, the time required before multicast starts working properly becomes longer. Dante
supports both IGMP V2 and V3, but all switches in the network should be running the same version. So if the network
includes switches which support only IGMP V2, be sure to select "IGMP V2" as the IGMP querier version.

If you intend to multicast over multiple switches, you will need to configure multicast router ports. Multicasts and IGMP
messages will be sent through these ports. When multicast router ports are not configured, unnecessary multicast
packets may be sent between switches, and some necessary multicast packets may fail to be delivered. For example,
the preset recall of different MTX systems will not be linked. With the above settings, auto learning has been enabled,
so no special multicast router port settings are required. If you are using another switch, you will need to identify the
port that connects the switches as a multicast router port. 

There should only be one IGMP querier in the network. Multicast will work even if there are multiple queriers, but
multiple IGMP messages will end up being sent. In the above settings, the querier is determined automatically, so no
special querier settings are required (one of the switches in the network will automatically become the querier). If there
are switches with different settings in the network, make sure to configure the switches so that there is only one querier.

Finally, if Wi-Fi access is used within the Dante network (for example Wireless DCP iPhone app for an MTX Series
matrix processor), we recommend that you register the multicast address used for detecting devices (multicast isn’t
only used for audio transmission). When the network is accessed over Wi-Fi, it’s possible that IGMP messages will not
be properly transferred via some types of access point. In that case, devices will not be detected through the access
point because IGMP snooping will not be working properly. To prevent this from happening, you should register the
corresponding multicast address beforehand in order to detect devices reliably. Apply the setting only to the switches
that access points will be connected to by following the procedure below.



Register a multicast address beforehand to prevent trouble.

You can register a multicast address in the following page. Click “Add” to open a dialog box. Select the appropriate
VLAN ID (in this example, we are assuming that VLAN 2 is for Dante), set IP Multicast Group Address to
“224.0.0.251”, and click “Apply”.

Multicast > IP Multicast Group Address

Finally, assign the registered multicast address to the corresponding ports. Select the multicast address that you
registered, and click “Details” to open a dialog box. Set the corresponding ports to “Static” (including trunk ports), and
click “Apply”.

Multicast > IP Multicast Group Address
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The multicast settings for the switch are now complete. Don’t forget to save the settings after you change them.

 >>Setting Multiple Switches (Copying settings)
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Setting Multiple Switches (Copying settings)

After you have finished configuring the settings for one switch, you can copy those settings to other switches. To
configure settings more efficiently and to keep backup switches, we recommend that you use switches that are from the
same manufacturer and preferably are of the same model. 

First, in the following page, you can back up the settings of a switch that you have finished configuring by saving them
as a text file on your PC.

Administration > File Management > Download/Backup Configuration/Log

Next, log in to the switch that you want to copy the settings to, and in the following page, specify the setting file that you
saved, and load it into the switch.
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Administration > File Management > Download/Backup Configuration/Log

Finally, we recommend that you change the switch IP address. By assigning different IP addresses, such as
192.168.0.254 and 192.168.0.253, to each switch (while keeping the network address the same), you can enable a PC
connected to VLAN 1 to monitor and configure either of the switches. For information about how to change the IP
address of a switch, see “Preparing to Configure a Network Switch."

Assign a unique IP address for each switch.

The copying of the switch settings is complete. Don’t forget to save the settings after you download or change them.
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