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The asymmetric impact 

Imagine you are a Robot. And you are entering a new paradigm of technological opportunities and challenges. 

This has huge implications for you as a thing, your fellow robots and humans, as well as society as a whole. Its 

effect is that you in combination with our artificial intelligence will 

become empowered in ways we can’t even imagingimagine. 

 

The possibilities of the Internet, cloud computing, open source 

software, Big Data, deep learning technologies, and the 

convergence of nanotechnology, biology, information, and 

cognitive sciences is creating enormous opportunities. The 

outcomes of these technologies are in reach of each of us, 

connected via the Internet of Things, almost without limits and 

mostly uncontrolled. We are living in the era of the 

democratisation of science and knowledge. As a result, what we 

are facing has never been encountered before in history: the 

asymmetric impact that one individual can have on society. What 

used to be the domain of nation states and a handful of big 

corporations is now accessible to students, start-ups, and non-state 

actors. At the same time the traditional institutions are 

experiencing trouble responding to these new possibilities and as a 

result their ‘shaping power’ is weakening.  

 

This change is taking place at an immensely accelerating speed. 

Although we often overestimate the short term impact, we seem 

to underestimate the impact in the long term.  

Deep Learning 

You tell a computer what to do; with 

machine learning, you show it how. 

Blog What counts as artificially 

intelligent? AI and deep learning, 

explained 

Deep learning machines are key to a 

lasting defeat of ISIS, says Deputy 

Defense Secretary Robert Work 

Hey You! Yes you, Robot  

The best way to predict the future is to 

change it 



 

You might say technological changes characterize all times and you are probably right. You might say this 

phenomenon will take place at ever-higher speed and you are right again. The question is, ‘Can we make sure 

that these new opportunities are used to serve the common and individual good are respectful of humanity, 

that is, that they are used for the good of humanity?' And, ‘Can we imagine and understand all of the 

possibilities and risks?’  

In this article we sketch some trends, threats, and opportunities. 

 

Are you able to adapt?  

In The End of Power, Moisés Naím says, “Disruptive innovation 

has not arrived in politics, government, and political 

participation”. It has, however, arrived in other areas in society 

and business.  

 

The questions are: Are you able to adapt? Can you use and 

respond to disruption in a smart way? And what does it mean 

for governmental, security, and military organisations, for the 

connected first responder and security tools like police cars, 

drones, and unmanned arms? How could organisations and 

tools harvest these developments in a smart way while 

mitigating risks upfront? 

 

The democratisation of science and knowledge 

The democratisation of science and knowledge is a phenomenon 

that came with the availability of digital platforms. The digital 

Internet highway 

has value adders like 

the big four, AGFA: Apple, Google, Facebook, and Amazon. They 

have created an unparalleled digital universe, with billions of users 

connected, wired and wireless, 24/7. Users are not only people but 

things, too. The Internet of Everything
i
 empowers these users with 

endless opportunities to communicate, mine, and create new 

knowledge, develop 

and execute 

businesses and disrupt 

traditional processes 

in all walks of live. 

Smart Creatives, the 

super empowered 

individuals who 

combine technical 

depth with business 

savvy and creative 

flair, and super 

empowered 

organisations and things (e.g. robots using artificial intelligence, 

3D-printing) are those able to combine these opportunities and 

adapt. They will be the champions of tomorrow, as will security 

and defence organisations able to swiftly adapt their tailored 

ecosystem partnerships to offer best answers to the challenges. 

 

Developments are already going on and showing up. Nice 

examples are maker’s movement
ii
 and Fab Lab

iii
 and the Open 

Source Robotics Foundation
iv
; and social coding platforms like 

SourceForge.net
v
 and Github,

vi
 Syntheticbiology.org

vii
 and DIY 

BIO,
viii

 Design Enginering Communities
ix
; and Intermediary 

Platforms
x
. All these platforms bring together people, tools, know 

The 

End of Power by Moisés Naím 

Recent developments have made traditional 

repositories of power – whether political, 

corporate, or cultural – newly vulnerable to 

challenges from smaller, nimbler entities. 

Naím warns, however, that the imminent 

death of the superpower as a structuring 

global authority is producing less stability 

than ever before. The end of power video 

from RSA 

Internet of Everything 

Internet of Things is defined as an 

invisible and intelligent network of 

things that communicate indirectly or 

directly with each other.  

Alternative perspectives on the Internet 

of Things 

Why the IoT Is A Leap of Logic in the 

Evolution of Tech 

Smart Creatives 

The term Smart Creatives is used by the 

Google Executive Chairman and ex-CEO 

Eric Schmidt and former SVP of Products 

Jonathan Rosenberg in the book How 
Google Works. 

 

 
 

Smart Creatives are first and foremost 

smart; but not just book smart. They 

are analytically smart (data 

driven), business smart, competitively 

smart (market aware), and end-user smart; 

and they are also creative. They 

are curious, risk takers, self-directed, 

open and collaborative, 

and communicative. 



how, diversity, and executing power, bypassing all traditional scientific, design, logistical, and production 

processes. Add crowdsourcing to the platforms and here you have Kickstarter
xi
 and Indiegogo.

xii
 These are 

crowdfunding based platforms, not only facilitators for getting money but also marketing and sales tools as 

well as research platforms. A good idea will get money, the idea spreads and automatically brings you buyers. 

Bad ideas do not get attention.  

 

Next to the technical and scienctific part of this are the social, cultural, and communication trends that have 

asymmetric impacts. Technologies also enable users to access non-technical platforms where they connect, 

interact, and work together to achieve their goals and ideals, from Facebook to citizen investigative journalists 

platforms like Bellingcat.
xiii

  

 

Bio-hacking could be the next phase!  

In the domain security and defence, intelligence specialists used to be the Smart Creatives with all of the 

knowledge and authority. Nowadays, you are able to do the same, yet combining with others generates more 

capacity, from all over the world, with more geographic coverage, with different reference bases, have more 

multidimensional focus etc. This is further facilitated by mobile touch points: the ability to have constant, omni 

available sensing and communication capabilities of tools and people, including wearables, all interconnected 

in the Internet of Everything. 

 

But this, you could say, is still traditional thinking: connecting 

things and people. 

Imagine chancing 

and creating new 

things and new lives. 

Synthetic biology 

technologies can 

change 

fundamentals in this 

regard. We are 

familiar with digital 

hacking already, 

disrupting systems 

and processes, 

stealing information 

and knowledge. But 

bio-hacking could be 

the next phase! The 

recent call from 

some research and 

security 

communities to put a research stop to CRIPR-CAS9 until we know 

the conditions for using it safely is an example. Another one is 

blockchain technology,
xiv

 making it possible to have anonymity, 

full control of credibility of transactions, and enhanced encryption. 

It could disrupt the banking industry, which are ICT-companies 

using digital currencies we call money at the moment. At this 

moment blockchain is used, among other purposes, to facilitate 

bitcoin transactions but it could by used for all kinds of processes 

that need integrity, checked identities, or ownership and 

authentication. 

 

Governmental agility 

Governmental agility is vital because the structure, processes, 

regulations, and laws constrain one’s ability to move quickly to 

adjust and adapt to the new possibilities.  

How are governmental, security, and military organisations 

tapping into these trends? Most of these organisations do tap in, 

Block Chain 

 
Block Chain the technology behind 

bitcoin is essentially an incorruptible 

distributed ledger of blocks of data that 

can be shared and verified by anyone 

who has the appropriate permissions. 

That data can be records of just about 

anything.  

 

Crispr Cas9

 
Geneticist Jennifer Doudna co-invented 

a groundbreaking new technology for 

editing genes, called CRISPR-Cas9. The 

tool allows scientists to make precise 

edits to DNA strands, which could lead 

to treatments for genetic diseases … but 

could also be used to create so-called 

“designer babies.” Doudna reviews 

how CRISPR-Cas9 works — and asks the 

scientific community to pause and 

discuss the ethics of this new tool. 
Crispr Cas9 explained 
 

Synthetic human genomes 

After a secret Harvard meeting, scientists 

announce plans for synthetic human 

genomes. After a flurry of criticism over  
the secrecy of the effort, the participants 

have published their idea, declaring that 

they're launching a project to radically 

reduce the cost of synthesizing genomes 

– a potentially revolutionary 

development in biotechnology that 

could enable technicians to grow human 

organs for transplantation 

Read more in the Washington Post 



but they are definitely not the first movers. And being too slow, not implementing new technologies, can delay 

the obtaining the advantages. An “opponent” is always looking for weaknesses; smart adversaries know exactly 

what the threshold is for taking defensive action and operate below this level. Therefore, to improve 

government and defence agility, these organisations should get involved to learn what is going on, make use of 

all the possibilities to make their organisations more effective and cheaper, to stay ahead, and to get input how 

to adjust organisationally, socially, economically, and judicially to the new technological possibilities .  

 

We have seen apparently small technical developments and events happening in the last 20 years with 

enormous consequences and we foresee that asymmetric events will increase even more, through the 

immensely accelerating speed of scienctific and technological developments. Which things are going to change 

for security and defence organisations and how? P.W Singer outlines the ideas and premise in his latest 

book Ghost Fleet: A Novel of the Next World War. A podcast about his book: The Future of War.
xv

 

 

These technological develoments will have numerous consequences. To name a few: technical dependencies 

will increase, cascading failure will rise, hyper transparency and periods of technical superiority will be shorter 

(the new fighter plane F35 will last shorter than his predecessor, the F16 (This Is How China and Russia Plan to 

Crush America's Stealth Aircraft).
xvi

 A few large assets or large swarms of small assets will be able to replace 

these systems, be cheaper, and have more flexible capabilities, and at the same time the development time, 

from time of start in a lab to field delivery, will by shortened dramatically. Also, engineering and design as well 

as acquisition processes will change. In the video ‘Uncharted Seas: Maritime strategy for a new era of naval 

challenges’
xvii

 by the Brooking Institute, the example given is that the period from design to delivery for a large 

navy vessel could be 10 years. The design and production processes need to change in more modular designs in 

order to put the electronics in at the end of the building process and that in overhaul the technical installation 

and defence systems could be replaced quickly. 

 

Initiatives from governmental, security and military organisations to keep up 

 

Darpa, the US Defense Advanced Research Projects Agency,
xviii

 is tapping into these trends by launching the 

Improve program,
xix

 which asks the innovation community to identify commercial products and processes that 

could yield unanticipated threats. The White House has appointed a U.S. Chief Technology Officer
xx

 and the 

Office of Science and Technology Policy
xxi

 works to advance a wide range of initiatives, programmes, projects, 

and activities that unleash the power of science, technology, and innovation for the benefit of Americans and 

people around the world. US Secretary of Defense Ash Carter announced plans to establish what he’s calling a 

Defense Innovation Advisory Board, meant to provide advice to the Department of Defense from a Silicon 

Valley point of view. To lead the new board, Carter is tapping someone savvy about the ways of Silicon Valley 

and the federal government
xxii

: former Google CEO Eric Schmidt (Pentagon Taps Eric Schmidt to Make Itself 

More Google-ish
xxiii

). 

 
In the words of 4-Star U.S. Gen. Raymond Thomas, this style 

of approach is “less a technological approach than a people-

access approach: being there ahead of time, having 

relationships there ahead of time, identifying problems 

before they become crises, developing that partner 

capacity, prior, not after, a response. We are too often on 

the other side of that". He talks about anticipatory special 

operations force is a “transregional assessment process”, in 

which a defence organisation looks at “threats beyond their 

geographic features, where the threat is based, to a more 

comprehensive understanding of the threat, it's underlying 

environmental, economic, social, and political tensions” ( 

America’s New Special Operations Commander Wants to 

Predict the Future
xxiv

).  

 

 



Develop forward looking capabilities 

We believe that governmental, security, and military organisations should step up their activities to get 

involved, act with more agility, and develop more forward looking capabilities from both a technical as well as a 

moral and ethical point of view. 

 

If we combine Artificial Intelligence (AI) and Deep Learning, weapons and robotics, then you are able to 

develop and use Lethal Autonomous Weapons Systems (LAWS).
xxv

 The technology and science that gives a 

handicapped person an independent life can be used by dictators to create armed autonomous robots to keep 

the masses under control.  

 

During the hypecycle of new technologies and science, the opportunities are often overestimated and and the 

downside underestimated by the insiders and the reverse is mostly true for the outsiders. By nature, banning 

technologies and science usually does not work, and neither does trying afterwards to repair the downside of a 

new technology or science. Are AI and Robotics a threat for humanity, should we ban it?
xxvi

 Or should we go full 

speed ahead, or wait and be very careful about how and when to apply them? Maybe we should wait until we 

have AI and Robotics that can live by the three simple ideas of Stuart Russell.
xxvii

 He argues for a fundamental 

reorientation of the field of artificial intelligence. 

 

If you use new technology and science to apply force or achieve a goal in a way which you could not do before, 

you very soon run into moral and ethical dilemmas. It's not technology and science itself, but how it is applied 

by humans and with which intentions; in other words, which human behaviours, core values, beliefs, and world 

views are at play. 

 

Principles and how to handle the up and downsides 

How to handle these up and downsides of opportunities? How to be this super empowered individual, 

organisation, or thing? The literature shows that the principles for answering these questions have been 

researched. There are simple rules but in real life they are difficult to apply. 

 

It starts with ethics and values (packed in norms) like full transparency and full responsibility as the baseline for 

organising governance in a way that it is multi-stakeholder, and supports equal opportunities for everyone. And 

realise that you are part of an ecosystem, a complex network or interconnected system of which you do not 

have full or even marginal control. 

 

Second are technical architectures and standards, taking into account that ethics and values are taken care of, 

that everyone can be included, that radical innovation is possible, that network centrism is supported, that 

modular, tailor-made, ad hoc coalition-based collaboration is supported and both scalable upwards, sideways, 

and downwards compatible as well as netneutral. So standards are not norm free! 

 

The nodes and end points of these systems of systems (combinations of humans, organisations, and things) 

have to comply with these principles. 

 

What does it mean for security and defence organisations? Are you fit for purpose? 

• Keep ethics and values (packed in norms) very high. 

• Look for best of class and best of breed. 

• Watch out for the super specialist. They tend to focus on specific areas of their expertise instead of 

combining and co-creating. 

• Behave as part of a resilient ecosystem, combining the strengths and capabilities of all. 

• Organise in small, empowered, multidisciplinary teams that maximise adaptiveness and flexibility; 

• Organise it in a multi-stakeholder fashion; 

 

When you, compared to others, are relatively capable in these digital ecosystem(s), behave as a responsible 

custodian of security and apply the above principles you will probably be better positioned; 

 

Projects that can be useful to explore forward looking capabilities and from the technical as well as the moral 

and ethical angle are: 



- Ethical concerns regarding the impacts of technology and science SATORI project that focuses on ethics 

assessment of research and innovation xxviii
in five scientific fields: the humanities, the medical sciences, 

the social sciences, the natural sciences, and engineering. 
- Models developed by Economy for the Common Good.

xxix
 A Matrix that squares stakeholder interest with 

values like Human Dignity, Cooperation and Solidarity, Ecological Sustainability, Social Justice, Democratic 

Co-determination, and Transparency 

 

Fast Forward Fred, year 2035 

It is nine o’clock Saturday morning. It is minus 9 Celsius outside, but sunny, so Fred’s car and solar cells still 

produce the necessary energy for his household. The refrigerator reports, while he is having his breakfast, that 

last night his ordered, cooled groceries were delivered, and he has the option to have a dinner with chicken or 

beef, both best before Monday. And it suggests some recipes for which he will have enough food for the dinner 

he invited his friends for. While eating his meal his car heats up, clearing the frozen windows, because his 

agenda says that he will have to leave soon for an extraordinary exercise with some human colleagues and 

computer robots to run a new training. It is about how his team can outsmart the other teams on a challenge 

that is completely new to the security domain. His professional clothing will be actively used for the challenge, 

too, because it will be a physical test as well. While sitting in the back seat of the automatically piloted car 

Fred’s first challenge is give to him via his virtual reality combined glasses: “You are asked to prepare for some 

analyses. What will be the level of casualties when a robot team would be able to have a Crips Cas9 modified 

small pocks virus injected in some animals at a tourist island in the Mediterranean sea?” You can use a budget 

of 800 Utokens. 

 

Fred starts to inform his team and asks for the kind 

of aspects they think should be covered to 

successfully answer the question. The team suggests 

also checking prevention measures and aftercare 

because that would help to prevent casualties, too. 

In the mean time Fred starts checking online for the 

installed base and usability of small pocks vaccines, 

medical training of personnel, and facilities at the 

Island. And of course what the potential of Crips 

Cas9 technology could mean. So he posts a heads up 

in some global emergency networks asking for 

immediate response. 

 

Some fifteen minutes later, still twenty minutes’ drive from the training centre, he has some 75% of the 

answers available visualised on his screen. His worry is the other 25%. The general assessment is that it is 

unknown how lethal the modified pocks will be. So he starts a request to the successor of Watson IBM, a first 

smart attempt to combine world wide data intelligently. The new one is the latest deep learning application 

connecting a globally networked combination of datacentres, computer networks, and a specialised, artificial 

intelligence based simulation facility he was pointed to via his responding networks. 

  

His team mates John and Jill mobilised extra team members, experts in different fields in both India and 

Canada, and a specialist on the island, too. And a social diagram of possible specialists is presented to Fred, 

that could be capable of the transformation of the small pocks. This diagram is transferred to only his team via 

the quantum crypto secure link and showed on this screen. It shows that some 35 people worldwide seem to 

be specialists, 75% of them have contacted the others as is shown in social networks, and only 3 seem to work 

in isolation. 

 

They have an I-Skype in 3 minutes discussing the found answers, easy nowadays because of the smart, real-

time audio translation possibilities so everybody can use his or her native language. While doing so the first 

results of the simulations show that the number of casualties will possibly be double of normal pocks and will 

quickly transition into an even more dangerous pock versions a matter of weeks. And there is a shortage of 

facilities and skilled personnel on the Island. 

 

The simulation was done quickly and cheaply. Some 350 Utokens were transmitted. 



The car stops at the training centre, some teammates are already in. The mentor team was expecting them and 

prepared a next challenge for the team; Fred: the pocks have indeed spread in a small part of the Island. 

Prepare a plan with your team for a mission to train and scale up a group of local civilians, medical personnel, 

and security troops to prevent further spread of the small pocks and medical care of the infected people! Fred 

was trained for these types of unexpected circumstances but his professional ambitions are not yet fulfilled. 

This is a job he should do well and promotion is guaranteed. Some tension was reported from his clothes and a 

small physical exercise to relax and optimise his functioning was suggested via his glasses. 

 

Two and a half hours later Fred steps into his car again. With his small team he managed to make a full 

assessment of the situation and developed a first plan to mitigate the effects. He checked his plans in the 

networks asking for feedback, explaining why some measures would be undertaken by his team when the plan 

would be executed. Some changes were suggested, lessons were identified and spread in the networks that 

were asked to support the exercise. Some 120 people worldwide, mobilized via the teams’ virtual networks, 

helped out in finding the answers and supporting the set up of the plan. It cost only a few Utokens each, 

transmitted to those who asked for compensation. His opposing team of computer robots managed to be more 

efficient. They only spent 75% of the Utokens, but they missed a crucial point: they did not interact with a set 

of possible victims asking them what they would do when they became be infected. Mitigating some irrational 

behaviour lacked in their plan, which resulted in much higher casualty rates. 

 

Fred sighs happily thinking, ‘Human beings are still the best at improvising and understanding their own 

species…’ 
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