
Spidergap Data Processing
Agreement (DPA)
This is an offline version of Spidergap's Data Processing Agreement. 

For the latest version, please visit Spidergap's website at
https://www.spidergap.com/legal

Spidergap's Data Processing Agreement was last updated on June 28th, 2021.

About Spidergap
Spidergap is an online Software-as-a-Service (SAAS) solution for 360° Feedback.
Spidergap provides tools, guidance and support to help your organization with
running successful 360° Feedback assessments.

Spidergap® is a registered trademark and trading name of Bridging Insight Ltd, a
limited company registered in England and Wales (company number 07257519). You
can find useful detail for vendor registration forms here.

For simplicity, when we refer to Spidergap we mean both Spidergap, the 360°
Feedback tool, and Bridging Insight Ltd, the company.

Data Processing Agreement
Where Spidergap acts as your data processor for data you collect using Spidergap
the following agreement shall apply.

You may use Spidergap’s features to collect Personally Identifiable Information
about other people (“Participant Data”).  In this regard, Spidergap act as your “Data
Processor” as defined by the Data Protection Legislation in relation to that personal
information, for which the related policy and terms are covered below. 
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For our policy and terms on how we collect and process your personal data through
your use of this website, please refer to our Privacy Policy instead.

Key points:
We will not share your Participant Data with any 3rd party for marketing
purposes or for any other purpose not detailed in this policy
You are the “Data Controller” for Participant Data you collect in your 360°
Feedback projects, and have responsibilities for protecting this data.
We follow best-practices to keep your personal data secure. Our Security
Statement covers this in more detail.
We store your data on servers located in the UK and the European Economic
Area.

Throughout this agreement, we use the words “you” and “your” to refer to the
organization that you’re working on behalf of. If you’re not working on behalf of an
organization, then “you” and “your” refers to you personally.

1. Who you may use Spidergap to collect
data about
You may use Spidergap to collect data about others, such as your employees and
their colleagues. We refer to them as Participants and their data as Participant
Data. 

Participants are people that you provide data for so that they can support the 360°
Feedback assessments — perhaps by giving or receiving feedback.

2. The types of data Spidergap processes
on your behalf
As data processor, we support you in processing:

Assessment data. You act as Data Controller for the responses your Participants
provide when you ask them to complete feedback assessments.
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Participant contact details. You may provide the details of Participants when
sending invitations to provide feedback. You can (optionally) ask the person being
assessed to choose who will provide feedback, and another Participant to review
and approve this list of feedback providers.
Participant feedback. We support collecting feedback about the 360° Feedback
process from Participants, to help you and us to make improvements in future.
Work relationships between Participants. You may provide the details how
different Participants are related to each other — for example, to indicate that one
Participant is the line manager of another. When choosing, reviewing and
approving the list of people to provide feedback, the work relationship between
the person being assessed and the people to give feedback will also be provided.

We also collect the following data indirectly:
Usage data. We collect data about how Participants interact with Spidergap
services, for example the pages they visit and actions they take.
Device data. We record information about the device your Participants use,
including the IP address, web browser and operating system.
Referral data. When Participants visit Spidergap by clicking on a link outside of
Spidergap, we collect data about where they came from.
Data from other services. If you choose to use a service that integrates with
Spidergap, then we may collect additional data relating to that service.

3. How we use Participant Data
We will only process the data under and in accordance with your instruction and/or
the law, or the ways described below to:

Provide our services to you. This includes providing technical support for which
our site administrators may need to access your Participant Data.
Monitor, maintain and optimize our services.

We monitor your data to see when things are going well, when you might need
help, and when we can optimize our services.
This includes reviewing possible technical or legal issues; data that enables us
to tailor our service such as your location or the response rates you are getting
to feedback questionnaires; and other data that gives us insights to help us
improve our services in future.

Contact Participants about the usage of our service.



We use the contact details you provide to share updates that will affect
Participants use of Spidergap, and to support you and them in completing
tasks in Spidergap. For example, when Participants are invited to complete an
assessment, Spidergap may send them reminders to complete this.
We may assign a Customer Success Manager to your account to help you get
more value out of our services. As part of this role, your Customer Success
Manager may review your Participant Data, and may share your data with you
to help you better understand your usage.

Demonstrate the value we provide to 3rd parties
We may share data to demonstrate the value we provide to 3rd parties
Unless we have your explicit consent, any data shared with 3rd parties will be
aggregated or anonymized so that it cannot be linked back to a specific
individual or organization.

Respond to legal requests. If we receive a legal request for data, we may need to
review the Participant Data so that we can plan how to respond.
Notify you of a data access request. If a Participant exercises their right to
request information on the Participant Data we hold on that individual, we shall
notify you as soon as reasonably practicable that such request has been received.

4. Your responsibilities as a “Data
Controller”
As an administrator of organizations or projects within Spidergap, you have
responsibilities as the “Data Controller” for the personal data collected or entered by
you.

You should make yourself familiar with the data protection laws that apply to the
country or countries that you and your Participants are operating in. For example, in
Europe you are required to adhere to the General Data Protection Regulation (GDPR)
and, if applicable, the Data Protection Act 2018.

As a baseline, we recommend that you:
Have clear policies that you share with Participants covering:

How their data will be used
Who their data will be shared with
When their data will be deleted



How they can access, delete and rectify data.
Ensure you have lawful grounds for collecting data about someone being
assessed. For an employee, this is typically covered by their employment
contract. If not covered by any contract, you may need to explicitly ask for the
consent of the person being assessed and their personal data being shared with
us.
Ensure you have lawful grounds for collecting data from the person providing
feedback. Again, this can be covered by an existing contract or by explicitly
asking for consent. We have guidance available on how you can get consent to
use the feedback data.
Manage your data securely with the appropriate technical and organizational
measures. For example, you should never share your Spidergap login details, and
should take care with any data you export to your own device.
Give 3 or more users administrator access to your Spidergap organizations
and projects. This is to ensure that another user can support your organization in
the event of you leaving the organization, getting sick, going on long-term leave,
or otherwise being unavailable when access is needed.

If we receive a request for data from a Participant in a project you have access to (a
“data subject request”), we will provide your contact details to the Participant so that
the Participant can contact you directly. It is your responsibility as the Data
Controller to then respond to that request. 

To support you in responding to these requests, Spidergap makes it easy to export
both feedback reports and individual responses.

So far as we are able, we shall endeavor to assist you in your compliance with your
obligations as Data Controller of the Participant Data and any data subject access
request which may be received.

5. Who we share Participant Data with
We may share:

Your Participant Data with our Subprocessors.
We use third party services for areas such as infrastructure and support. This
helps us to provide a better and more secure service to customers.
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When using third-parties, we ensure that there is an agreement in place that
meets our standards and legal requirements for data protection.
We list the specific service providers that we use when storing or processing
your Participant Data on our “Subprocessors” page. We will notify you by email
— providing at least 14 days warning — if we plan to give any new service
providers access to your Participant Data in future.

Aggregated or anonymized data with third parties. We may share this data to
promote or help us improve our services. We will ensure that no individual or
organization can be identified from the data shared.
A cookie with our advertising partners.

Our websites may create a cookie that is stored by the Participant’s web
browser and helps our partners to deliver targeted advertisements to about
our services. This cookie will not include any data that would allow a third
party to identify them or their organization.
Participants can opt out of targeted advertisements at
http://www.youronlinechoices.eu if they're in the European Union, or at
http://preferences-mgr.truste.com/ for the rest of the world. They can also
clear the cookies from their web browser at any time.

Your Participant Data if our business ownership or structure changes. If the
business ownership or structure supporting Spidergap changes in future, the
Participant Data may be transferred to any new owner such that we can continue
to provide our service.
Your data if required to by law or legal process. If the law permits, we will only
share any Participant Data after making commercially reasonable efforts to notify
you in advance to give you an opportunity to challenge the requirement to
disclose.
Information you expressly consent to be shared. There are other times that we
may ask for your permission to share specific Participant Data — for example, to
share your Participant details with our partners that provide other services such
as coaching.

6. Your rights to your Participant Data
You own the project and Participant Data you collect in Spidergap, and can:

Export your questionnaire and feedback responses. Within a project, you can
export an Excel spreadsheet containing the questions from your questionnaire,
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and each of the individual feedback responses. This allows you to self-administer
any disputes and legal requests, and gives you the flexibility and portability to
work with other solutions as needed.
Export the details of Participants. You can also export an Excel spreadsheet
containing a list of everyone being assessed within a project, along with their
feedback providers and tasks they need to complete.
Delete Participants, projects and organizations. You can delete Participants,
projects or entire organizations within Spidergap at any time. See the section on

“How we delete data” below for further information.

You can also:
Update Participant details and settings. You can update Participant details in
Spidergap.
Delete your account. You can delete your entire account. If you are the only user
associated with an organization, then the organization and all projects and
Participant Data within it will also be deleted. See the section on “How we delete
data” below for further information.

7. How we keep your data secure
We have embedded security into every part of our business, from recruitment
through to end-user support. Our Security Statement summarizes how we keep
your data secure.

We use the guidance provided by the Information Commissioner’s Office and the
best practice guidance and the controls defined by ISO 27001 to help us to meet our
responsibilities.

Regardless of the steps we take, there is always a risk of your Participant Data being
accessed by unauthorized third parties. In the unlikely event of a security breach
that may affect your data:

We will contact you as soon as reasonably practicable and within 24 hours of
identifying the breach and confirming that your data is at risk
We will provide guidance on how to remedy or mitigate any potential damage to
your organization as soon as possible, with regular status updates if the breach is
ongoing

https://www.spidergap.com/security
https://ico.org.uk/


We will provide a full written report within 2 weeks that details the root causes
behind the breach, the steps we’ve taken to address it, and the steps we’ll take to
prevent a similar breach from occurring.

If you would like your security team to be notified in the event of a security breach,
you can provide additional email addresses to our support team.

8. How we delete data
You can delete your organization, project and Participant Data at any time using
features available online. You can also request for your entire account to be deleted.
We do not perform automatic deletion.

Your data will initially be ‘soft-deleted’ such that it can be recovered by our system
administrators if needed. Your data will then be permanently deleted within 30 to 60
days.

Please note that we continuously maintain backup systems of your data for
approximately 12 months throughout the lifetime of our Agreement with you. If you
delete any Participant Data during the period of the Agreement data that has been
deleted will remain in our back up systems and it will not be possible to extricate
deleted data from these back ups.

9. Where your Participant Data is stored
and processed
Spidergap servers are based in the UK and the European Economic Area.

Our servers are managed by Rackspace and Google who are accredited with
SSAE16 Type II SOC1, SOC2 (Security and Availability Only), and SOC3.

Spidergap has a global team of employees and contractors that may access and
process your Participant Data, including team members outside of the European
Economic Area. We have direct contracts and confidentiality agreements in place
with all employees and contractors to provide adequate protection for your data in



line with our Data Processing Agreement. These direct contracts and confidentiality
agreements include GDPR standard contractual clauses.

10. How Spidergap help you maintain and
audit compliance with data protection
regulations
Spidergap will support you in performing reviews, inspections and audits of how we
process your data where required by — and to the extent required by — data
protection legislation such as the General Data Protection Regulation (GPDR) and
the Data Protection Act 2018.

As Spidergap is a remote-company with employees based world-wide, it is not
possible to perform an onsite audit. We will provide reasonable access to systems,
documentation and other materials requested where they are needed to
demonstrate our compliance and do not compromise the data protection of other
customers. Where possible, we will demonstrate our compliance through industry-
accepted certification, such as ISO27001 certification for the security measures we
take.

To support this, you agree that:
a. You will discuss and agree with Spidergap on the reasonable start date, scope

and duration of the inspection and audit.
b. Spidergap may charge a fee for supporting the audit which Spidergap will

share in advance. This fee will be based on reasonable costs and is necessary
given Spidergap’s highly competitive pricing model and large number of
customers. The fee may be subsidized or waived entirely at Spidergap’s
discretion.

c. You will not share any information gathered from the review, inspection or
audit — which shall be considered as Confidential Information — unless the
information has been publicly shared by Spidergap.

d. You will not inspect or audit Spidergap more than once every 12 months
unless exceptional circumstances apply (such as a security breach, sector
wide issue or regulatory investigation).



e. You will not use a 3rd party auditor that, in Spidergap’s opinion, is not suitably
qualified or independent, a competitor of Spidergap, or in some other way
unsuitable. In these circumstances you can appoint a different auditor or
conduct the audit yourself.

Spidergap will assist you in performing a data protection impact assessment where
required to by data protection legislation such as the GDPR. This can typically be
achieved by reviewing this Data Processing Agreement, our Privacy Policy and
Security Statement.

Spidergap will notify you immediately if we become aware that you are asking us to
perform any activity that would infringe the GDPR or other data protection laws.

SIGNED ON BEHALF
OF: 
Spidergap

SIGNED ON BEHALF OF:
_____________________________________

Name: Alexis Kingsbury
Role: Director

Name: _________________________________
Role: ____________________________________
Date: _____________________
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