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Data Processing Agreement 
 
 
 
Standard Contractual Clauses 
 
For the purposes of Article 28(3) of Regulation 2016/679 (the GDPR)  
 
between 
 
Company name:  _________________________ 

VAT:  _________________________ 

Address:  _________________________ 

Zip + City:  _________________________ 

Country:   _________________________ 

 
(the data controller) 
 
and 
 
3manager A/S 
CVR 32199178 
Hasseris Bymidte 3, 2 sal 
9000 Aalborg 
Denmark 
 
(the data processor) 
 
each a ‘party’; together ‘the parties 
 
HAVE AGREED on the following Contractual Clauses (the Clauses) in order to meet the re-
quirements of the GDPR and to ensure the protection of the rights of the data subject. 
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2. Preamble 
 

1. These Contractual Clauses (the Clauses) set out the rights and obligations of the data 
controller and the data processor, when processing personal data on behalf of the 
data controller. 

 
2. The Clauses have been designed to ensure the parties’ compliance with Article 28(3) 

of Regulation 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal 
data and on the free movement of such data and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation). 

 
3. In the context of the provision of 3manager service the data processor will process 

personal data on behalf of the data controller in accordance with the Clauses. 
 

4. The Clauses shall take priority over any similar provisions contained in other agree-
ments between the parties. 

 
5. Four appendices are attached to the Clauses and form an integral part of the Clauses. 

 
6. Appendix A contains details about the processing of personal data, including the pur-

pose and nature of the processing, type of personal data, categories of data subject 
and duration of the processing. 

 
7. Appendix B contains the data controller’s conditions for the data processor’s use of 

sub-processors and a list of sub-processors authorised by the data controller. 
 

8. Appendix C contains the data controller’s instructions with regards to the processing 
of personal data, the minimum security measures to be implemented by the data pro-
cessor and how audits of the data processor and any sub-processors are to be per-
formed. 

 
9. Appendix D contains provisions for other activities which are not covered by the 

Clauses.  
 

10. The Clauses along with appendices shall be retained in writing, including electroni-
cally, by both parties. 

 
11. The Clauses shall not exempt the data processor from obligations to which the data 

processor is subject pursuant to the General Data Protection Regulation (the GDPR) 
or other legislation. 

3. The rights and obligations of the data controller 
 

1. The data controller is responsible for ensuring that the processing of personal data 
takes place in compliance with the GDPR (see Article 24 GDPR), the applicable EU 
or Member State1 data protection provisions and the Clauses. 

 
2. The data controller has the right and obligation to make decisions about the purposes 

and means of the processing of personal data. 
 

 
1 References to ”Member States” made throughout the Clauses shall be understood as references to “EEA Member States”. 
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3. The data controller shall be responsible, among other, for ensuring that the processing 
of personal data, which the data processor is instructed to perform, has a legal basis.  

4. The data processor acts according to instructions 
 

1. The data processor shall process personal data only on documented instructions from 
the data controller, unless required to do so by Union or Member State law to which 
the processor is subject. Such instructions shall be specified in appendices A and C. 
Subsequent instructions can also be given by the data controller throughout the du-
ration of the processing of personal data, but such instructions shall always be docu-
mented and kept in writing, including electronically, in connection with the Clauses.  

 
2. The data processor shall immediately inform the data controller if instructions given 

by the data controller, in the opinion of the data processor, contravene the GDPR or 
the applicable EU or Member State data protection provisions. 

 
 

5. Confidentiality 
 

1. The data processor shall only grant access to the personal data being processed on 
behalf of the data controller to persons under the data processor’s authority who have 
committed themselves to confidentiality or are under an appropriate statutory obliga-
tion of confidentiality and only on a need to know basis. The list of persons to whom 
access has been granted shall be kept under periodic review. On the basis of this 
review, such access to personal data can be withdrawn, if access is no longer neces-
sary, and personal data shall consequently not be accessible anymore to those per-
sons. 

 
2. The data processor shall at the request of the data controller demonstrate that the 

concerned persons under the data processor’s authority are subject to the abovemen-
tioned confidentiality. 

6. Security of processing  
 

1. Article 32 GDPR stipulates that, taking into account the state of the art, the costs of 
implementation and the nature, scope, context and purposes of processing as well as 
the risk of varying likelihood and severity for the rights and freedoms of natural per-
sons, the data controller and data processor shall implement appropriate technical 
and organisational measures to ensure a level of security appropriate to the risk. 

 
The data controller shall evaluate the risks to the rights and freedoms of natural per-
sons inherent in the processing and implement measures to mitigate those risks. De-
pending on their relevance, the measures may include the following: 
a. Pseudonymisation and encryption of personal data; 

 
b. the ability to ensure ongoing confidentiality, integrity, availability and resilience of 

processing systems and services; 
 
c. the ability to restore the availability and access to personal data in a timely man-

ner in the event of a physical or technical incident; 
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d. a process for regularly testing, assessing and evaluating the effectiveness of 

technical and organisational measures for ensuring the security of the pro-
cessing. 

 
2. According to Article 32 GDPR, the data processor shall also – independently from the 

data controller – evaluate the risks to the rights and freedoms of natural persons in-
herent in the processing and implement measures to mitigate those risks. To this ef-
fect, the data controller shall provide the data processor with all information necessary 
to identify and evaluate such risks. 

 
3. Furthermore, the data processor shall assist the data controller in ensuring compli-

ance with the data controller’s obligations pursuant to Articles 32 GDPR, by inter alia 
providing the data controller with information concerning the technical and organisa-
tional measures already implemented by the data processor pursuant to Article 32 
GDPR along with all other information necessary for the data controller to comply with 
the data controller’s obligation under Article 32 GDPR. 

 
If subsequently – in the assessment of the data controller – mitigation of the identified 
risks require further measures to be implemented by the data processor, than those 
already implemented by the data processor pursuant to Article 32 GDPR, the data 
controller shall specify these additional measures to be implemented in Appendix C. 

7. Use of sub-processors 
 

1. The data processor shall meet the requirements specified in Article 28(2) and (4) 
GDPR in order to engage another processor (a sub-processor). 

 
2. The data processor shall therefore not engage another processor (sub-processor) for 

the fulfilment of the Clauses without the prior specific written authorisation.  
 

3. The data processor shall engage sub-processors solely with the specific prior author-
isation of the data controller. The data processor shall submit the request for specific 
authorisation at least 90 days prior to the engagement of the concerned sub-proces-
sor. The list of sub-processors already authorised by the data controller can be found 
in Appendix B. 

 
4. Where the data processor engages a sub-processor for carrying out specific pro-

cessing activities on behalf of the data controller, the same data protection obligations 
as set out in the Clauses shall be imposed on that sub-processor by way of a contract 
or other legal act under EU or Member State law, in particular providing sufficient 
guarantees to implement appropriate technical and organisational measures in such 
a manner that the processing will meet the requirements of the Clauses and the 
GDPR. 

 
The data processor shall therefore be responsible for requiring that the sub-processor 
at least complies with the obligations to which the data processor is subject pursuant 
to the Clauses and the GDPR. 

 
5. A copy of such a sub-processor agreement and subsequent amendments shall – at 

the data controller’s request – be submitted to the data controller, thereby giving the 
data controller the opportunity to ensure that the same data protection obligations as 
set out in the Clauses are imposed on the sub-processor. Clauses on business related 
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issues that do not affect the legal data protection content of the sub-processor agree-
ment, shall not require submission to the data controller.   

 
6. The data processor shall agree a third-party beneficiary clause with the sub-processor 

where – in the event of bankruptcy of the data processor – the data controller shall be 
a third-party beneficiary to the sub-processor agreement and shall have the right to 
enforce the agreement against the sub-processor engaged by the data processor, 
e.g. enabling the data controller to instruct the sub-processor to delete or return the 
personal data. 

 
7. If the sub-processor does not fulfil his data protection obligations, the data processor 

shall remain fully liable to the data controller as regards the fulfilment of the obligations 
of the sub-processor. This does not affect the rights of the data subjects under the 
GDPR – in particular those foreseen in Articles 79 and 82 GDPR – against the data 
controller and the data processor, including the sub-processor. 

8. Transfer of data to third countries or international organisations 
 

1. Any transfer of personal data to third countries or international organisations by the 
data processor shall only occur on the basis of documented instructions from the data 
controller and shall always take place in compliance with Chapter V GDPR.  
 

2. In case transfers to third countries or international organisations, which the data pro-
cessor has not been instructed to perform by the data controller, is required under EU 
or Member State law to which the data processor is subject, the data processor shall 
inform the data controller of that legal requirement prior to processing unless that law 
prohibits such information on important grounds of public interest. 
 

3. Without documented instructions from the data controller, the data processor there-
fore cannot within the framework of the Clauses: 
 

a. transfer personal data to a data controller or a data processor in a third coun-
try or in an international organization 
 

b. transfer the processing of personal data to a sub-processor in a third country  
 

c. have the personal data processed in by the data processor in a third country 
 

4. The data controller’s instructions regarding the transfer of personal data to a third 
country including, if applicable, the transfer tool under Chapter V GDPR on which they 
are based, shall be set out in Appendix C.6. 
 

5. The Clauses shall not be confused with standard data protection clauses within the 
meaning of Article 46(2)(c) and (d) GDPR, and the Clauses cannot be relied upon by 
the parties as a transfer tool under Chapter V GDPR. 

9. Assistance to the data controller 
 

1. Taking into account the nature of the processing, the data processor shall assist the 
data controller by appropriate technical and organisational measures, insofar as this 
is possible, in the fulfilment of the data controller’s obligations to respond to requests 
for exercising the data subject’s rights laid down in Chapter III GDPR. 
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This entails that the data processor shall, insofar as this is possible, assist the data 
controller in the data controller’s compliance with: 
 

a. the right to be informed when collecting personal data from the data subject 
b. the right to be informed when personal data have not been obtained from the 

data subject 
c. the right of access by the data subject 
d. the right to rectification 
e. the right to erasure (‘the right to be forgotten’) 
f. the right to restriction of processing 
g. notification obligation regarding rectification or erasure of personal data or 

restriction of processing 
h. the right to data portability 
i. the right to object  
j. the right not to be subject to a decision based solely on automated pro-

cessing, including profiling 
 

2. In addition to the data processor’s obligation to assist the data controller pursuant to 
Clause 6.3., the data processor shall furthermore, taking into account the nature of 
the processing and the information available to the data processor, assist the data 
controller in ensuring compliance with: 
 

a. The data controller’s obligation to without undue delay and, where feasible, 
not later than 72 hours after having become aware of it, notify the personal 
data breach to the competent supervisory authority, Datatilsynet, unless the 
personal data breach is unlikely to result in a risk to the rights and freedoms 
of natural persons; 
 

b. the data controller’s obligation to without undue delay communicate the per-
sonal data breach to the data subject, when the personal data breach is likely 
to result in a high risk to the rights and freedoms of natural persons; 

 
c. the data controller’s obligation to carry out an assessment of the impact of 

the envisaged processing operations on the protection of personal data (a 
data protection impact assessment); 

 
d. the data controller’s obligation to consult the competent supervisory author-

ity, Datatilsynet, prior to processing where a data protection impact assess-
ment indicates that the processing would result in a high risk in the absence 
of measures taken by the data controller to mitigate the risk. 

 
3. The parties shall define in Appendix C the appropriate technical and organisational 

measures by which the data processor is required to assist the data controller as well 
as the scope and the extent of the assistance required. This applies to the obligations 
foreseen in Clause 9.1. and 9.2. 

10. Notification of personal data breach 
 

1. In case of any personal data breach, the data processor shall, without undue delay 
after having become aware of it, notify the data controller of the personal data breach. 
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2. The data processor’s notification to the data controller shall, if possible, take place 

within 12 hours after the data processor has become aware of the personal data 
breach to enable the data controller to comply with the data controller’s obligation to 
notify the personal data breach to the competent supervisory authority, cf. Article 33 
GDPR. 
 

3. In accordance with Clause 9(2)(a), the data processor shall assist the data controller 
in notifying the personal data breach to the competent supervisory authority, meaning 
that the data processor is required to assist in obtaining the information listed below 
which, pursuant to Article 33(3) GDPR, shall be stated in the data controller’s notifi-
cation to the competent supervisory authority:   
 

a. The nature of the personal data including where possible, the categories and 
approximate number of data subjects concerned and the categories and ap-
proximate number of personal data records concerned;  
 

b. the likely consequences of the personal data breach; 
 

c. the measures taken or proposed to be taken by the controller to address the 
personal data breach, including, where appropriate, measures to mitigate its 
possible adverse effects.  

 
4. The parties shall define in Appendix C all the elements to be provided by the data 

processor when assisting the data controller in the notification of a personal data 
breach to the competent supervisory authority. 

11. Erasure and return of data 
 

1. On termination of the provision of personal data processing services, the data pro-
cessor shall be under obligation to delete all personal data processed on behalf of the 
data controller and certify to the data controller that it has done so. 

 

12. Audit and inspection 
 

1. The data processor shall make available to the data controller all information neces-
sary to demonstrate compliance with the obligations laid down in Article 28 and the 
Clauses and allow for and contribute to audits, including inspections, conducted by 
the data controller or another auditor mandated by the data controller. 

 
2. Procedures applicable to the data controller’s audits, including inspections, of the data 

processor and sub-processors are specified in appendices C.7. and C.8.     
 

3. The data processor shall be required to provide the supervisory authorities, which 
pursuant to applicable legislation have access to the data controller’s and data pro-
cessor’s facilities, or representatives acting on behalf of such supervisory authorities, 
with access to the data processor’s physical facilities on presentation of appropriate 
identification.  

13. The parties’ agreement on other terms  
 

1. The parties may agree other clauses concerning the provision of the personal data 
processing service specifying e.g. liability, as long as they do not contradict directly 
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or indirectly the Clauses or prejudice the fundamental rights or freedoms of the data 
subject and the protection afforded by the GDPR. 

14. Commencement and termination 
 

1. The Clauses shall become effective on the date of both parties’ signature. 
 

2. Both parties shall be entitled to require the Clauses renegotiated if changes to the law 
or inexpediency of the Clauses should give rise to such renegotiation.  
 

3. The Clauses shall apply for the duration of the provision of personal data processing 
services. For the duration of the provision of personal data processing services, the 
Clauses cannot be terminated unless other Clauses governing the provision of per-
sonal data processing services have been agreed between the parties. 
 

4. If the provision of personal data processing services is terminated, and the personal 
data is deleted or returned to the data controller pursuant to Clause 11.1. and Appen-
dix C.4., the Clauses may be terminated by written notice by either party. 
 

5. Signature 
 
On behalf of the data controller 
 
Name  __________________________ 
 
Position __________________________  
 
Date  __________________________ 
  
 
 
Signature ___________________________ 
 
 
 
On behalf of the data processor 
 
Name  Henrik Lundsholm 
Position CEO 
Date  25 feb 2022 
 
 
Signature __________________________ 
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15. Data controller and data processor contacts/contact points 
 

1. The parties may contact each other using the following contacts/contact points: 
 

2. The parties shall be under obligation continuously to inform each other of changes to 
contacts/contact points. 
 
Name  ___________________ 
 
Position ___________________ 
 
Telephone ___________________ 
 
E-mail  ___________________ 
 
 
 
Name  Henrik Lundsholm 
Position CEO 
Telephone +45 88 44 88 64 
E-mail  gdpr@3manager.com 
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Appendix A Information about the processing  
 
 
A.1. The purpose of the data processor’s processing of personal data on behalf of the 
data controller is: 
 
To have the ability to create a personal login to 3manager software and access printer related 
data for printer management purposes as well as sending supplies and technical support to 
the correct addresses. 
 
A.2. The data processor’s processing of personal data on behalf of the data controller 
shall mainly pertain to (the nature of the processing): 
 
To manage access to the software as well as receive relevant reports for printer management.  
 
A.3. The processing includes the following types of personal data about data subjects: 
 

1. Business e-mail 
2. Username 
3. Business telephone number 
4. Business delivery address (for supplies and technical service deliveries) 

 
There will not be collected any other personal data that e-mails and usernames. Rest of the 
data is retrieved from printers or added contracts to the software for cost tracking and are not 
personal data. 
 
 
A.4. Processing includes the following categories of data subject: 
 

1. Users from customers with access to 3manager 
2. Users from 3manager partners with access to 3manager 
3. 3manager support staff 
4. Company information (name, address, telephone, vat, contact person) 

 
A.5. The data processor’s processing of personal data on behalf of the data controller 
may be performed when the Clauses commence. Processing has the following duration: 
 
Processing is done on an hourly basis and if there are any supplies alerts or technical errors 
an email will be sent to the client with information about the problem, where its located. Pro-
cessing can vary from hourly to monthly depending on chosen report scheduling. The pro-
cessing will stop when the contract ends or if a person is deleted in the system. 
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Appendix B Authorised sub-processors  
 
B.1. Approved sub-processors 
On commencement of the Clauses, the data controller authorises the engagement of the fol-
lowing sub-processors: 
 

NAME CVR ADDRESS DESCRIPTION OF 
PROCESSING 

Amazon Web Ser-
vices, Dansk filial af 
Amazon Web Ser-
vices EMEA SARL, 
Luxembourg  
 

39009323  
 

Lyskær 3C, 1. tv, 
2730 Herlev  
 

Processing of report 
and login access 
control. The pro-
cessing location is 
Ireland, South Dub-
lin, Greenhills Road, 
Tymon North, Dub-
lin) at Amazon. 
(AWS). 

    

    

    

 
The data controller shall on the commencement of the Clauses authorise the use of the above-
mentioned sub-processors for the processing described for that party. The data processor 
shall not be entitled – without the data controller’s explicit written authorisation – to engage a 
sub-processor for a ‘different’ processing than the one which has been agreed upon or have 
another sub-processor perform the described processing. 

 
B.2. Prior notice for the authorisation of sub-processors 
 
The time period for prior notice of new data processers is 90 days. 
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Appendix C Instruction pertaining to the use of personal data  

 
C.1. The subject of/instruction for the processing 
 
The data processor’s processing of personal data on behalf of the data controller shall be 
carried out by the data processor performing the following: 
 
3manager is using a hosted environment delivered by AWS. Here e-mails and usernames are 
process during login and report scheduling. AWS is delivering the hardware on which 3man-
ager is running. All processing is done only by 3manager support on servers hosted by AWS. 
 
C.2. Security of processing 
The level of security shall take into account: 
 
All data is encrypted with a 256bit encryption between data collectors and 3manager as well 
any online sessions between the logged in user and 3manager.  
 
No data is sent in an unencrypted state and passwords are hashed online and not possible to 
view. 
 
Besides the username and email, no personal data is being collected nor processed so its 
limited to a minimum of data related to actual people.  
 
3manager is a cloud service meaning all data is stored the same place and you can only 
access it with a valid e-mail and password. For remote workers it means that no data is down-
loaded to their local computers and administrators can provide read only access as well re-
move any access to overviews revealing other user names as well e-mail addresses.  
 
The user logging is minimized to only track number of logins and latest login. This is tracked 
to monitor inactivity periods.  
 
 
The hosting facility offers the following security: 
 
 
Certifications: 

• ISO 27001 Certified 

• ISO 9001 and BS7799 Compliant 

• SSAE16 Certified 

• PCI Level 1 Service Provider Certified 

• Tier III Standards Compliant 
 
Environment: 

• Close control units (CCUs) provide conditioned air to technical space 

• Diverse chilled water distribution pipe work (ring main type) throughout facility 

• Dry risers to all floors 

• Gas suppression system using centrally stored Inergen 

• Humidity range of 50% (+/- 10%) in technical areas 

• Minimum N+1 resilience on chilled water cooling system 
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• Temperature in technical space maintained at 22°C (+/- 2°C) 

• Up to 25 air cooled chillers installed, supplying 1.4MW of cooling per chiller 

• VESDA smoke detection system 
 
 
Security: 

• 24x7x365 security staff, strictly enforced security procedures 

• Dedicated 24x7x365 facilities management team 

• Mantrap at entryway 

• Multiple CCTV cameras (interior and exterior) 

• Secure managed delivery and loading area 

• Three-factor security access 

 

Power: 

• MW of power per floor plate 

• Diverse A&B supply, distributed via 11kV ring main units 

• Mains power supplied via 2 x 132kV incomers 

• Minimum N+1 redundancy on power supply 

• Onsite diesel tanks (4 x 119,000 litres) support 50 hours at full capacity with 8 hour, 

24x7x365 fuel delivery callout contract in place 

• Power/cooling systems supported by up to 33 no-break Rotary Diesel UPS sets 
 
Network: 

• Datapipe network features redundant fiber sources and redundant aggregate switches and 

core routers 

• Direct BGP peering with five Tier 1 providers; BTN, Interoute, Level 3, Tiscali, and T-Systems 

 
 

C.3. Assistance to the data controller 
 
The data processor shall insofar as this is possible – within the scope and the extent of the 
assistance specified below – assist the data controller in accordance with Clause 9.1. and 9.2. 
by implementing the following technical and organisational measures: 
 

1. Ability to delete an account and all its users and configured reports 
2. Ability to download any 3manager data instantly directly from 3manager 
3. Ability to manually delete a user 
4. Ability to change user rights to remove eventually views of non relevance in order to 

support data minimization. 
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C.4. Storage period/erasure procedures  
 
Personal data is stored until manually deleted after which the personal data is automatically 
erased by the data processor.  
 
Upon termination of the provision of personal data processing services, the data processor 
shall either delete or return the personal data in accordance with Clause 11.1., unless the data 
controller – after the signature of the contract – has modified the data controller’s original 
choice. Such modification shall be documented and kept in writing, including electronically, in 
connection with the Clauses.” 

 
C.5. Processing location 
 
Processing of the personal data under the Clauses cannot be performed at other locations 
than the following without the data controller’s prior written authorisation: 
 
All processing of 3manager is done in Europe (Ireland, South Dublin, Greenhilss Road, Ty-
mon North, Dublin) at Amazon. (AWS).  

 
C.6. Instruction on the transfer of personal data to third countries  
 
3manager does not transfer any data to any third country. 
 

 
C.7. Procedures for the data controller’s audits, including inspections, of the pro-
cessing of personal data being performed by the data processor 
 
The data controller or the data controller’s representative can upon request perform a physi-
cal inspection of the places, where the processing of personal data is carried out by the data 
processor, including physical facilities as well as systems used for and related to the pro-
cessing to ascertain the data processor’s compliance with the GDPR, the applicable EU or 
Member State data protection provisions and the Clauses.  
  
In addition to the planned inspection, the data controller may perform an inspection of the 
data processor when the data controller deems it required. 
  
  
The data controller’s costs, if applicable, relating to physical inspection shall be defrayed by 
the data controller. The data processor shall, however, be under obligation to set aside the 
resources (mainly time) required for the data controller to be able to perform the inspection. 
 
The data controller could also use an audit questionnaire in writing in relation to the audit of 
the data processor. 
 
 
C.8. Procedures for audits, including inspections, of the processing of personal data 
being performed by sub-processors 
 
AWS Certifications and Audits.   
 
AWS ISO-Certification and SOC Reports.  
 
In addition to the information contained in this DPA, upon Customer’s request, and provided 
that the parties have an applicable NDA in place, AWS will make available the following doc-
uments and information:  
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1. the certificates issued for the ISO 27001 certification, the ISO 27017 certification, the ISO 
27018 certification, and the ISO 27701 certification (or the certifications or other documentation 
evidencing compliance with such alternative standards as are substantially equivalent to ISO 
27001, ISO 27017, ISO 27018, and ISO 27701); and   
 
2. the System and Organization Controls (SOC) 1 Report, the System and Organization Con-
trols (SOC) 2 Report and the System and Organization Controls (SOC) 3 Report (or the reports 
or other documentation describing the controls implemented by AWS that replace or are sub-
stantially equivalent to the SOC 1, SOC 2 and SOC 3).  
 
AWS Audits.  
 
AWS uses external auditors to verify the adequacy of its security measures, including the se-
curity of the physical data centers from which AWS provides the Services. This audit: (a) will 
be performed at least annually; (b) will be performed according to ISO 27001 standards or 
such other alternative standards that are substantially equivalent to ISO 27001; (c) will be 
performed by independent third party security professionals at AWS’s selection and expense; 
and (d) will result in the generation of an audit report (“Report”), which will be AWS’s Confi-
dential Information.   
 
Audit Reports. 
 
At Customer’s written request, and provided that the parties have an applicable NDA in place, 
AWS will provide Customer with a copy of the Report so that Customer can reasonably verify 
AWS’s compliance with its obligations under this DPA.   
 
Privacy Impact Assessment and Prior Consultation.  
 
Taking into account the nature of the processing and the information available to AWS, AWS 
will assist Customer in complying with Customer’s obligations in respect of data protection 
impact assessments and prior consultation, by providing the information AWS makes available 
under this Section. 
   
Customer Audits.  
 
Customer chooses to conduct any audit, including any inspection, it has the right to request or 
mandate on its own behalf, and on behalf of its controllers when Customer is acting as a pro-
cessor, under the GDPR or the Standard Contractual Clauses, by instructing AWS to carry out 
the audit described in Section 10. If Customer wishes to change this instruction regarding the 
audit, then Customer has the right to request a change to this instruction by sending AWS 
written notice as provided for in the Agreement. If AWS declines to follow any instruction re-
quested by Customer regarding audits, including inspections, Customer is entitled to terminate 
the Agreement in accordance with its terms.   
 

Appendix D The parties’ terms of agreement on other subjects 


