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Abstract— Vehicular Adhoc network (VANET) is a new form 
of Mobile Adhoc Network (MANET). It integrates mobile 
connectivity protocols to expedite data transfer between 
vehicles as well as between roadside equipment and available 
traffic in network. In VANET, Wireless device sends 
information to nearby vehicles, and messages can be transmit 
from one vehicle to another vehicle. Therefore, using VANET 
can increase safety and traffic optimization. Similar to other 
technology, in VANET there are some important and 
noticeable issues. One of the most important of them is 
Security. Since the network is open and accessible from 
everywhere in the VANET radio range, it is expected to be an 
easy target for malicious users. In this paper, I try to discuss 
security issues as one of the most important problems in 
Vehicular Adhoc network. 
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I. INTRODUCTION 
VANETs are new type of networks which are expected 

to support a large spectrum of mobile distributed applications 
that performed in vehicles. One of the most considerable 
services in VANET on the roads is that it can give drivers 
safety in driving. VANET can transmit useful information 
about road and traffic conditions as well as other noticeable 
information for people who drive in the range of the typical 
road. For example, if a car encounters a dangerous situation, 
then it can communicate with other cars and warn those cars 
which have not arrived at that place yet using Vehicle to 
Vehicle (V2V) communication. This information may also 
be sent to or from fixed roadside base units using vehicle to 
roadside communication (V2R). But VANET does not have 
any specific protocol at all and all Adhoc protocols are 
usable in VANETs. Unfortunately, most of Adhoc protocols 
do not propose special security mechanisms due to the nature 
of Adhoc which is focused on reducing the consumption of 
energy and resource. However, it is critical for VANET to 
meet robust security policy to ensure users about issues that 
can make them worry. To guard against misuse activities, the 
overall organization for VANET security architecture must 
be carefully designed especially when it is a worldwide 
implemented VANET. 

 
Clearly, VANET is applicable for the commonwealth 

more than Adhoc and maybe we can call VANET the Adhoc 
network that has been organized for all type of people. 
Therefore, VANETs have several benefits that cause it to be 

one of the most attractive types of mobile technology. On the 
other hand, there are also some weak points in VANET. 
Some of them are inherited from the nature of Adhoc which 
is the base technology of VANET. Some of the most 
important benefits of Adhoc are mentioned below: 

1- Warning drivers about road conditions such as 
accidents or bad weather. 

2- Helping drivers to find the best available route to 
their destination. 

3- Enabling drivers to connect to internet while 
traveling within their cars. 

4- Enabling cars to establish communication between 
themselves by using capabilities of VANET provider 
infrastructure [1]. 

5- If a car encounters problems, its driver can gain 
help using VANET-based network. 

6- Vehicular networks over the Adhoc do not have 
critical situation in consuming computational and power 
resources, related to which are complicated issues in 
traditional Adhoc networks. 

7- Unlike Adhoc, in VANET there is the ability to use 
static infrastructure such as roadside base stations. 

II. VANET BASIC RISKS 
Unfortunately, there is some bad news about VANET. In 

VANET, there are some problematic issues most of which 
are flied around security issues such as data integrity, 
privacy, and confidentiality. Moreover, there are some issues 
which can influence the efficiency of VANET such as 
unpredictable temporary situations (e.g. creating traffic jam 
because of an accident). 

The security of VANETs is one of the most critical issues 
because their information transmission is propagated in open 
access environments. It is necessary that all transmitted data 
cannot be injected or changed by users who have malicious 
goals. Moreover, the system must be able to detect the 
obligation of drivers while still maintaining their privacy.  

These problems in VANET are difficult to solve because 
of the network size, the speed of the vehicles, their relative 
geographic positions, and the randomness of the connectivity 
between them [2, 3]. As mentioned in [4], there is a 
classification of three major groups of behavior of attackers: 

• Insider versus outsider 
• malicious versus rational 
• active versus passive 

 

In addition of these groups, similar to other types of 
networks, there are three important parameters in VANET 
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which all new proposed security schemes must be met them: 
Authentication, Availability, and Confidentiality. 

III. SECURITY IN VANET PROTOCOLS 
In terms of security implementation, there are several 

layers which are used in proposed protocols to deploy 
security policies but one of the most often-used levels is 
layer three for implementation security [5]. There are several 
methods to assure security in the network world which are 
also applicable in wireless networks. An overview of 802.11 
protocol’s Media Access Control layer and the location of 
security sub-layer are illustrated in Figure 1. Thus, most of 
protocol implementers prefer using cryptography schemes 
such as public key. In addition, there are other standard 
solutions for meeting security patterns as IPsec for ensuring 
other aspects of security. 

 

 
Figure 1. Security in 802.11 MAC layer [6] 

A. AODV in VANET 
One of the most popular Adhoc protocols which are used 

in VANET is AODV. Unfortunately, AODV do not define 
special security mechanisms. This problem existed in Adhoc 
previously and this lack of efficiency in security migrates to 
VANET and it can give a good situation to attackers to 
perform attacks easily. The bad news is that there are only a 
few proposed solutions to solve this problem because AODV 
is not a source-based routing protocol and such solutions 
would introduce a tremendous overhead [2]. In addition, 
implementation of some of these methods which have good 
security capabilities is difficult or expensive. 

Several researchers tried to improve security weakness in 
AODV, such as SAODV [7] which is focused on security or 
other methods which try to improve AODV which can help 
improving security too such as [8] that introduced PRAODV 
and PRAODVM. These two methods improved AODV-
based protocols for predicting route life time.  

IV. PRIVACY 
During a long-distance trip at high speed, a VANET user 

could transit between multiple APs belonging to domains 
owned by different authorities including various service 
providers. This poses challenges on privacy and network 
performance to the current public wireless networks access 
protocols [9]. Absolutely, all drivers want their personal 
information to be kept away from unauthorized observers. 
This information may be either simple such as trip path, 

speed or more important such as the driver’s identity. There 
are solutions for ensuring such privacy. For example, the 
privacy could be achieved by using temporary keys. These 
keys will be changed frequently as each key could be used 
just for one time and expires after usage [2, 10]. 

V. THREATS  
Attacks in the network world also exist in VANET. They 

are of widespread and different categories which can be 
classified in three major groups [2]: 

1. Those that pose a threat to availability 
2. Those that pose a threat to authentication  
3. Those that pose a threat to driver confidentiality.   

 

A. Threats to Availability  
 The following threats are against the availability of V2V 

and V2R communication (including routing functionality) 
have been identified in [2, 11]. Several attacks are available 
in this category and have been summarized in Table I.  

TABLE I.  THREATS TO AVAILABILITY 

 
1)  Black Hole Attack 
The black hole attack is one of the security attacks that 

occur in MANETs which can occur in VANETs as well. A 
black hole is formed when nodes refuse to participate in the 
network or when an established node drops out. In this type 
of attacks, all network traffics are redirected to a specific 
node, which does not exist at all that cause those data to be 
lost [12]. There are two proposed possible solutions for this 
problem in MANETs. The protocol finds more than one 
route to the destination. It is clear that this solution may 
impose overload to network. In addition, this solution may 
be useful in MANETs but for VANETs which has several 
mobile nodes, finding additional node increases unwanted 
parameters such as delay or cost of service. The second 
solution is to exploit the packet sequence number included in 
any packet header [13].  

Researches show that compared to the original AODV 
routing scheme, the second solution can verify 75% to 98% 
of the route to the destination depending on the pause times 
at a minimum cost of the delay in the networks [13]. 

2) Malware 
Malware attacks, such as viruses in VANETs, have the 

potential to cause serious disruption to its normal operation. 
Malware attacks are more likely to be carried out by a 
malicious insider rather than an outsider. Malware attacks 
may be introduced into the network when the cars’ VANET 
units and roadside station receive software updates.  
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Black Hole Attack 
Malware 
Broadcast Tampering 
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Denial of Service    Jamming the Channel 
                                DDoS    

339



3) Broadcast Tampering 
A valid insider with malicious goals injects false safety 

messages into the network to cause serious problems such as 
causing an accident by suppressing traffic warnings [14]. 

4) Spamming 
The presence of spam messages on VANETs elevates the 

risk of increased transmission latency. The lack of 
centralized administration causes serious problems in 
VANET.   

5) Greedy Drivers 
Generally, most of the drivers in the road are honest and 

will follow all the rules and regulations but there can be 
greedy drivers as well who will try to attack for their own 
benefit. These drivers in hotspots can cause overload 
problem for road-side station or for other drivers’ VANET 
tools. This happens because the prediction of condition made 
by VANET turns out to be wrong and therefore the 
legitimate users encounter delayed service. If the number of 
these greedy drivers grows, the legitimate users encounter 
slow downed service. 

6) Denial of Service  
Because of the nature of open medium which is used in 

VANET and lack of security in Adhoc protocols, VANET is 
vulnerable to several attacks. Attackers, by using these 
vulnerabilities, can reduce performance of the network and 
cause serious problems for legitimate users to use VANET-
based service. Unfortunately, most of the threats are 
migrated from traditional Adhoc networks to VANET. One 
of the most important of these threats is Denial of Service 
(DoS) attacks. There are three types of DoS attacks which 
have a destructive role in VANET that are mentioned below 
[15]: 

• Prostrate by consuming the Node Resources: The 
goal of the attacker is to overwhelm the node resources 
such that the nodes cannot perform other important and 
necessary tasks. The node becomes continuously busy 
and utilizes all the resources to verify the messages.  
• Jamming the Channel: This is a high level of DoS 
attack in which the attacker jams the channel, thus not 
allowing other users to access the network. 
• Distributed Denial of Services (DDoS): These 
attacks are more severe in the vehicular environment 
because the mechanism of the attack is in distributed 
manner where the impact is dispersed in the network. 

VI. THREATS TO AUTHENTICATION  
 Providing authenticity in VANET involves protecting 

legitimate users from attackers permeating into the network 
by using a false identity, identifying attacks that suppress, 
fabricate, alter or replay legitimate messages, revealing 
spoofed GPS signals, and impede the introduction of 
misinformation into the vehicular network [1]. These groups 
of attacks are summarized in Table II.  

 
 
 
 

TABLE II.  THREATS TO AVAILABILITY 

A. Masquerading 
The attacker actively pretends to be another vehicle by 

using false identities and can be motivated by malicious or 
rational objectives. Message fabrication, alteration, and 
replay can also be used towards masquerading [16]. For 
example, assume an attacker tries to act as an emergency 
vehicle to defraud other vehicles to slow down and yield. 

B. Replay Attack 
This attack happens when an attacker replays the 

transmission of earlier information to take advantage of the 
situation of the message at time of sending [17]. 

C. Global Positioning System (GPS) Spoofing 
The GPS satellite maintains a location table with the 

geographic location and identity of all vehicles on the 
network. An attacker can fool vehicles into thinking that they 
are in a different location by producing false readings in the 
GPS positioning system devices. This is possible through the 
use of a GPS satellite simulator to generate signals that are 
stronger than those generated by the genuine satellite [1].  

D. Tunneling 
The attacker connects two distant parts of the Adhoc 

network using an extra communication channel as a tunnel. 
As a result, two distant nodes assume they are neighbors and 
send data using the tunnel [18]. The attacker has the 
possibility of conducting a traffic analysis or selective 
forwarding attack.  

E. Sybil Attack 
In this attack type, a node sends multiple messages to 

other nodes and each message contains a different fabricated 
source identity in such a way that the originator is not 
known. The basic goals of the attacker are to provide an 
illusion to other nodes by sending wrong messages and to 
enforce other nodes on the road to leave the road for the 
benefits of the attacker [19].  

F. Message Tampering 
Any node acting as a relay can disrupt communications 

of other nodes. It can drop or corrupt messages, or 
meaningfully modify messages [20]. In this way, the 
reception of valuable or even critical traffic notifications or 
safety messages can be manipulated [2].  

G. ID Disclosure 
This attack discloses the identity of other nodes in the 

network and tracks the current location of the target node. A 
global observer monitors the target node and sends a ‘virus’ 
to the neighbors of the target node. When the neighbors are 
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attacked by the virus, they take the ID of the target node as 
well as the target’s current location. Rental car companies 
are using this technique to track their cars [21]. 

VII. THREATS TO CONFIDENTIALITY  
Because VANET mobility is higher than MANET, 

routing with capability of ensuring security in VANET is 
more problematic than Adhoc. Confidentiality of messages 
exchanged between the nodes of a vehicular network are 
particularly vulnerable with techniques such as the unlawful 
collection of messages through eavesdropping and the 
gathering of location information available through the 
transmission of broadcast messages. In case of 
eavesdropping, the attacker can collect information about 
existing users without their permission and use the 
information at a time when the user is unaware of the 
collection. Location privacy and anonymity are important 
issues for vehicle users [2].  

VIII. OTHER VANET ISSUES 
In the near future, a VANET can propagate worldwide 

and it would have millions of nodes. Such worldwide 
propagated networks are highly distributed. This network, 
with its huge size, plays a critical role in communication 
because all types of people use it to achieve daily routine 
required service. A small error in these can cause great 
disaster in roads specially. Imagine an attacker take control 
over a worldwide VANET-based network then he will be 
able to break it and cause chaos in all roads. In addition, 
privacy of all drivers who drive in accessible range of this 
network has risk of being stolen and abused.  

Generally, there are two types of controlling method in 
the VANET: Centralized and Distributed. Centralized 
VANET control does not have significant efficiency because 
it is the single point of failure. Against this approach 
centralized method, distributed controlling has better fault 
tolerant performance but distributed method and 
management in it also has its own problems and concerns.  

One of most important challenges of implementing every 
new technology is cost. Similar to other technologies, great 
concern in implementation of high performance VANET is 
the cost of it. Therefore, how VANET controlling and 
implementing have effects on how security policies perform, 
is a matter of great concern. 

IX. CONCLUSION  
 The VANET is a combination of computing, 

communications which introduces the benefits of using 
several kinds of its technology. Moreover, VANET is a new 
technology and has considerable vulnerabilities certainly 
which give great chances to attackers to break it. These 
malicious users always try to challenge the networks with 
their selfish behavior. Adhoc protocols play the main role in 
VANET but they have size limits and are always smaller 
than the VANETs. The size of VANETs and their 
characteristics inherited from Adhoc make difficulties in 
implementing security capabilities and policies.  

All issues which exist in VANET and mentioned in this 
paper may have solutions. However, there are two major 
issues which should be considered. Firstly, there is difficulty 
of implementation and secondly, there is a probability of 
lacking economic justification for the company which 
provides VANET-based service. For example, although for 
DoS attacks which have well-known solutions and it is 
increasing the amount of resources, it is a costly solution. In 
addition, there are many cases where those solutions are 
difficult or impossible to implement.  

Eventually, there is an unwritten law which says, “No 
security solution fits all application requirements”. In 
VANET, this law is correct, too. The implementer must 
think about it and find the best solution for his VANET 
security. 
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