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WORKING FROM HOME DURING THE CORONAVIRUS PANDEMIC 
GUIDELINES FOR SAFETY 

 

General Guidelines: 

1. When at all possible, work in a separate location away from other household members.  No one 
should be able to look over your shoulder or read your computer or documents without your 
awareness and the ability to stop them from doing so. 
 

2. When at all possible, an agency owned/issued laptop should be used. Remote Desktop is the 
preferred method of connection to the agency network and should be used by all those staff who 
have a work location desktop. Remote Desktop allows either a work laptop or a personally owned 
computer to direct connect to your computer located in the office and have access to your work 
location desktop. 
 

3. VPN connection is allowed for those staff whose only ‘desktop’ is a work issued laptop. 
 

4. Whenever possible, ensure that you use work equipment, not personal equipment, for all 
documents containing protected health (PHI) or personally identifiable information (PII).  If you are 
using a personally owned computer and Remote Access to connect to your work location desktop 
then it is acceptable to work on PHI/PII on a personally owned computer.   
 

5. You must never save any PHI or PII on a personally owned device. All PHI/PII must be saved to the 
network or an agency issued encrypted Iron Key.  
 

6. If you are permitted to use any personal equipment then per agency policy ensure:  
a. you have signed the Bring Your Own Device (BYOD) attestation 
b. your equipment and software are up to date with the latest patches and updates 

 
7. Follow all security requirements that you normally would at the office. This includes locking your 

computer screen when you step away for the computer even for a few moments. This is especially 
important in the home environment to prevent the inadvertent compromise, and potential breach, 
of confidential client data.  To lock your screen you may either:  

a. Hold down the windows key  and the ‘L’ key or  
b. Select the <Control> <Alt> <Delete> keys at the same time and select ‘Lock’ from the menu 

which appears. 
 

8. Be cautious when using an at home printer to print, scan, or copy any documents containing PHI/PII, 
and only do so when absolutely necessary.  Make sure not to leave any documents on the printer 
and immediately file in a secure location.  
 

9. Put away and secure all agency equipment/content/papers at the end of your work day.   
 

10. Do not allow household members or anyone else to use your work devices or to access your work 
content.  Explain to household members that they are not permitted to do so in order to ensure 
compliance with privacy and security regulations.  
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11. If you are sharing a personally owned computer with other family members and using Remote 
Desktop to do your work you must ensure that you have logged out or disconnected from Remote 
Desktop before another family member uses the computer. 

12. There are a number of COVID related scams by nefarious individuals. Remember to be extra 
cautious about emails, websites, even phone calls and text messages. Individuals are trying to obtain 
both information and money under the guise of COVID purposes such as: COVID research, 
treatment, help for the unemployed, etc.)   

a. Be sure to double check all links to ensure they are legitimate and do not have an extra 
space or a different, but similar looking character substituted (for example: a zero (0) 
instead of an ‘o’.   

b. If you receive a questionable communication then contact the sender directly using your 
own contact information for that person not the contact info (email, phone number, link, 
etc.) that may have been provided in the communication.   

c. See this link for OIT articles related to coronavirus:  https://archoit.org/tag/covid-19/  
 

Conference or Telehealth Calls with Clients or Other Staff: 

1. Ensure you are in a private location in your home where others cannot overhear you. 
 

2. Be cognizant of your background and what personal information may be displayed. Take 
appropriate steps to protect your privacy. 
 

3. Suggest to the client that they should also be in a private area of their home where they cannot be 
overheard if they desire to maintain privacy.  
 

4. The use of telehealth with clients should first be approved by management and then vetted by the 
Corporate Compliance Officer/OIT.  The OCR issued guidance on the use of telehealth during the 
coronavirus state of emergency must be followed:  https://www.hhs.gov/hipaa/for-
professionals/special-topics/emergency-preparedness/notification-enforcement-discretion-
telehealth/index.html 
 

5. As per the guidance referenced above it is essential that any application used must NOT be “public 
facing”. This includes applications such as: Facebook Live, Twitch, TikTok and other similar 
applications.  Acceptable applications may include: Apple FaceTime, Facebook Messenger video 
chat, Google Hangouts video, Zoom, or Skype.  OIT fully supports Skype for Business. 
 

6. Ensure any online video application that you are using to make direct contact with any clients, or 
other professional where you are sharing client data, is encrypted and is not public facing.  
 

7. If offering a video call with a client, inform him or her that “third-party applications may potentially 
introduce privacy risks” as the Office for Civil Rights (OCR) has recommended. 
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