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Abstract—The massive increase and assimilation of Internet
of Things (IoT) devices and services imposes new challenges in
sensing, communication, and reliable storage of data generated
by the IoT. We focus on scenarios where the IoT devices may
lose connectivity for long periods of time and can only rely
on other IoT devices to store data reliably. This constitutes
a problem of distributed storage where lost devices cannot
be replaced by others in the network due to the fact that
there are no additional devices arriving to the system and that
each device has a limited storage capability. Thus, state-of-the-
art approaches for distributed storage in data centers are not
applicable. We show that optimal policies for data repair, in terms
of bandwidth and storage usage, for this novel scenario can be
implemented efficiently in real-devices using network coding. We
provide a translation from the theoretical results in [1] into an
implementation using Raspberry Pi devices.

I. INTRODUCTION

The Internet of Things (IoT) is expected to produce an
increase in the number and type of connected devices as
well as a large number of new applications. Many IoT-based
applications, such as, environmental monitoring in Greenland,
biotic studies in the Artic, and underwater sensor networks,
face a challenge to sense data [2]. This is due to the fact
that IoT devices do not have constant real-time connectivity
to transmit the sensor data to the final data sink, as in Fig. 1.
Therefore, the sensor nodes have to store the collected sensor
data locally, as in Fig. 1(a), before they are able to send it to the
data sink. Distributed IoT storage is an efficient way to achieve
this considering that IoT devices are resource-limited and
prone to failures [3] as well as inaccessible for long periods of
time [4]. In order to address this challenge, recent results in [5],
[6] have considered distributed IoT storage solutions using
network coding [7] in order to reduce storage requirements in
the IoT devices and bandwidth costs for the system as a whole.
Recent work provided a theoretical framework to study this
problem [1] and derived optimal policies to deliver reliable and
distributed IoT data storage without the need to add devices
to the network [1].

In this demonstration, we present a practical implementation
of the theoretical results in [1] for solving the problem of
efficient data repair and storage using IoT devices, particularly
in the scenario where no additional IoT nodes can enter the
network after losses occur, as in Fig. 1 (b). Our demonstration
achieves the optimal results predicted by the theoretical work
by using a combination of random linear network coding
(RLNC) [8], judicious control of the number of transmitted

Fig. 1: Local distributed storage of IoT data using IoT devices.
(a) Devices collect data and share with other local devices
for reliability. (b) In case of a loss, additional redundancy of
the data is generated using network coding to maintain a low
storage and bandwidth use in the IoT network. Reliability is
achieved using devices remaining in the network. (c) When
connectivity is available, data can be retrieved.

fragments after every loss of a node, and more traditional
techniques for discovery of sensor devices, detection of node
losses (heart beat monitoring), and lead selection. Although
the problem of data repair in IoT devices has been considered
in our recent work from a theoretical stand-point [1], [5],
this is the first implementation to achieve optimal bandwidth
performance over multiple repair processes, i.e., considering a
holistic view of data repair compared.

II. TECHNOLOGY

The core technology behind our optimal policies and demon-
stration is network coding. Network coding for distributed data
storage can provide solutions to store for long periods of time
with minimal use of storage and/or bandwidth [9]. Although
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the early work identified optimal trade-offs between storage
and bandwidth repair costs, i.e., the amount of network traffic
required to regenerate lost data in a new node in the system,
the assumption that a new node is available in IoT systems
deployed in harsh environments is not typically valid. Our
focus is on transferring optimal techniques into a practical
implementation for maitaining reliability when only a fixed
number of nodes are available for storing the data reliably. As
more nodes are lost, less nodes are available in the system.

III. DEMONSTRATION SETUP AND DESCRIPTION

The demo comprises of one data source/sink (Dell XPS 13
with Ubuntu 18.0.4) and ten network nodes (Raspberry Pi 3
Model B, each with an Elecrow 5 Inch Touch Screen) as well
as an WiFi access point, as shown in Fig. 2. Each of the nodes
has a graphical interface, which displays (a) the nodes IP-
address, (b) the state in which the node is currently in, e.g.,
repairing the loss of a node, discovering neighbors, selecting
a leader for coordinating repairs, and (c) the number of data
fragments that are stored in the specific node at any given time
in the storage process.

The data source/sink also have a graphical interface which
is used as control panel to run the different steps of the
demonstration. The demonstration is structured in three phases.
The first is an initialization phase, where the nodes will
elect one lead node among each other and start a heartbeat
process to detect the loss of a node. During this phase, the
graphical interface on the nodes shows the lead node by
displaying a small indicator on the appropriate node. After
this setup process, a file, e.g., an image, will be chosen by
the user to be striped and distributed among the nodes in the
network. The nodes have now stored their initial data. This
can simulate data generated by each node in a real setting.
To prepare for a loss of one node, each of the nodes runs the
preparation phase [1] by encoding their data using RLNC and
sending the RLNC coded fragments to all other nodes. After
completing the exchange of coded fragments, the system has
enough redundancy to compensate for any single node loss.
The completion of fragment exchange marks the end of the
first phase.

In the second phase, the system is prepared for device losses.
We force the loss of devices by remotely rebooting, powering
off or physically disconnecting nodes. We force one loss at
a time. The system detects the loss of a device during the
heartbeat process which takes approximately 30 s to detect
a loss. After detection of the loss, the lead node triggers a
repair phase [1] in order to generate additional redundancy in
the system to protect the data against the next device loss. This
repair process consists of recoding the data available at each of
the nodes and generating a specific number of coded fragments
to be transmitted to each node. The specific amount of data
to be transmitted is calculated using the optimal information
flow approach described in [1].

The amount of data to be transmitted is precomputed and
stored in tables in the devices for different stages of the repair
process. The data to be transmitted in a repair phase depends
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Fig. 2: Repair process started after detection of loss of one
node considering 10 Raspberry Pi nodes

only on the number of original nodes in the network (n) and
the desired level of protection. We define the desired level of
protection as the maximum number of node losses (loss of
n − k nodes) the system is designed to protect against. The
system can guarantee data protection with k remaining nodes.
In other words, loss of nodes up to a maximum of n−k nodes
can be compensated. Thus, node losses can be repeated in the
demonstrator until the number of nodes reaches k.

After a repair phase, the system can go into a third phase:
data retrieval. In this phase, the data sink retrieves the mini-
mum number of coded fragments it needs from the remaining
nodes at that time. The sink collects the coded fragments,
decodes and displays the result in the graphical interface. For
simplicity, we use images, but the process is agnostic to the
type of data. The decoded data is compared with the original
data fed into the system at the beginning of the process.
Success or failure of data recovery is indicated in the graphical
interface.
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