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Unit I: Cybercrimes and Attacks 

Topics to be Covered 

Introduction, Classifications of Cybercrimes: E-Mail Spoofing, Spamming, Cyber defamation, Industrial 

Spying/Industrial Espionage, Hacking, Software Piracy, Password Sniffing, Credit Card Frauds, Cyberstalking, 

Botnets, Phishing, Pharming, Man-in-the-Middle attack, Password Cracking, Keyloggers and Spywares, Virus 

and Worms, Trojan Horses and Backdoors, DoS and DDoS Attacks, SQL Injection, Buffer Overflow, Malware, 

Ransomware, Types of Identity Theft, Techniques of ID Theft, Cyber terrorism, Browser Attacks, Reverse 

Engineering, Cross site scripting 

Cyber Crime:- When any crime is committed over the Internet it is referred to as a cyber crime.  

There are many types of cyber crimes and the most common ones are explained below: 

Hacking: This is a t pe of i e he ei  a pe so ’s o pute  is oke  i to so that his pe so al o  se sitive 

information can be accessed. In the United States, hacking is classified as a felony and punishable as such. This 

is different from ethical hacking, which many organizations use to check their Internet security protection. In 

hacking, the criminal uses a a iet  of soft a e to e te  a pe so ’s o pute  a d the pe so  a  ot e 

aware that his computer is being accessed from a remote location. 

 

Identity Theft: This has become a major problem with people using the Internet for cash transactions and 

banki g se i es. I  this e  i e, a i i al a esses data a out a pe so ’s a k a ou t, edit a ds, 

Social Security, debit card and other sensitive information to siphon money or to buy things online in the 

i ti ’s a e. It a  esult i  ajo  fi a ial losses fo  the i ti  a d e e  spoil the i ti ’s edit histo . 

 

Malicious Software: These are Internet-based software or programs that are used to disrupt a network. The 

software is used to gain access to a system to steal sensitive information or data or causing damage to 

software present in the system. 

 

Child soliciting and Abuse: This is also a type of cyber crime wherein criminals solicit minors via chat rooms for 

the purpose of child pornography. The FBI has been spending a lot of time monitoring chat rooms frequented 

by children with the hopes of reducing and preventing child abuse and soliciting. 

 

Downloaded from  be.rgpvnotes.in

Page no: 1 Follow us on facebook to get real-time updates from RGPV

https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in


E-mail Spoofing:- Email spoofing is possible because the Simple Mail Transfer Protocol (SMTP) does not 

provide a mechanism for address authentication. Although email address authentication protocols and 

mechanisms have been specified to battle email spoofing, adoption of those mechanisms has been slow. The 

SMTP AUTH extension specified in RFC 4954, "SMTP Service Extension for Authentication", defines a way for 

an SMTP client to negotiate an authentication mechanism with an SMTP server to authenticate the client and, 

if desired, to set up additional security on the client-server session. 

Spamming: - Spamming is the sending of an unsolicited email. What this means is that you send an email, 

generally an ad of some sort, to someone who has not requested to receive that information from you. 

 

Cyber defamation: - Cyber defamation is not a specific criminal offense, misdemeanor or tort, but rather 

defamation or slander conducted via digital media, usually through the Internet. 

Stopping or addressing defamation can be difficult. If the person has no serious grudge, then a cease and 

desist letter may stop the behavior and get the statements removed from the Internet. On the other hand, if 

the person is acting out of spite, it may be necessary to file a report with the police depending on local law. 

 

Industrial espionage: - Industrial espionage is the covert and sometimes illegal practice of investigating 

competitors to gain a business advantage. The target of investigation might be a trade secret such as a 

proprietary product specification or formula, or information about business plans. 

 

Software Piracy:- A term used to describe the act of illegally using, copying or distributing software without 

ownership or legal rights. The majority of software today is purchased as a one-site license, meaning that only 

one computer may have that software installed on it at one time. Copying that software to multiple 

computers or sharing it with your friend without multiple licenses is considered software piracy. 

 

Password Sniffer:- A password sniffer installs on a host machine and scans all incoming and outgoing network 

traffic. A password sniffer may be applied to most network protocols, including HTTP, Internet Message Access 

Protocol (IMAP), file transfer protocol (FTP), POP3, Telnet (TN) and related protocols that carry passwords in 

some format. In addition, a password sniffer that is installed on a gateway or proxy server can listen and 

retrieve all passwords that flow within a network. 

A password sniffer is primarily used as a network security tool for storing and restoring passwords. However, 

hackers and crackers use such utilities to sniff out passwords for illegal and malicious purposes. 
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Credit Card Fraud: - The u autho ized use of a  i di idual’s edit a d o  a d i fo atio  to ake 

pu hases, o  to e o e fu ds f o  the a dholde ’s a ou t. 

The crime of credit card fraud begins when someone either steals a credit or debit card, or fraudulently 

obtains the card number and other account information necessary for the card to be used successfully. While 

the actual physical theft of credit cards does happen, modern technology has seen a steep rise in the 

incidence of intercepting account information electronically. The owner of the account, the merchant from 

whom card information was stolen or intercepted, and even the card issuer may be unaware of the 

compromise until the information is actually used to make purchases. 

 

Botnets:- Botnets are the workhorses of the I te et. The ’ e o e ted o pute s pe fo i g a u e  of 

epetiti e tasks to keep e sites goi g. It’s ost ofte  used i  o e tio  ith I te et Rela  Chat. These 

types of botnets are entirely legal and even beneficial to maintaining a smooth user experience on the 

Internet. 

How Do Botnets Work? 

To ette  u de sta d ho  ot ets fu tio , o side  that the a e itself is a le di g of the o ds o ot  

a d et o k . I  a oad se se, that’s e a tl  hat ot ets a e: a et o k of o ots used to ommit cyber 

crime. The cyber criminals controlling them are called botmasters or bot herders. 

Phishing: - A form of social engineering that uses email or malicious websites (among other channels) to solicit 

personal information from an individual or company by posing as a trustworthy organization or entity.  

or 

Phishing is a type of social engineering attack often used to steal user data, including login credentials and 

credit card numbers. It occurs when an attacker, masquerading as a trusted entity, dupes a victim into opening 

an email, instant message, or text message.  

Types of Phishing scams:- 

1.Deceptive Phishing  2. Spear Phishing   3. Pharming 

4.  Dropbox Phishing  5. Man-In-The-Middle 6. Password Cracking 

7. Keyloggers 

 

Pharming:- As users become more savvy to traditional phishing scams, some fraudsters are abandoning the 

idea of aiti g  thei  i ti s e ti el . I stead, the  a e eso ti g to pharming – a method of attack which 

stems from domain name system (DNS) cache poisoning. 
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The I te et’s a i g s ste  uses DN“ se e s to o e t alpha eti al e site a es, su h as 

. i osoft. o ,  to u e i al IP add esses used fo  lo ati g o pute  se i es a d de i es. 

Under a DNS cache poisoning attack, a pharmer targets a DNS server and changes the IP address associated 

with an alphabetical website name. That means an attacker can redirect users to a malicious website of their 

choice even if the victims entered in the correct website name. 

To protect against pharming attacks, organizations should encourage employees to enter in login credentials 

only on HTTPS-protected sites. Companies should also implement anti-virus software on all corporate devices 

and implement virus database updates, along with security upgrades issued by a trusted Internet Service 

Provider (ISP), on a regular basis. 

 

Man-in-the-middle: - A man-in-the-middle attack is a type of cyberattack where a malicious actor inserts 

him/herself into a conversation between two parties, impersonates both parties and gains access to 

information that the two parties were trying to send to each other. A man-in-the-middle attack allows a 

malicious actor to intercept, send and receive data meant for someone else, or not meant to be sent at all, 

without either outside party knowing until it is too late. Man-in-the-middle attacks can be abbreviated in 

many ways, including MITM, MitM, MiM or MIM.  

 

 

 

 

Fig. 1: Man-in-the-middle attack 
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Password cracking:-Password cracking is the process of attempting to gain Unauthorized access to restricted 

systems using common passwords or algorithms that guess passwords. In othe  o ds, it’s a  a t of o tai i g 

the correct password that gives access to a system protected by an authentication method. 

Password cracking techniques 

There are a number of techniques that can be used to crack passwords. Following are some most commonly 

used ones: 

 Dictionary attack– This method involves the use of a wordlist to compare against user passwords. 

 Brute force attack– This method is similar to the dictionary attack. Brute force attacks use algorithms 

that combine alpha-numeric characters and symbols to come up with passwords for the attack. For 

e a ple, a pass o d of the alue pass o d  a  also e t ied as p@$$ o d usi g the ute fo e 

attack. 

 Rainbow table attack– This method uses pre- o puted hashes. Let’s assu e that e ha e a data ase 

which stores passwords as md5 hashes. We can create another database that has md5 hashes of 

commonly used passwords. We can then compare the password hash we have against the stored 

hashes in the database. If a match is found, then we have the password. 

 Guess– As the name suggests, this method involves guessing. Passwords such as qwerty, password, 

admin, etc. are commonly used or set as default passwords. If they have not been changed or if the 

user is careless when selecting passwords, then they can be easily compromised. 

 Spidering– Most organizations use passwords that contain company information. This information can 

be found on company websites, social media such as facebook, twitter, etc. Spidering gathers 

information from these sources to come up with word lists. The word list is then used to perform 

dictionary and brute force attacks. 

 

Keyloggers: - Keyloggers are often used as a spyware tool by cybercriminals to steal personally identifiable 

information (PII), login credentials and sensitive enterprise data. Keylogger recorders may also be used by 

employers to observe employees' computer activities, parents to supervise their children's internet usage, 

users to track possible unauthorized activity on their devices or law enforcement agencies to analyze incidents 

involving computer use. These uses are considered ethical or appropriate in varying degrees. 

 

Below are the two major types of keyloggers as well as the different forms of each. 

1. Software-based keyloggers 
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Software- ased ke logge s a e esse tiall  p og a s that ai  to o ito  ou  o pute ’s ope ati g s stem. 

They vary in types and levels of system penetration. One example of which is memory injection software. 

These are typical Trojan viruses that alter the memory tablet of a system in order to bypass online 

security. Another example is form-grabbing based software. These controls the forms submitted online and 

essentially track all the information a users puts in every form. 

Software-based keyloggers are more dangerous if there are additional features for each. They can be very 

ha d to dete t that’s h  it takes a lot to remove them. 

2. Hardware-based keyloggers 

Compared to a software- ased, ha d a e o es do ’t eed a  i stalli g si e the  a e al ead  ithi  the 

physical system of the computer. 

Keyboard keyloggers are one of the most common examples of hardware-based ones. It monitors the 

keyboard keys a user presses and then records it secretly. Another example is the acoustics keyloggers. They 

record the sounds of the keys pressed by every user. Since each sound is unique, it is possible to predict which 

key it is. 

Virus: - Think of a biological virus – the ki d that akes ou si k. It’s pe siste tl  ast , keeps ou f o  

functioning normally and often requires something powerful to get rid of it. A computer virus is very similar. 

Designed to relentlessly replicate, computer viruses infect your programs and files, alter the way your 

o pute  ope ates o  stop it f o  o ki g altogethe . It’s esti ated that the Co fi ke  i us i fe ted o e 

than 10 million computers in 2009. Tens of thousands of computer viruses now operate over the Internet, and 

new computer viruses are discovered every day. 

What does a computer virus do? 

Some computer viruses are programmed to harm your computer by damaging programs, deleting files, or 

reformatting the hard drive. Others simply replicate themselves or flood a network with traffic, making it 

impossible to perform any internet activity. Even less harmful computer viruses can significantly disrupt your 

s ste ’s pe fo a e, sappi g o pute  e o  a d ausi g f e ue t o pute  ashes. 

 

Symptoms of Virus: Computer may be infected if you recognize any of these malware symptoms: 

Slow computer performance 

Erratic computer behavior 

Unexplained data loss 

Frequent computer crashes 
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Types of Computer Virus:  

1. Boot Sector Virus 2. Web Scripting Virus 3. Browser Hijacker 

4. Resident Virus 5. Direct Action Virus  6. Polymorphic Virus 

7. File Infector Virus 8. Multipartite Virus  9. Macro Virus 

 

Worms: - A worm is a type of malicious software (malware) that replicates while moving across computers, 

leaving copies of itself in the memory of each computer in its path. 

A worm has similar characteristics of a virus. Worms are also self-replicating, but self-replication of a worm is 

in a different way. Worms are standalone and when it is infected on a computer, it searches for other 

computers connected through a local area network (LAN) or Internet connection. When a worm finds another 

computer, it replicates itself to the new computer and continues to search for other computers on the 

network to replicate. 

Due to the nature of replication through the network, a worm normally consumes much system resources 

including network bandwidth, causing network servers to stop responding. 

Different types of Computer Worms are: 

• E ail Wo s: Email Worms spread through infected email messages as an attachment or a link of an 

infected website. 

• I sta t Messagi g Wo s: Instant Messaging Worms spread by sending links to the contact list of instant 

messaging applications. 

• I te et Wo s: Internet worm will scan all available network resources using local operating system 

services and/or scan the Internet for vulnerable machines. If a computer is found vulnerable it will attempt to 

connect and gain access to them. 

• IRC Wo s: IRC Worms spread through IRC chat channels, sending infected files or links to infected 

websites. 

• File-sharing Networks Worms:File-sharing Networks Worms place a copy of them in a shared folder and 

spread via P2P network. 

 

Trojan Horse: - The Trojan Horse is another malware which got its name from mythological Trojan horse. In 

Trojan War, Greeks conquered and destroyed the city of Troy by constructing a huge wooden horse, and 

hiding Greek soldiers inside. Trojans pulled the Horse into their city as a victory trophy. At night the Greek 

soldiers came out of the Horse and opened the gates for the rest of the Greek army to capture the Troy city. 
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The Trojan Horse malware, normally appear to be useful software but will actually do damage once installed 

or run on your computer. Trojan Horses are normally designed to give hackers access to system. Trojan Horses 

will appear as useful programs but gives hackers the ability to change file settings, steal files or passwords, 

damage or alter files, or monitor users on computers etc. Trojan Horses can alter or delete files from the 

infected computer, download files to the infected computer, modify registry settings, steal passwords, log 

keystrokes, disable anti-virus applications etc. 

 

DoS Attacks:- A Denial-of-Service (DoS) attack is an attack meant to shut down a machine or network, making 

it inaccessible to its intended users. DoS attacks accomplish this by flooding the target with traffic, or sending 

it information that triggers a crash. In both instances, the DoS attack deprives legitimate users (i.e. employees, 

members, or account holders) of the service or resource they expected. 

Victims of DoS attacks often target web servers of high-profile organizations such as banking, commerce, and 

media companies, or government and trade organizations. Though DoS attacks do not typically result in the 

theft or loss of significant information or other assets, they can cost the victim a great deal of time and money 

to handle. 

 

There are two general methods of DoS attacks: flooding services or crashing services. Flood attacks occur 

when the system receives too much traffic for the server to buffer, causing them to slow down and eventually 

stop. Popular flood attacks include: 

Buffer overflow attacks – the most common DoS attack. The concept is to send more traffic to a network 

address than the programmers have built the system to handle. It includes the attacks listed below, in addition 

to others that are designed to exploit bugs specific to certain applications or networks 

ICMP flood – leverages misconfigured network devices by sending spoofed packets that ping every computer 

on the targeted network, instead of just one specific machine. The network is then triggered to amplify the 

traffic. This attack is also known as the smurf attack or ping of death. 

SYN flood – sends a request to connect to a server, but never completes the handshake. Continues until all 

open ports are saturated with requests and none are available for legitimate users to connect to. 

 

SQL injection :- SQL injection, also known as SQLI, is a common attack vector that uses malicious SQL code for 

backend database manipulation to access information that was not intended to be displayed. This information 

may include any number of items, including sensitive company data, user lists or private customer details. 
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The impact SQL injection can have on a business is far reaching. A successful attack may result in the 

unauthorized viewing of user lists, the deletion of entire tables and, in certain cases, the attacker gaining 

administrative rights to a database, all of which are highly detrimental to a business. 

SQL INJECTION EXAMPLE 

An attacker wishing to execute SQL injection manipulates a standard SQL query to exploit non-validated input 

vulnerabilities in a database. There are many ways that this attack vector can be executed, several of which 

will be shown here to provide you with a general idea about how SQLI works. 

For example, the above-mentioned input, which pulls information for a specific product, can be altered to 

read http://www.estore.com/items/items.asp?itemid=999 or 1=1. 

As a result, the corresponding SQL query looks like this: 

SELECT ItemName, ItemDescription 

FROM Items 

WHERE ItemNumber = 999 OR 1=1 

And since the statement 1 = 1 is always true, the query returns all of the product names and descriptions in 

the database, even those thay you may not be eligible to access. 

Attackers are also able to take advantage of incorrectly filtered characters to alter SQL commands, including 

using a semicolon to separate two fields. 

For example, this input http://www.estore.com/items/iteams.asp?itemid=999; DROP TABLE Userswould 

generate the following SQL query: 

SELECT ItemName, ItemDescription 

FROM Items 

WHERE ItemNumber = 999; DROP TABLE USERS 

As a result, the entire user database could be deleted. 

 

Buffer Overflow: A buffer overflow occurs when a program or process attempts to write more data to a fixed 

length block of memory, or buffer, than the buffer is allocated to hold. Since buffers are created to contain a 

defined amount of data, the extra data can overwrite data values in memory addresses adjacent to the 

destination buffer unless the program includes sufficient bounds checking to flag or discard data when too 

much is sent to a memory buffer. 

 

Malware: - Malware sho t fo  ali ious soft a e  is a file o  ode, t pi all  deli e ed o e  a et o k, that 

infects, explores, steals or conducts virtually any behavior an attacker wants. Though varied in type and 

capabilities, malware usually has one of the following objectives: 
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 Provide remote control for an attacker to use an infected machine. 

 Send spam from the infected machine to unsuspecting targets. 

 I estigate the i fe ted use ’s lo al et o k. 

 Steal sensitive data. 

 

Ransomware :- Ransomware is a form of malicious software (or malware) that, once it's taken over your 

computer, threatens you with harm, usually by denying you access to your data. The attacker demands a 

ransom from the victim, promising — not always truthfully — to restore access to the data upon payment.  

Users are shown instructions for how to pay a fee to get the decryption key. The costs can range from a few 

hundred dollars to thousands, payable to cybercriminals in Bitcoin. 

 

Types of Identity Theft: - Identity theft, also known as identity fraud, is a crime in which an imposter obtains 

key pieces of personally identifiable information, such as Social Security or driver's license numbers, in order 

to impersonate someone else. 

Some Computer Based ID theft technique:- 

Skimming. Thieves steal credit/debit card numbers by using a special storage device attached to ATM 

machines. The device reads the magnetic strip on your card which thieves use to commit fraud. 

Phishing:- By pretending to be financial institutions or companies, thieves can send spam or pop-up messages 

to get you to reveal your personal information. Be sure your firewall, anti-virus, and anti-spyware software is 

up-to-date. Use identity theft protection. Never click on links in pop-up windows or in spam e-mail.  

Dumpster Diving:- Thieves will go through your trash looking for bills, credit cards and other information. 

Shred anything containing your personal information including credit card offers and "convenience checks" 

that you don't use.  

 

Cyber Terrorism:- According to the U.S. Federal Bureau of Investigation, cyber terrorism is any "premeditated, 

politically motivated attack against information, computer systems, computer programs, and data which 

results in violence against non-combatant targets by sub-national groups or clandestine agents." 

 

Browser attack:- Man-in-the-browser (MITB, MitB, MIB, MiB), a form of Internet threat related to man-in-the-

middle (MITM), is a proxy Trojan horse[1] that infects a web browser by taking advantage of vulnerabilities 

in browser security to modify web pages, modify transaction content or insert additional transactions, all in a 

completely covert fashion invisible to both the user and host web application. 
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Reverse Engineering:- Reverse Engineering (RE) is the decompilation of an application, regardless of the 

programming language that was used to create it, so that one can obtain its source code or any part of it.  

The reverse engineer can reuse the obtained code in his own programs or change an existing (already 

compiled) program to perform in other ways. He can use the knowledge obtained from reverse engineering to 

improve application programs, also known as bugs. But the most important is that one can get extremely 

useful ideas by observing how other programmers work and think, thus improve his skills and knowledge. 

 

Cross-Site Scripting:-  Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious scripts are 

injected into otherwise benign and trusted websites. XSS attacks occur when an attacker uses a web 

application to send malicious code, generally in the form of a browser side script, to a different end user. 

Flaws that allow these attacks to succeed are quite widespread and occur anywhere a web application uses 

input from a user within the output it generates without validating or encoding it. 

A  atta ke  a  use X““ to se d a ali ious s ipt to a  u suspe ti g use . The e d use ’s o se  has no way 

to know that the script should not be trusted, and will execute the script. Because it thinks the script came 

from a trusted source, the malicious script can access any cookies, session tokens, or other sensitive 

information retained by the browser and used with that site. These scripts can even rewrite the content of the 

HTML page. 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 
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