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Educators need your help to bridge the classroom with the knowledge-based society that we live in today.

Where students live in a world that is constantly evolving, they are taught in a way that largely ignores this evolu-
tion. Battle lines have been drawn between educators and students where restrictions are applied to minimize reli-
ance on technology within schools and reduce the risk of plagerism.

Like most reactive initiatives, this may not work because the technological evolution cannot be stopped. Educators 
have to enbrace technology to match the needs of their students. The difficulty and opportunity lies in how this 
bridge will occur.

To demonstrate the disconnect, compare a student’s classroom experience to the experience outside of the class-
room.

The High School Classroom Experience

Each school day starts early from Monday to Friday most weeks. Students are expected to be in class by the time 
the bell rings, with teachers often stopping tardy students from getting into class without a note from their guard-
ians, or a permit from the office.

Students are expected to learn by taking notes while the teacher speaks, answering questions posed by the teacher, 
asking the teacher questions, transcribing notes written on the board, reading the assigned textbook, performing 
external research and, basically, doing the same things that students have done in school for the past century.

Students are discouraged from using electronic devices beyond calculators in school. The exception is technology 
provided by the school. Often times, school computers have restricted access to the Internet, and have limited mul-
timedia capabilities.

Students leave class in set intervals then have a few minutes to get to their next class before the ritual repeats.

The Out-of-Classroom Experience

With their wireless devices, students can communicate via email, SMS, IM and phone, browse the web, record and 
view images and videos, listen to music, record sound, get directions and map locations, review notes, and coordi-
nate activities.

At home they can go the extra mile with broadband Internet access combined with television, telephone, audio, 
video and gaming systems.

Why open a book when almost everything can be found in electronic form? If an essay has to be written, it seems 
senseless to go the library when far more information can be found on the Internet. If a problem has to be solved, 
social networking and the Internet are always available. The world has gone digital and students have embraced it.

The solution to this disconnect is yours to help find. Technology is here to stay so the solution must center on 
bridging technology with education. Wireless technology will play a large role in education, but what that role will 
be has still to be determined.

Richard Evers
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Achieving Balance in Life
Richard Evers, Editor

Developing software can easily throw your life out of bal-
ance. The hours are often punitive, deadlines unrealistic, and
workload excessive. Even after you’re done, you’re never re-
ally done because of maintenance and product evolution.

I have written this article to help you achieve balance in life
by reducing stress and gaining focus. The techniques dis-
cussed in this article have helped me greatly and will hope-
fully do the same for you.

Epictetus, Einstein and Tolle
To paraphrase Epictetus, it is possible to be happy if you
know that some things are within your power to control
while other things are not. Things within our control include
opinion, pursuit, desire, aversion and our own actions.

It’s easy to fall into a trap of lamenting things that are outside
of our direct control. For example, someone makes a deci-
sion that causes you grief. You can either deal with the situa-
tion or dwell over the decision. Dwelling over anything that
is outside of your control is far more stressful than accepting
and dealing with it. First, because you can’t change the past,
and second, because it’s counterproductive. Either work with
the decision-maker to correct the decision, or get on with life
by dealing with the decision.

Albert Einstein once remarked that insanity can be defined
as doing the same thing over and over again, expecting dif-
ferent results. This is so true. How many of us get stressed
out when people repeatedly reject our ideas? Over time we
find altered ways of repackaging our ideas only to get reject-
ed time and again. I’ve found that many people are so ad-
verse to risk that they will do anything to avoid it. Others are
so stuck in their ways that they will reject anything outside
of their comfort zone. And some are so busy that they don’t
want to take on any new work. At some point you have to
take your losses and move on, either by letting the issue drop
or getting out. There has to be a limit to insanity.

In his landmark book, The Power of Now, author Eckhart
Tolle states that “All fear comes from living in the past or the
future, which are both in our minds - in reality, it is always
now. As long as we stay with the Now, we have peace.
Knowing this, we can choose peace at any moment.”

This single observation has made a huge difference in my
life. To explain, I can recall my past with ease. I can remem-
ber things I have seen, heard, read or otherwise experienced
going back to early childhood. Like many people, I tend to
remember extreme events, some of which have been painful,
foolish and destructive. My problem centered on relentlessly
reviewing a past that I cannot change and a future that may
or may not happen. I’ve found great solace living in the mo-
ment, utilizing experiences from my past to help create a fu-
ture, while not contemplating things that I have no control
over. Each time I find myself brooding on past or future
events, I force myself to live in the moment by asking if any-

thing bad is happening at this moment. Things are usually
pretty good once uncontrollable events are taken out of the
picture.

This approach seems fairly naive at first glance. After all,
how can anyone completely ignore the past, forget about the
future and live on a moment by moment basis? Doesn’t that
turn you into an unthinking zombie?

It means that the past should be fully available when you
need it in the present, providing you don’t stew over any-
thing that causes you or anyone else grief. You can’t change
anything that has happened in the past so why dwell on it? If
something horrible happened in the past, do whatever you
have to do to stop it from happening again but don’t let it ru-
in your life by brooding over it. Most people relish drama
and will relive past experiences to get it. Doing this can act
as a drug where your present is wasted while you bask in the
past. Remain conscious and you’ll find that you don’t need
to relive your past to get a charge out of life.

The future is undecided and will remain so even if you dwell
on it. Live each moment in the best way that you can and you
will gradually build your future.

Dreaming of a perfect future will never make it so. If you
want to reach specific goals then adjust the trajectory of your
life on a moment by moment basis to make it happen. Use
past experiences, knowledge and contacts to gradually swing
your present around in the direction you want to go. Don’t
dwell on the future -- focus on the present. If you do it right
then you will have a greater chance of reaching your goals.

Reactive versus Proactive
How many times have you seen or heard something that real-
ly sets you off? You know, something that was false, foolish,
destructive or otherwise wrong.

For most of my life I have been proud of having a strong
grasp of complex situations and strong associated opinions.
Unfortunately, in expressing my opinions I was reacting to
events that have already occurred in a way that was falsely
proactive. Not smart at all!

For example, if a politician does something that you disagree
with, expressing your opinion about it to your friends, fami-
ly, coworkers or the world in general on a blog will not
change what has already happened, and will have little to no
impact on the future. All it will do is cause you and everyone
who has been impacted by your opinion to stress out.

If you want to change the present then get directly involved
at a source level. In that way you can become part of the so-
lution by taking a proactive role. If you can’t or won’t take a
proactive interest, then consider living in the moment rather
than reactively dwelling on the past. You’ll find that your
opinions will remain intact, but your need to express them



Volume 5, Issue 1 4 BlackBerry Developer Journal

will diminish along with your stress and the stress levels of
everyone you normally deal with. If someone expresses their
opinion to you and expects you to express a strong retort,
then try to roll with it by remaining in the moment. There are
many things in society that should change. Sitting on the
sidelines venting opinions only makes things worse. Make
your life better by taking a proactive role in life while living
in the moment.

Managers and Leaders
One of the biggest career challenges most people face relate
to management. Where a good manager or leader can make
even the worst job palatable, poor management can make
any job horrible.

It can be highly stressful to work for a bad manager, and can
be even worse to work for a company with bad leadership.
Where the effects of a bad manager are usually localized to a
division, poor leadership can ruin a company.

The key to dealing with poor management and poor leader-
ship is to avoid taking things personal and keeping your per-
spective. Remember that you have skills that are
transportable to other companies. If things get rough, you al-
ways have the option to either switch to another division, or
leave the company entirely. Your worth has nothing to do
with your position, your title, your salary or the company
you work for. Leaving a company can be difficult, but it of-
ten works out for the best. The key is to be selective when
choosing your next job, and less prone to put a false sense of
loyalty ahead of your own well being. Loyalty must be
earned by employers and employees. If you are fortunate
enough to work for a company with efficient managers and
effective leaders, then loyalty will be earned by all.

A Little Self Care
Moderation in drink, diet and lifestyle are always key to
achieving balance. For example, coffee in moderation can be
beneficial where too much caffeine can lead to sleeplessness,
paranoia, irritability, rage, elevated heart rate and heart palpi-
tations. Alcohol can also work as a relaxant, but too much
can lead to euphoria, depression, instability and illness.

Food also has to be selectively taken in moderation. While
you could live off of fast food each day, your weight and
well-being could be negatively affected. Eat well on a regu-
lar basis and your life will be better for it.

Exercise is also a wonderful way to achieve balance. Some-
thing as simple as going for a walk while living life in the
moment can be highly cathartic. Swimming, running, biking
or working out at a gym can all help restore balance to an
otherwise hectic life. Balance can be achieved with little cost
or effort. All it takes is living in the moment whenever possi-
ble in a setting that is conducive to relaxation.

Uninterrupted sleep is very critical to balance. Make time for
it every night if possible, and make sure that external distrac-
tions are minimized as much as possible. Sounds, smells and
light can badly disturb what would otherwise be a sound
sleep, leaving you in a diminished capacity on waking.

Reading a good book can also help to restore balance. Pick a
genre and book that works for you and make time to read.
For me, reading is central to my life. Recently, though, I’ve
changed genres to focus on books that carry a positive mes-
sage. While it’s wonderful to tackle a novel with a complex
plot, it usually takes a toll on me because I often take the side
of one of the protagonists.

Finally, associate with people who bring light into your life
instead of sorrow and stress. If you can’t avoid the naysay-
ers, encourage them to read this article. Feeling better about
life starts with having a positive outlook. After that, anything
is possible.
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Searching Microsoft Exchange Public Folders 
on a BlackBerry Smartphone Using C#

Anubhav (Ash) Srivastava

The Problem

The client is a small consulting company that has sales
agents located throughout Australia. Agents are usually in
the field and prospective clients are being added every day
into a contacts public folder within Microsoft® Exchange.
Sales agents must call their office to get information about a
client if they did not add them to their personal contacts be-
fore leaving the office. As a rapidly growing company, they
cannot afford to lose a prospective client if their information
cannot be accessed instantly by a field agent.

The Solution

Synchronize the public folders with a database and provide a
searchable web interface to the database. The benefits of this
solution are that it is comparatively cheap and took one week
to implement. The sales agents are happy and the company is
happy with an affordable solution.

Let’s review how to build and implement this solution

Figure 1: Application Structure
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Application Flow

When a user updates the “Red Pico Contacts” public folder,
they need to synchronize it with the rpcontactdb database
that is on the web server. To do this they launch the Synchro-
nization tool to get data from the public folder and put it in
the database. Once the data is in the database, the user can
search the data from their BlackBerry smartphone using the
BlackBerry® Browser. The search is performed against the
full name field.

Technical Components

1. Red Pico Contacts Public Folder

This is the public folder that has all of the contacts. It 
resides on the Microsoft Exchange Server.

2. Synchronization Tool

This tool was developed using C# .NET. It gets 
information from the Red Pico Contacts Public Folder 
and puts it into a MySQL database called rpcontactdb. 
The synchronization tool resides on the desktop.

3. rpcontactdb

This is a MySQL database which will contain all 
information after synchronization and is used to perform 
search queries from the BlackBerry smartphone.

4. RPContacts BlackBerry Webpage

This is the home page that serves BlackBerry 
smartphone users.

Please take a look at Figure 1 to find out how these compo-
nents interact.

Let’s take a look at each of the individual components:

1. Red Pico Contacts Public Folder

This is a Microsoft Exchange Server public folder. In 
this case it has contacts in it.

2. Synchronization Tool

This is a very simple tool. After entering the information 
in the public folder, run this application to delete all 
rows in the database and insert all records from the 
public folder into the database.

Figure 2: Synchronization Tool

The application uses threads to update the status field. 
After the button labeled “Synchronize Red Pico Contact 
Database” has been pressed, the application will store 
each public folder contact as a HashTable in an 
ArrayList called contactsList. It then retrieves each 
contact in sequence and inserts it in the database while 
displaying the status of the record. Some basic checks 
have been incorporated to ensure that the full name field 
is not blank while retrieving the contacts list from the 
Public Folder. Database transactions are also used to 
perform a rollback in case of an error during insertion.

private void doWork()
{
MySQLTransaction DBTxn = null;
// create new connection called con

try{
ArrayList contactsList = getContacts();
// declaring string ....
MySQLCommand DBCmd = new MySQLCommand();
// Invoking thread for Status Message
Invoke(new StringDelegate(Status), new object[] { "Connecting to MySQL..." }); 

// Open connection.......
// Begin Transaction.....
DBCmd.Connection = con;
DBCmd.Transaction = DBTxn;

                
// Deleting the table
sqlstr = "DELETE FROM contacts";

                    
DBCmd.CommandText = sqlstr;
DBCmd.ExecuteNonQuery();
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// Now retrieve items one by one and insert.
int j = 1;
foreach (object item in contactsList)
{
Invoke(new StringDelegate(Status), new object[] {"Updating " + j + " of " +
contactsList.Count+" contacts in the database."});

fullname = ((Hashtable)item)["full_name"].ToString().Replace("'","''");
fname = ((Hashtable)item)["first_name"].ToString().Replace("'","''");
lname = ((Hashtable)item)["last_name"].ToString().Replace("'","''");
email = ((Hashtable)item)["email"].ToString().Replace("'","''");
company = ((Hashtable)item)["company_name"].ToString().Replace("'","''");
bus_add = ((Hashtable)item)["business_address"].ToString().Replace("'","''");
bus_ph = ((Hashtable)item)["business_phone"].ToString().Replace("'","''");
bus_fax = ((Hashtable)item)["business_fax"].ToString().Replace("'","''");
home_ph = ((Hashtable)item)["home_phone"].ToString().Replace("'","''");
mob_ph = ((Hashtable)item)["mobile_phone"].ToString().Replace("'","''");

sqlstr = "INSERT INTO contacts (full_name, first_name, last_name, email, company_name,
business_address, business_phone," + "business_fax, home_phone, mobile_phone)
VALUES ('" + fullname + "','" + fname + "','" + lname + "','" + email + "','"+
company + "','" + bus_add + "','" + bus_ph + "','" + bus_fax + "','" + home_ph +
"','" + mob_ph + "')";

DBCmd.CommandText = sqlstr;
DBCmd.ExecuteNonQuery();
j++;

}
DBTxn.Commit();
Invoke(new StringDelegate(Status), new object[] { "Update Successful !" });

}
catch (Exception ee)
{
// Display error message in status....

}
finally
{
// Close the connection
con.Close();

}
}

3. rpcontactdb

The fields in this database are full name, first name, last 
name, email, company, business address, business 
phone, business fax, home phone, and mobile phone.

4. RPContacts BlackBerry Webpage

This is a simple mobile web form created using 
Microsoft® Visual Studio® .NET 2005.

Figure 3: Mobile Web Form
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There are validation checks to ensure that at least two char-
acters are entered. The error is displayed in the Label2 field.
Once the user enters the name, the application searches the
'full name' field of the database and returns the matching
text. The results appear similar to Figure 4. You can call or
email by clicking on these links.

Figure 4: Search Results
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Working for Yourself
Richard Evers, Editor

I relied on a few decades of accumulated experience and re-
search to write this article. While confident that it is well re-
searched and presented, life changes far too quickly to
guarantee that all of the information in this article is valid.
Make sure to verify everything you learn before you attempt
to do anything with it. It’s always a risk to start a business.
Why make it potentially worse by relying on free advice?
Verify, verify then verify again before you act on anything
you read in this article.

Types of Companies
Two types of companies are traditionally formed by software
developers: startup, and technical consulting/custom pro-
gramming.

Startup
A startup is usually formed by two or more founders who are
young, exceptionally talented, highly motivated, and able to
live a minimal existence while working 24/7 for extended
periods.

This type of business has a greater chance of failure than
success. Founders should be friends who really love to de-
velop software. Additionally, they should remember that
small businesses are like marriages in that friendship, com-
patibility and the ability to look past shortcomings are cen-
tral. With a startup, this trait is more pronounced because the
founders will pretty much live together throughout the early
stages of development.

It is difficult to create exceptional code when there are inter-
ruptions. While I was self-employed developing commercial
software, I did my best work while tucked away in a base-
ment “office” at my home. In this environment it was possi-
ble to work extended hours without interruption while still
being able to escape from time to time for food, drink, com-
pany, bathing and sleep. Leasing office space is a trap that
many startups fall victim to. If the company is small, has
minimal revenue flow or reserves, and is growing quickly
then moving into an office could lead to trouble. Productivi-
ty could drop, interruptions might increase, and fixed costs
may eat up money that could be needed to survive. Please re-
member that less is always more for a startup.

Technical Consulting / Custom Programming
This type of business is usually formed by one or more
founders who have too many responsibilities to create a star-
tup, or lack the dedication or ability to work extended hours
developing software.

I have worked as a consultant in past purely because it met
my financial obligations while allowing me to develop code
on a full time basis.

In the early stages, you pretty much have to take whatever
work you can find to get revenue flowing. For me, I focused
on developing custom code and providing technical assis-

tance within the legal, educational, government and print
publishing fields.

To be a consultant means to be available for your customers
whenever they need you, to travel to their office when need-
ed and perform miracles that their staff cannot handle. To
consult also means to invoice, wait for payment, hound your
clients for payment, remit taxes to your government, keep
clean books, and meet payroll obligations. It also means al-
ways trying to find new work because your clients will in-
variably change over time.

If you’re lucky like I eventually was, then you can get
long-term work developing code for commercial and custom
projects. If you work things right, you retain ownership of
the code you develop while the end-client gets a product that
can be used or sold. It’s a win-win situation through and
through.

The biggest problem with this type of company is that you’ll
have a difficult time fully focusing on developing code for
yourself. You’ll always have to keep revenue flowing to
meet your obligations, and will be hard-pressed to stop to de-
velop code like a startup.

With that stated, you’ll have a greater chance of reaching
your development dreams while working as a self-employed
consultant than working for someone else.

Funding
Under funding is one of the leading causes of business fail-
ure. One way to avoid being hampered by under funding is
to remain in a minimal state at all times. If you are in the ear-
ly stages of a startup and don’t have any real financial obli-
gations, do your best to work and live where you don’t have
to pay rent. Even better, see if someone else (such as your
parents) will also pay for your food, drink, Internet access,
electricity and anything else you need. Keeping costs and in-
terruptions low while keeping your focus high will help you
realize your goals faster and easier.

If you can’t operate in a minimal state then you’ll need to
raise funds. You could start with family and friends to get
some seed capital, but you’ll probably need to go through a
seed funding firm, an angel investor, a bank, a credit card
company, your government or a venture capitalist (VC) firm
if you need more.

A seed funding firm, or incubator, is one that will invest rel-
atively small amounts of money in new startups to help them
get off the ground. They care more about the founders than
the idea because they know that while ideas usually change
at the early stages, solid founders will increase the chances
for any startup. Approaching a seed funding firm can be
straightforward. Search for “seed funding” in your area on
the Internet to get a handle of what’s available. Research
each firm before you deal with any of them. Once you feel
confident about a seed funding firm, follow their instructions
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on how to contact them. Because they invest at such an early
stage, do not expect to get much money, expect them to take
a healthy portion of your company, and expect many of them
to try to get you to work out of their office using their re-
sources. Be highly selective on how many compromises you
will make to get a small amount of money.

An angel investor is someone who is wealthy and willing to
invest in potentially profitable ventures. It’s usually best to
be introduced to an angel by someone you know rather than
try approaching them directly. An angel will invest by buy-
ing common or preferred shares in your company. Aside
from the money, angels are usually an amazing source of
business advice and contacts. Treat your angel with respect
and you may find that it will be easier to reach your goals.
Note that angel investors do not always jive with their moni-
ker. Some angels will set contract terms that are anything but
favorable to your company, and can make your life misera-
ble if they want to. They may also delay their decision to in-
vest because the risk is so great. They are also not bound by
the same rules that VCs follow so they may buy shares di-
rectly from founders if asked. Like all investors, an angel
will want to know what your exit strategy is: do you intend
to sell your company or take it public? Do not plan on retain-
ing control of your company for long once you take outside
investment because they will want to realize a solid return on
investment and will only get it through sale or a public offer-
ing.

Banks rarely loan money to new businesses unless they can
place a lien against physical assets such as a home, a car
something else with value that they can sell if the loan goes
sour. Banks do not recognize software as an asset. Often
times, they will not set up a credit line on a contract because
they know that a contract will become a liability if the per-
son, or people, working on the contract are unable to com-
plete the work. I lost a $50,000 short-term development
contract once because I had to set up a matching credit line
per the contract and the bank refused to set up the line. I pro-
vided the loan officer with the contract and accounting
records, only to find that they would not budge. Do not ex-
pect much from a bank in the early stages unless your family
or friends will help you to secure a loan.

Using a credit card to fund your business can be dangerous
in that the interest rates and payment demands can quickly-
cripple your business. To compound the potential misery,
credit card companies will try to put you personally on the
hook to pay back any outstanding balance. Steer clear of re-
lying on credit cards to fund your business unless you know
you can pay off all outstanding balances in short order.

Governments like to encourage technological advancements
and make grants and loans available to help them along.
They also set up programs to help sync private investors with
businesses, and provide professional services to businesses.
Unfortunately, it is difficult to sync with their programs, dif-
ficult to prepare and submit proposals, and difficult to get ac-
cepted. The entire process can be painfully slow if not a total
waste of time and effort. If you really want to get money
from your government and don’t mind waiting, then bid in
on a few government contracts. If you win and can actually
handle the workload, then you can work for your money pro-
viding you can survive until the government starts paying for
the work.

I’ve had a few rough experiences doing work for govern-
ment agencies. On one contract, I handled all development
work while another company handled project management
and acted as liaison with the government. The project quick-
ly became problematic when our government contact repeat-
edly demanded design changes and withheld funds to get
them. I worked 18 hour days for a year to complete the
project to their satisfaction only to be ignored at the end
when charges for the extra work were submitted. If you ac-
cept work on a government project, make sure that all design
details and features are clearly spelled out in the contract
along with incremental sign-off periods at each stage of de-
velopment. Additionally, make sure a rate is clearly shown
for all work that falls outside of the agreed upon definition,
and also spell out payment terms for the duration of the con-
tract.

A venture capital firm should be your last resort for funding.
Never approach a VC directly - you have to approach them
indirectly through someone who has dealt with them before.
Be highly selective when you approach a VC because you’ll
want to deal with a successful VC. VCs talk to each other,
and VCs will consider your company tarnished if another
VC turns you down. A VC will be more interested in your
company if they believe that another VC is interested in
funding you but has not yet provided you with a term sheet.
VCs have a herd mentality when it comes to funding.

VCs do not like to make small investments and like to be as-
sured that they will get a high rate of return on their invest-
ment. If they invest money in your company, they will take a
high percentage of common or preferred shares, may expand
the share offering to dilute the ownership position of other
investors, may lock down the founders so they remain cash
poor for as long as possible to keep their interest high, will
take a strong role on the board, and will push for rapid
growth. They expect to get a high rate of return on their in-
vestment by either floating a public issue or by selling out to
a company with deep pockets.

Your initial contact with a VC firm may be with an associate
who really wants to find a good deal. If things go well the as-
sociate may provide you with a term sheet and will make you
feel like you have a deal. You don’t. A term sheet is not a
contract and it may never lead to a contract. Unfortunately,
once you have a term sheet then other VCs will stop dealing
with you. Keep refining your software while you are trying
to raise funds even after you get a term sheet. If the VC gets
cold feet and doesn’t follow through with a contract then
you’ll be in a better position to get funding from another VC.

Up until a few years ago, VCs would expect to invest several
million dollars in a startup. Today, the cost of running a star-
tup is so low and the chance of selling a startup before VC
funding is so high that VCs are often hard-pressed to invest
their funds. Many startups are in a position to refuse large
VC cash infusions and minimize VC demands. In days gone
by, hardware, software, marketing, sales, fulfillment, distri-
bution and communications were all expensive and people
had to work closely together. Hardware is now more power-
ful and inexpensive, most types of software can be had at a
low cost if not for free, marketing can be accomplished at lit-
tle to no cost over the Internet, secure sales can be handled
over the Internet, software can be distributed over the Inter-
net, and inexpensive and free communications are available
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over the Internet. This trend is making it possible for many
companies to operate for extended periods without the need
of VC funding, and also makes it more likely that a startup
can progress far enough to sell for a high price to a company
with deep pockets without the need of VC funding.

Many startups choose to sell out rather than secure multi-lev-
els of VC funding before going public. This is due to a
change of attitude within high-tech companies with deep
pockets, and security laws as they relate to public companies
and private investments.

This last point has proven problematic to many companies
hoping to go public. In the USA in particular, companies can
borrow money from family and friends, but have to be ex-
tremely careful about trading stock for money. If this hap-
pens, your company may find that they have violated a
security law when the U.S. Securities and Exchange Com-
mission audits the company’s books prior to issuing your Ini-
tial Public Offering (IPO).

This is because the SEC is trying to protect average people
from investing their hard-earned funds with unscrupulous
companies and people. If you sell shares in your company to
someone who is not an “accredited investor” per rule 501 in
the Securities Act of 1933, then you have violated security
law and will have a difficult time floating a public issue.
Here are the definitions of an “accredited investor.”

• Any natural person whose individual net worth, or joint
net worth with that person's spouse, at the time of his
purchase exceeds $1,000,000;

• Any natural person who had an individual income in
excess of $200,000 in each of the two most recent years
or joint income with that person's spouse in excess of
$300,000 in each of those years and has a reasonable
expectation of reaching the same income level in the
current year;

As you can see, you will have difficulty taking your compa-
ny public if you fail to follow SEC rules. Trading stock for
money from a family member or friend who doesn’t qualify
as an accredited investor will cause you grief. Additionally,
the Sarbanes Oxley Act of 2002 altered the Securities Act of
1933 sufficiently to make compliance on a year by year basis
difficult and extremely costly. While the intent was legiti-
mate, it has made the process of startups going public far
more difficult than necessary and has made it far more diffi-
cult and costly to keep public companies operational. In turn,
many startups are purchased at early stages rather than fully
mature and go public or be sold. This is a shame because
founders rarely get full worth for their company.

Increasing Your Chance of Success
Forming and operating a new company is exceptionally dif-
ficult, made worse when you’re doing most everything by
yourself. Make the experience less daunting by starting your
business with another like-minded friend who can share the
burden, keep your spirits up when they start to flag, and take
up the slack when you need it. Most successful high-tech
companies, such as Research In Motion (RIM), Apple Inc.,
and Microsoft Corporation, had two or more founders. Do
the same and you’ll have a far better chance of success.

If you want to raise funds, and if your company is a startup
rather than a consulting firm, then consider moving to a city
that already has a slew of startups. You’ll find that it’s easier
to come across like-minded people, and that securing fund-
ing is far easier, especially when you get to know founders
of other startup companies.

The top locations in the USA to form a startup includes

1. San Francisco Bay area, California
2. Boston, Massachusetts
3. Seattle and Tacoma, Washington
4. New York City, New York
5. Washington, District of Columbia
6. San Diego, California
7. Austin, Texas
8. Portland, Oregon
9. Chicago, Illinois
10. Los Angeles, California
11. Denver and Boulder, Colorado
12. Orange County, California
13. Atlanta, Georgia
14. The state of New Jersey
15. Philadelphia, Pennsylvania
16. Dallas and Forth Worth, Texas
17. Phoenix, Arizona
18. Baltimore, Maryland

Note that the San Francisco Bay area has as much startup ac-
tivity as Boston, Seattle, Tacoma, New York City, Washing-
ton, San Diego and Austin combined. Total startup activity
in the state of California is close to total activity in all other
states in the USA. If you seriously want to form a startup in
the USA, then you’ll most likely need to operate out of one
of the top cities in the list above.

Canadians have fewer options. While Canada is the second
largest country in the world, the population is less than the
state of California and is largely concentrated in a few cities
that are within 160 kilometers of the USA border.

The top Canadian cities to form a startup include:

• Waterloo, Kitchener and Cambridge, Ontario
• Greater Toronto Area and surrounding region, Ontario
• Ottawa and Kanata, Ontario
• Montreal, Quebec
• Vancouver and Victoria, British Columbia
• Calgary and Edmonton, Alberta

Just like in the USA, you’ll find startups popping up
throughout Canada. You’ll also find that more startups form
in heavily populated areas that have the resources needed for
startups to flourish. Waterloo, for example, is home to the
University of Waterloo, a high ranking university for com-
puter studies. Another university in town, Wilfrid Laurier
University, has a solid reputation for business and finance.
Conestoga College, which operates primarily in Kitchener,
with campuses in Waterloo, Guelph, Stratford and Cam-
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bridge, has been ranked as the top college in Ontario for nine
years straight.

Waterloo is also home to RIM. The primary campus is situat-
ed next to the University of Waterloo and close to Laurier.
There are hundreds of established high-tech companies in
the region, and even more fledgling companies. You’ll find
similar activity in other major cities across the country.
Many founders of Canadian startups also tend to locate in the
startup capitals of the USA.

If you want to form a startup, you’ll find it easier to come
across like-minded souls when you’re self-employed or in
university or college. When you work for a high-tech com-
pany, you’ll probably work with many talented people.
Many dream about forming a startup but will never get
around to doing it. Earning a decent salary in a decent job in
a decent company with decent co-workers dampens the
burning desire to live a minimal, difficult existence by form-
ing a startup. In leaving your job, you also leave your salary,
benefits, perks and co-workers behind. Most people who
want to form a startup but don’t want to leave their salaried
job will work at night and on weekends on their special
projects. Unfortunately, this rarely works because when you
get home at night, you’re beat and usually have better things
to do than try to regain focus on code that you broke focus on
the night before. When the weekend arrives, you may be able
to regain and hold focus for the duration, but that ends with
the weekend. Focus will be lost when you hit the sheets on
Sunday night till after dinner on Monday night. The pattern
will repeat after a few hours. I’ve gone this route several
times since starting to work for other companies and it al-
ways results in mediocre code that never gets professionally
finished. Something always comes up to take control of your
life before the current project is really finished. If you do
“finish” it, something will happen to make it next to impossi-
ble to regain focus on a regular basis to enhance your “fin-
ished” product. All in all, life makes it close to impossible to
go from a wannabe startup founder to the real thing. Life
gets in the way if you let it. So while you’re young and able
to live a minimal existence, seriously consider doing it.

Another way to increase your chances of success is to devel-
op products with wide appeal. While it may be worthwhile to
specialize in a tightly focused vertical market, it can also be
disastrous. By nature, vertical markets are small and can be
subject to disruptions that can hurt or destroy your chances.
While it’s more difficult to develop a stellar application with
wide appeal in a market with plenty of competition, your
chances for success are still greater than in a vertical market.
Blaze a wide path, do it right and keep evolving your prod-
uct. By the time competition forms, you’ll be in a solid posi-
tion to stave them off.

The key in taking on a large market is to develop a product
that you know will have mass appeal. You must know who
your target audience is before you develop your product.
Like most developers, I have created a few products that I
felt had great appeal without really knowing the market I
was developing for. The result for me was always failure.
Know your market, know who will use your product and
know how they will use it before you start to build it.

A key ingredient to startup success is to keep an open mind.
While it’s critical to have a clear idea of what your startup

will do, be open to change. Few successful startups remain
true to their initial ideas. Microsoft, for example, developed
compilers and interpreters, RIM was a consulting company,
and Adobe’s initial focus was PostScript. Great companies
are open to change.

Another ingredient to success is talent. Few programmers
are exceptional where most are not. Be selective and only
choose the best. I’ve worked with many programmers and
most were mediocre, some were good and a few were excep-
tional. The exceptional ones stood out because of their love
of programming, their ability to do anything they set their
minds to, and their pure focus that lasted until they were
done. The best of the best could code in their heads and type
in the results non-stop for extended periods. Choose the best
to improve your chances for success.

Another critical ingredient for success is making the right
choice for language and platform. Choosing a language be-
cause you’re comfortable with it doesn’t make it the right
language. The same with platform if you’re developing a
platform-specific product. Choose a language and platform
that will give your product the best chance for long-term suc-
cess. In past I’ve been pulled into projects where language
and platform had already been chosen because of familiarity
more than logic. When a poor choice had been made, prob-
lems usually developed that resulted in a lesser product.
When starting a project, make sure that your best developers
are involved in choosing language and platform. If a lan-
guage choice is made purely because of programming ease,
then revisit your choice. Your end users should never have to
pay for your ease. If a platform is chosen because it’s avail-
able or cheap, revisit. Look for potential bottlenecks and oth-
er issues that could limit long-term use. Making the right
decisions early will improve your chances for long-term suc-
cess.

Another smart thing to do is release your product as soon as
possible. Stabilize it with a solid group of core functionality
and then release. After release, get user feedback, enhance
functionality, stabilize and release. Repeat ad infinitum. De-
lays translate into lost opportunities. Releasing unstable
products will result in lost potential. Quickly releasing a sta-
ble and useful product will improve your chances greatly.

Earlier I mentioned how important it is to exist in a minimal
state for as long as possible. This really is so important that I
have to harp on it a bit more.

If you feel that operating out of an office is necessary, revisit
your decision carefully and consider all of the fixed expenses
that could hurt you if you start to run out of cash. Think of
the office lease and taxes, telephone system lease, ISP fees,
hydro, heating, water, parking and staff. Add in the up-front
costs of furniture and fixtures, and potentially reduced pro-
ductivity of workers, and you can see why operating out of
office space may not be the best thing for your company in
the early stages. As a small business owner a few times over,
I’ve worked from home and from office. Home was usually
best. Setting up an office also means setting up class divi-
sions between managers and workers, office politics and
waste. While having an office can be good for an ongoing
business with a decent revenue flow, it can also be a death
knell if problems develop with the founders or staff, or if
revenue dries up. Once something untoward happens, fixed
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expenses can destroy your company. Founders who work out
of their homes, or work together in one home, have a better
chance of survival if something goes wrong, and have a bet-
ter chance of remaining friends if they remain focused on
their product above all else.

Several years ago, a ridiculous fight developed between one
founder and the rest of the founding team in a company I was
with. In direct and indirect ways this fight destroyed the
company. Most companies can survive a founder fight where
others can’t. If a fight breaks out, try to resolve the conflict
as quickly as possible before too much damage has been in-
flicted on the company and the founders.

Taking on the burden of hiring additional staff is also some-
thing that you should reconsider if you haven’t got a healthy
revenue flow and bank balance to justify it. If cash runs low,
you’ll find that it’s horrible to trim staff to stay afloat. In one
company I helped form, the founders went off payroll for a
few months while keeping staff on payroll. A better solution
would have been to remain in a minimal state for as long as
possible to gain strength and accumulate funds before taking
on any unnecessary fixed expenses. If you need help, consid-
er bringing them on under contract for specific work or for a
specific period. It’s far easier to cancel contracts than fire
workers.

Carefully review what you will need to get to the next stage
of where your company should be, and then raise sufficient
funds to make it happen. Make sure to raise more funds than
absolutely necessary because delays are central to software
development, and expenses always exceed what you will ex-
pect. After securing your funding, determine what your com-
pany will need to take things to the next stage and start
looking for funding again. This will be a cyclical process be-
cause securing funding always takes more time and is more
problematic than expected. Always keep developing soft-
ware while waiting for funding to come through, no matter
how much of a sure thing it appears to be. Investors tend to
delay until they absolutely have to pay. If you keep evolving
your software and company regardless of funding, your
company will be worth more and you will be closer to reach-
ing your goals. This, more than anything else, will convince
investors that funding your company is a worthy risk.

On the flip side, avoid raising far too much cash because it
will cause your investor to apply more pressure than neces-
sary to get a return on investment. If you have an exit plan
for your company then you already know where you expect
to make your money from. Investment funds are to be used
to grow your company. Do not expect to use them to grow
your personal bank account. Leave that to your exit plan.

Another problematic issue can be investors. Demands will
rise with investment levels. Carefully weigh all demands be-
fore deciding whether to negotiate or give in. No matter the
decision, avoid alienating your investors because they have
the power to make your life good or horrible. If you respect
your investor, then find ways to leverage off of their skills,
experience and resources. At the same time, do not fall into
the trap of agreeing to everything they demand. Some inves-
tors will try to manage your company, and may also lock
founders into a poverty situation where they cannot sell their
shares or transition to new work. Manage your investors well
or they will manage you.

Once your startup is formed and operational, you’ll find that
one of your founders will need to play a role in securing
funding. This is a rotten but necessary fact of life with star-
tups. Someone has to handle the day-to-day stuff that is gen-
erally hated by all, and deal with clients and investors to
ensure success for your startup. Carefully choose who the
“lucky” founder will be, and then support them at every
stage. In the early stages, it’s common for founders to get up-
set when they feel that another founder is not doing enough
from a technical perspective. Conversely, the founder who
has been stuck dealing with investors and the outside world
may initially feel cheated by being pulled away from the fun.
Support the unlucky founder at every step to enhance your
collective chances for success.

Some Final Thoughts
Operating your own business can be wonderful, horrible or
something in between depending on the moment. Most of
the time, you’ll find that it’s something in between. Keep the
following points in mind to maximize your chance of suc-
cess.

• Stay focused on your product
Losing focus can hurt your business in a big way. Your prod-
uct is central to your success so you have to remain clearly
focused on creating a great product, getting your product to
market and evolving your product at every turn. Do not fall
victim to reengineering your product in the early stages. You
can do it later after your company gains strength. Make your
product work well, stabilize, test it thoroughly, make it avail-
able to your clients, enhance functionality, stabilize and re-
peat. Losing focus by doing anything that violates this cycle
will hurt your business.

• Watch your bottom line
Develop a deep understanding of your business so that it
doesn’t fall from your grasp. You have to know how money
is being spent, how money will be spent, how quickly money
is being spent, how much money your business has, and
where new money will come from. You have to know who is
taking care of business and if they really are taking care of
business. It’s far too easy to let mundane obligations slide
when interesting things are happening. Remain in touch with
your business to ensure that you capitalize on your potential,
stay current with all obligations and never run out of money.

• Respect your clients and utilize their feedback
End users will provide valuable feedback if you ask them.
They will do things with your product that you would never
expect anyone to do, and they will find problems that would
otherwise remain hidden from view. They’ll send you their
wish lists of things they would like your software to do, and
may find ways to hack your software to do things that you
didn’t design it to do. If you provide your end users with a
stable product, they’ll beta test it and provide feedback. Ev-
eryone wants to feel special and end users are no exception.
Encourage them to provide feedback, and let them know that
you appreciate it. Your product will be better, your user base
will grow, and your chance of success will multiply.
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• Make products that people want, not what you want
This is a trap that is far too easy to fall into. Avoid it. Learn
as much as possible about the needs of your target audience
and create a product that is perfect for them.

• Always remain in touch with your market
Get out into the field from time to time and spend time with
your users. Get constant feedback and review it carefully.
You need to remain one with your users at all times.

• Provide quality service
Users will have problems with your product and will ask for
help. Provide the best service as quickly as possible every
time and learn from it to make your product better. You may
find that revenue can be earned through service that goes far
and beyond standard support. Learn from your users at every
turn to grow your company.

• Never grow your company for the sake of growth
This mistake occurs far too often and can lead to severe
problems when revenue dips or when funds run low. Always
think twice before committing to any corporate growth that
will not result in increased revenue or productivity. 

• Be honest and open with your investors
Play it straight with your investors and they will be there for
you when you really need it. If you try to cover up problems,
they can’t help you and will probably get upset.

• Get everything in writing
A rotten fact of life in business is that bad things happen
from time to time. Make sure that agreements are clearly
spelled out and signed by all parties. If a promise is made,
follow up to firm up, and hold them to it. Only sign contracts
that have been carefully reviewed. A common practice is to
put a few red herrings in contracts to divert attention from ar-
eas that could be potentially problematic. Lawyers who rep-
resent small businesses rarely spend enough time reviewing
contracts so take notes while you review contracts and dis-
cuss your findings with your lawyer. Contracts are usually
written in a way that discourages people from reading them.
Do not let this discourage you because it could hurt you in
the future. Also make sure to check for prior art and patents
when developing your product. It would be a shame if you
came out with a winning product only to be shut down by a
patent dispute.

• Raise money through investments, not loans
Paying back and maintaining loans can cripple a small com-
pany where investments do not have to be paid back in a tra-
ditional sense. It’s far too easy to waste borrowed money and
the loan payments can become fixed expenses that will hurt
your company when revenue dips or when cash runs low.
Operate in a minimal state and stay afloat with investments.

• Trust but always verify
Closely monitor all financial activity in your company at all
times. Funds can go missing in far too many nefarious ways.
Always remember that small expenses can also add up to di-
saster under the right conditions.

• Be tight-fisted
Don’t be cheap, just careful with funds. For example, if trav-
el is required, fly coach, stay at less expensive hotels and eat
at less expensive restaurants. Be careful with funds where
you can but do not become cheap for the sake of cheap.

• Do not hire friends or family
If you have to hire staff, always hire the best. Problems will
develop if you employ family or friends.

• Beware of troublemakers
Someone wants something that someone else has and will do
anything to get it. This could be a title, responsibilities, pow-
er, money, whatever. Always weed out troublemakers before
they can do much damage. Better yet, avoid hiring people
until you can no longer avoid it, then only hire the best peo-
ple possible.

• Keep it fun!
It’s way too easy to factor out fun from work. Don’t let this
happen. People need to enjoy work to do their best work.
Celebrate special events when they occur, encourage laugh-
ter and enjoy life together after hours. It doesn’t cost much to
make work enjoyable.

In Closing
Starting and running a business can be wonderful, but it can
also be horrible. Consider the good and bad sides of being
self employed before making your decision. If you decide to
start a business, get professional advice and verify every-
thing that you have learned in this article before acting on it.
Starting and growing a business can have a huge impact on
your life and the lives of others. Make sure to do it right from
the start by researching everything before you trust it, and re-
ly on professionals where you lack experience.
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ASP.NET Enterprise Single Sign-On
with BlackBerry Smartphones
Getting rid of password prompting on the BlackBerry® Browser for web applications that require authentication

Tim Jones, Bracewell & Giuliani LLP

Context
Our company, Bracewell & Giuliani LLP, has been using
BlackBerry® Enterprise Server for several years. In the last
5 years, more and more wireless devices started circulating
that included a built-in web browser.  As a web application
developer just becoming familiar with ASP.NET, I started
thinking about all the web applications I could write to target
these devices.  So, what did I do?  I opened Microsoft® Vi-
sual Studio®, created a new web application and deployed it
to our intranet web server. When I first browsed to the appli-
cation I was prompted for my credentials (Figure 1). I chose
the option to remember my username and proceeded to use
my application.  Later on that day, however, I was prompted
to enter my credentials again. Every time I accessed the web
application after waiting for a period of inactivity (such as
the following day), it would keep prompting me. 

At this point, I had been creating web applications for years
that didn’t require a credential prompt. I had been spoiled by
Windows® Internet Explorer®’s Intranet security zone sin-
gle sign-on (SSO) using Integrated Windows Authentication
(IWA). When ASP.NET was released, I was further spoiled
with authorization by simply typing in an Active Directory
(AD) group name in the web.config to validate group mem-
bership. Knowing that my company’s users wouldn’t want to
keep entering their password, I pushed BlackBerry smart-
phone web application development aside out of frustra-
tion.  However, I returned a couple years later for an
application with a mobility requirement. I originally de-
ployed this application as a native BlackBerry Java Applica-
tion so I could transmit the BlackBerry smartphone PIN as
an authentication token, but it was difficult to maintain and it
performed poorly (partly because it relied on web services
for communicating to the server).

Figure 1
Authentication prompt on a BlackBerry Browser.

Overview
Later that same year, I completely rewrote my Java® appli-
cation as a web application, but during this process I needed
a method to avoid the continuous credential prompting (and
achieve SSO). I chose to use cookies as an authentication
mechanism instead of the web server’s software (for exam-
ple, Microsoft IIS). This article will describe most of the
challenges and solutions that accompanied my development
of a reusable library (hereafter referred to as Mobile Site Li-
brary, or MSL) to accomplish SSO for our intranet web ap-
plications. Some of these challenges include, but are not
limited to the following concerns.

• Authentication
• Authorization
• Unsupported browsers
• Page caching
• BlackBerry Enterprise Server push deployment

Cookie Authentication
HTTP cookies offer a method of storing state between
browser sessions. Cookies have been around for so long that
most browsers, including mobile browsers, support them. I
decided to use a cookie to store a user’s identity after consid-
ering other options. For example, generating a GUID for
each user to be used as a URL parameter could be one meth-
od of authentication, while issuing each user a client certifi-
cate is another. However, in the end, issuing an
authentication cookie seemed to be the easiest and most
maintenance-free option available.

Disadvantage: Security
Using cookies has its own set of disadvantages, most of
which are security-related. For example, the first step to-
wards using cookies for authentication is to disable the web
server’s built-in authentication methods. For some web serv-
ers, this is referred to as enabling anonymous access.

Cookies, since they are located on the client, can be extract-
ed, examined and modified. Over the wire, cookies can be
intercepted and replayed. Therefore, the content of a cookie
and the connection to web servers should each be encrypted.
Since the BlackBerry® Mobile Data System Connection
Service automatically includes encryption (AES or 3DES)
from the BlackBerry Enterprise Server to the BlackBerry
smartphone (highlighted in Figure 2 by the lock and key
icons), some will decide this is sufficient. If encryption be-
tween the BlackBerry Enterprise Server and the destination
web server is desired, SSL must also be used. 
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Figure 2 Typical BlackBerry Enterprise Server topology.

A symmetric encryption algorithm should be used to protect
the cookie’s contents. I recommend using a symmetric algo-
rithm for performance reasons. .NET offers several algo-
rithms to pick from (The Rijndael algorithm is one) in this
category.

Advantage: Global Ticket
One advantage of cookies is that they are host-bound.  By
host-bound, I mean that a cookie is available to any path
within the host name of the web site. For example, if a cook-
ie is issued from www.blackberry.com, all subdirectories be-
neath www.blackberry.com will automatically have the
cookie transmitted to it. In IIS, each directory can be an inde-
pendent ASP.NET application. Given this fact, one of the
subdirectories could be a cookie provisioning application.
Cookies issued by this application will be transmitted to all
other subdirectories, or applications, within this host.

The topology I’m describing might not represent your envi-
ronment. If you use a separate web site for each application,
this method will not offer much of an advantage. The method
I’m proposing only becomes a true SSO implementation
when all mobile applications are deployed as subdirectories
within a common web host name. Consider the example in-
tranet web site in Figure 3 below.  This web site contains
several directories, each of which is a separate ASP.NET
web application.  Some of these directories are mobile appli-
cations while others are not. Even though each application is
independent from the other, they each have access to the
same cookie collection because they share the same host
name (http://webserver).
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Figure 3 Example of web site hierarchy displaying cookie collection access.

If an authentication cookie is created by any of these applica-
tions, it can act as a ticket for all other applications within
the web site. Considering you can place all of your mobile
applications on the same site, this allows the ability to sign in
only once, and then reuse the cookie as long as determined
by the cookie’s expiration date.

Provisioning the Cookie
Another advantage of storing the authenticating identity in
the cookie is the freedom it offers.  Since authentication is no
longer enforced by the web server, the web application de-
veloper can determine precisely how to provision the cookie.
The cookie provisioning application could use any authenti-
cation method supported by IIS out of the box to obtain the
identity (such as IWA), or it could be determined by some-
thing as custom as a series of questions the user must suc-
cessfully answer on a web form.

Creating the Mobile Site Library
In order to start this solution in the right direction, I created a
new C# library assembly (shown in Figure 4) that will be ref-
erenced by all web applications. This will keep all of the log-
ic for the solution in one location to make it easier to
maintain. For simplicity, I added a single static class called
Common as a generic container of the code (seen later on in
this article). In your project, you’ll probably want to create
separate static classes for each functional area (authentica-
tion, authorization, cryptography, etc.). I then added a refer-
ence to System.Web and System.Configuration for later use.
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Figure 4 Class Library project template in Visual Studio

Configuring the Mobile Application
As mentioned above, the first step towards setting up the
mobile application is to enable anonymous access. In
ASP.NET’s web.config, the authentication element’s mode
attribute should be set to “None” (Listing 1). You’ll also
need to verify the directory’s authentication method is set up
for anonymous access. Figure 5 shows what the authentica-
tion options page looks like in IIS. Since IIS will attempt
anonymous access first, you can leave other authentication
methods enabled if you want.

<?xml version="1.0"?>
<configuration>
<system.web>    
<authentication mode="None" />

</system.web>
</configuration>

Listing 1 Web.config for mobile application 
with anonymous access enabled

Figure 5
IIS authentication methods dialog box

with Integrated Windows Authentication turned on
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Since we cannot rely on the web server for authentication,
the mobile web application should inspect every request for
the authentication cookie. When it’s not found, it should re-
direct the request to the cookie provisioning application. A
typical provisioning sequence is illustrated in Figure 6. In or-
der for the provisioning application to know how to redirect
back to the mobile application, the current request path must
be URL-encoded and attached as a parameter.

Figure 6 MSL authentication sequence.

Listing 2 is an example that uses a master page to check for
the existence of the cookie. A master page is an easy way of
making sure all of your application’s pages validate the
cookie’s existence without having to place code in each
page. In this listing, if the cookie does not exist, it is redirect-
ed to the provisioning application (which we’ll discuss next).
Request.RawUrl provides the current path that we can pass
as a parameter. Overriding OnInit is preferred to OnLoad
since it executes sooner in ASP.NET’s execution cycle. Ei-
ther event will execute before code on the page that uses this
master page, however.

public partial class _default :
System.Web.UI.MasterPage

{
protected override void OnInit(EventArgs e)
{
HttpCookie authCookie =
Request.Cookies["MSLAuthentication"];

if (authCookie == null)
Response.Redirect

("/msl/authenticate.ashx?r=" +
HttpUtility.UrlEncode(Request.RawUrl));

base.OnInit(e);
}

}

Listing 2 Master page code to check for MSL cookie

Creating the Cookie Provisioning Application
I mentioned earlier that the provisioning application could
use any method for issuing the authentication cookie. For my
purposes, I wanted to reuse AD as my authentication store. I
created a new virtual directory application in my IIS web site
and set the authentication to IWA as shown in Figure 5.
Next, I created an empty ASP.NET web application. 

Once IIS authenticates a request to this application, an au-
thentication cookie will be sent to the client. I used an HTTP
handler to increase performance of the request since no user
interface is required. These operations and classes are in-
cluded in MSL and can be seen in Listing 3. In this listing,
line a1 (commented in the listing) returns the current user’s
identity after authentication has occurred and line a3 redi-
rects back to the original application by decoding the URL
parameter “r”. Line a2 shows that we’re issuing a cookie that
expires in 1 year. You may decide that this period of time
should be extended or shortened depending on your environ-
ment. Based on this configuration, the following list is an ex-
ample sequence between a mobile expense reimbursement
application and the IWA provisioning application.

1. Mobile web application requested at 
http://webserver/expense/m/default.aspx

2. Cookie does not exist, so browser is redirected to 
http://webserver/msl/authenticate.ashx?r=http%3A%2F
%2Fwebserver%2Fexpense%2m%2Fdefault.aspx

3. Provisioning application authenticates request using 
IWA

4. HTTP handler issues cookie and redirects back to 
http://webserver/expense/m/default.aspx

using System;
using System.Web;

namespace Company.Web.Mobile
{
public static class Common
{
public static string CookieValueName
{
get { return "Login"; }

}

public static string
AuthenticationCookieName

{
get { return "MSLAuthentication"; }

}
public static HttpCookie
CreateAuthenticationCookie(
string identityName, DateTime expiration)

{
HttpCookie authCookie = new
HttpCookie(AuthenticationCookieName);
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authCookie.Expires = expiration;

authCookie.Values.Add(CookieValueName,
Encrypt(identityName));

return authCookie;
}

public static String Encrypt
(String plaintext)

{
String ciphertext = null;

// replace this with your
// encryption algorithm
ciphertext = plaintext;

return ciphertext;
}

public static String Decrypt
(String ciphertext)

{
String plaintext = null;

// replace this with your
// decryption algorithm
plaintext = ciphertext;

return plaintext;
}

}

public class MSLAuthenticationHandler
: IHttpHandler

{
public void ProcessRequest
(HttpContext context)

{
try
{
// create login cookie based on
// authenticated windows account
context.Response.Cookies.Add(
Common.CreateAuthenticationCookie(

/* line a1 */
context.Request.LogonUserIdentity.Name

/* line a2 */
, DateTime.Now.AddYears(1)));

//redirect back to calling page
/* line a3 */

context.Response.Redirect(
HttpUtility.UrlDecode
(context.Request.QueryString["r"]));

}
catch (Exception ex)
{
context.Response.ContentType =
"text/plain";

context.Response.Write
("<html><body><h3>");

context.Response.Write(ex.ToString());
context.Response.Write("</h3><p>");
context.Response.Write(ex.StackTrace);
context.Response.Write
("</p></body></html>");

}
}

public bool IsReusable
{

get { return false; }
}

}
}

Listing 3 Example C# code for MSL
with cookie provisioning

In order to use the HTTP handler, the handler needs to be
registered in the web.config. If the MSL assembly is built in-
to a file named MobileSiteLibrary.dll and placed in the ap-
plication’s bin directory, the web.config in Listing 4 will
transfer all GET requests for resource authenticate.ashx to
the handler. No additional registration is required in IIS since
the ashx extension is provided in ASP.NET by default for ge-
neric handlers.

<?xml version="1.0"?>
<configuration>
<system.web>

<authentication mode="Windows"/>

<authorization>
<deny users="?"/>
<allow users="*"/>

</authorization>

<httpHandlers>
<add path="authenticate.ashx" verb="GET"
type="Company.Web.Mobile.
MSLAuthenticationHandler,
MobileSiteLibrary"/>

</httpHandlers>

<customErrors mode="RemoteOnly" />

</system.web>
</configuration>

Listing 4 Web.config for IWA
cookie provisioning application

Mobile Data System Unique Identification 
Headers
If requiring users to enter a username and password is unac-
ceptable, BlackBerry Enterprise Server environments offer
another alternative. BlackBerry Mobile Data System can be
configured to transmit the user’s PIN and/or email address in
a header to a web server (See article DB-00435). If you store
this information in a database (or in AD) that associates it to
the user’s account name, the provisioning application could
be written to use these headers for authentication and avoid
the credential prompt.  Depending on your deployment size,
you might be able to get away with avoiding a dedicated pro-
visioning application entirely.  For example, the redirection
to the provisioning application could be replaced by a data-
base lookup routine within your page processing pipeline.

Anonymous Authorization
Now that we’ve turned off IIS and ASP.NET built-in authen-
tication and authorization methods, we have to roll our own
authorization method. If this sounds a bit challenging, it’s
because it is.  However, if you happen to be running the mo-
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bile application on a Windows Server 2003 (or later) web
server and your environment has standardized on AD as your
primary user and group information store, the task of verify-
ing group membership for authorization becomes quite easy.

Verifying AD Group Membership
Windows developers will probably already be familiar with
AD group membership verification, which is easy to do with
a WindowsPrincipal object. This object verifies membership
using the IsInRole method. The reason I mention Windows
Server 2003 explicitly is because this version was the first
that introduced a Kerberos extension named Service-for-Us-
er-to-Self (S4U2Self).

This is significant because S4U2Self creates a WindowsI-
dentity object from a User Principal Name (UPN) without
requiring the user’s password. A UPN is a formatted user ac-
count name that looks similar to an email address. For exam-
ple, if the AD fully qualified domain name is company.com
and the account name is tjones, the UPN is tjones@compa-
ny.com.

Once the WindowsIdentity object has been created by
S4U2Self, it is passed as an argument to an overloaded con-
structor of the WindowsPrincipal object. The nesting rela-
tionship of this process is shown in Figure 7. An example
method that uses this extension is shown in Listing 5.

Figure 7 WindowsPrincipal nesting with S4U2Self

public static WindowsPrincipal GetPrincipal
(string upn)

{
WindowsPrincipal wp = null;

// Use S4U2Self to create WindowsIdentity
// (as of Windows Server 2003)
// try catch is used because Security
// exception will be thrown if not executed
// on this platform
try
{
wp = new WindowsPrincipal
(new WindowsIdentity(upn));

}
catch { }

return wp;

}

Listing 5  WindowsPrincipal generation
using S4U2Self

Now that we’ve obtained a WindowsPrincipal object, group
membership verification against AD is one line of code by
using the IsInRole method (As seen in Listing 6 below). If
the user isn’t authorized, it would be friendly to show an ac-
cess denied message. To show the message, you could use an
HTML page or create a dynamic page that provides more de-
tails about the request.

Server.Transfer
I used Server.Transfer instead of Response.Redirect for per-
formance reasons since it avoids a round-trip call to the serv-
er. Be careful when using Server.Transfer, however. If you
try to use Server.Transfer to a dynamic page, such as an aspx
file, ASP.NET will attempt to load the class for the page in
memory during the transfer from the current application.
You will have problems if you attempt to transfer to a dy-
namic page in another web application because ASP.NET
will not find the assembly for that class in the current appli-
cation’s bin directory. If your intention is to build a universal
unauthorized server-side page, I recommend using Re-
sponse.Redirect to an HTTP handler.

WindowsPrincipal wp =
GetPrincipal(authCookie.Values["Login"]);

if(!wp.IsInRole(@"Company\Expense Users"))
Server.Transfer("unauthorized.html");

Listing 6 Code for AD authorization check

Supported Browsers
Browser detection is required if access to the mobile applica-
tion should be limited only to supported BlackBerry smart-
phones that have been tested.

To accomplish this, we need to check the browser identifier
HTTP header, HTTP_USER_AGENT. For example, if we
want to limit access to BlackBerry smartphones only, we’d
verify that the text “BlackBerry” appears in this header. Arti-
cle DB-00435 further explains browser identification. When
an unsupported browser is detected, a message similar to the
unauthorized error should be returned.

Browser detection could also be used if a mobile web appli-
cation has an equivalent standard web application. In this
scenario, a user might have a link to the mobile application
in an email, but tries to access the link from his or her com-
puter. It would be desirable to redirect the user to the stan-
dard web application if this occurs.

Browser detection needs to happen before checking for the
cookie to avoid the authentication process we’ve created up
to this point. Listing 7 shows a browser check that redirects
unsupported callers to a non-mobile version of the expense
application (See Figure 3).
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if (Request.UserAgent.IndexOf
("BlackBerry")== -1)

Response.Redirect("/expense/default.aspx");

Listing 7 Code to only allow BlackBerry 
smartphone browsers

Overcoming Page Caching
Response.Cache.SetExpires
(DateTime.UtcNow.AddMinutes(-1));

Response.Cache.SetCacheability
(HttpCacheability.NoCache);

Response.Cache.SetNoStore();

Listing 8  MSL code for preventing page caching

Web page caching and dynamic web sites are typically in
conflict with one another. Caching the results of a web site in
general is a great idea since it saves server resources and in-
creases performance. However, when caching a dynamic
web application, a common side effect is stale results. This is
sometimes experienced when a caching system such as a
proxy server is used.

When I first started testing my mobile application, I noticed
that the BlackBerry browser would always display cached
copies of my aspx pages after a postback. To prevent this
caching, cache control HTTP headers must be included in
the web server's response headers. Instead of manually add-

ing these headers to every page in the application, they could
be added during the execution of OnInit (Listing 8).

BlackBerry Enterprise Server Push 
Deployment
In a BlackBerry Enterprise Server environment, several op-
tions are available for deploying a web application to a
BlackBerry smartphone. They can range from the very sim-
ple, such as sending an email with a hyperlink to the applica-
tion, to the complex, such as initiating a BlackBerry MDS
browser push. Having worked with both methods, I prefer a
browser push for those applications that need a dedicated en-
try point on the BlackBerry smartphone. Several browser
push methods could be chosen, and it’s worth taking a look
at each one to determine if it meets your requirements. A
browser channel push, for example, will create a custom icon
on the home screen of the BlackBerry smartphone. 

To understand how this method of deployment interacts with
our applications, it’s helpful to know what is going on be-
hind the scenes of a browser push. Figure 8 illustrates the
process of a typical BlackBerry MDS browser push. In this
figure, the workstation issuing the push downloads the re-
sults from a web page then issues a custom HTTP POST to
the BlackBerry Enterprise Server running BlackBerry MDS.
If BlackBerry MDS responds with a 100 Continue header,
the results are sent back to the BlackBerry Enterprise Server
then forwarded to the BlackBerry smartphone’s cache. A
200 OK header is then returned as a confirmation to the
workstation.

Figure 8 A typical BlackBerry Mobile Data System browser push request

Creating a custom POST request is not something terribly
difficult for a web developer (or anyone with HTTP diagnos-
tic utilities), but it still represents a significant hurdle when
you factor in reading the documentation and testing. A
browser push utility is not currently included in BlackBerry
Enterprise Server, but developers have historically provided
source code for sample push applications. Most recently, a
sample .NET project was included with the BlackBerry®
Plug-in for Microsoft® Visual Studio®. Figure 9 is a screen-
shot of this application (with some minor enhancements). 
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Figure 9 Sample BlackBerry Mobile Data System browser push application

Deployment Difficulties
During deployment testing, the push utility threw an error
when I pointed it to my application. The failure occurred be-
cause the utility only accepts HTTP 200 responses, and MSL
was redirecting (HTTP 302) to other locations. One of the
following two situations was happening.
1. The mobile application was configured to only allow 

BlackBerry smartphones, so the request was redirected 
to the standard site.

2. The mobile application detected the missing 
authentication cookie and redirected to the cookie 
provisioning application.

We have a couple of options to resolve this. We can either
add a server-side check for a push deployment (what I ini-
tially did), or modify the push utility to avoid the GET re-
quest to the application if caching is not desired. The latter is
more desirable in my opinion since it simplifies the MSL
processing logic by avoiding push detection entirely.

However, if you’d like to make MSL more robust to handle
this scenario, it doesn’t involve a lot of overhead. Since the
GET request made to the application is done via HTTP APIs
in the sample code, no browser identifier is included by de-
fault. If you decide to implement push detection server-side,
a missing user agent header would be a reasonable detection
mechanism (shown in Listing 9).

if (Request.UserAgent == null)
Server.Transfer("/msl/public/push.html");

––––––––––––––––––––––––––––––––––––––––––––––
Listing 9 Server-side browser push detection

––––––––––––––––––––––––––––––––––––––––––––––

In order to return content from the push request, I transferred
to an HTML page in an anonymous access-enabled subdirec-
tory (named public) within the cookie provisioning applica-
tion. In this configuration, the page could be shared between
all mobile applications. 

The default behavior of a push is to cache the results on the
BlackBerry smartphone for 12 hours in the absence of any
expiration headers. After transmitting the deployment page
during the push request, it was shown on the BlackBerry
smartphone instead of navigating to the application. The
only way to open the web application was to choose Refresh
from the browser menu. To make sure the BlackBerry smart-
phone didn’t show the cached results, an Expires HTTP
header was added to the push application and set to -1 during
the push.

Reusability
Combining the techniques used for authentication, authori-
zation, unsupported browsers, page caching and BlackBerry
Enterprise Server push deployment will result in something
similar to the code in Listing 10. Some will argue that this is
good enough and proceed to copy and paste this code into
each master page. Others with larger deployments would ar-
gue that this amount of code duplication makes the solution
too difficult to maintain. Increasing the reusability of the so-
lution will make it easier to maintain. The following sections
explain several methods that can be used to make this solu-
tion reusable.
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using Company.Web.Mobile;

public partial class _default : System.Web.UI.MasterPage
{
protected override void OnInit(EventArgs e)
{
// MDS browser push detection
if (Request.UserAgent == null)
Server.Transfer("/msl/public/push.html");

// browser detection
if (Request.UserAgent.IndexOf("BlackBerry") == -1)
Response.Redirect("/expense/default.aspx");

// check for cookie existence
HttpCookie authCookie = Request.Cookies[Common.AuthenticationCookieName];

if (authCookie == null)
{
Response.Redirect("/msl/authenticate.ashx?r=" + HttpUtility.UrlEncode(Request.RawUrl));

}
else
{
 // authorization check
WindowsPrincipal wp = Common.GetPrincipal(authCookie.Values[Common.CookieValueName]);

if(!wp.IsInRole(@"Company\Expense Users"))
Server.Transfer("unauthorized.html");

}

// Prevent caching
 Response.Cache.SetExpires(DateTime.UtcNow.AddMinutes(-1));
 Response.Cache.SetCacheability(HttpCacheability.NoCache);
 Response.Cache.SetNoStore();

base.OnInit(e);
}

}

––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––
Listing 10 Master page OnInit with all features enabled

––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––
Global Assembly Cache
One of the most obvious solutions for reuse will be to install
the MSL assembly into the Global Assembly Cache (GAC)
on the web server.  This will make it easy to run multiple
versions of MSL side by side and also remove the require-
ment of copying the assembly into the bin directory of each
mobile web application. After this is done, your web.config
HTTP handler entries will need to be altered to account for
the version and strong name of the assembly.

Declarative Configuration
The current solution requires that all the application-specific
string literals be hard-coded and it will require a rebuild and
deployment when changes need to be made. If all of the ap-
plication-specific information were removed from this code
and placed in an external configuration file, the code could
be generalized to run for any application. 

This is only half of the battle, since the current solution also
forces the same logic upon every page, which is not very
flexible. If pages exist in the application with different au-
thorization rules, caching requirements or browser restric-
tions, we’d have to create another master page or litter the
existing one with switch statements and other conditional
logic, resulting is something difficult to maintain. 

Given the complexity of a real-world application, the best
way to address these issues is to take advantage of .NET’s
built-in configuration system by creating our own custom
configuration section. If you haven’t done this before, you’re
not alone. My first experience with it began with this project.
If you are interested, I recommend John Rista's article, Un-
raveling the Mysteries of .NET 2.0 Configuration. I also
highly recommend opening the machine.config file on your
workstation. Every element in a typical web.config is de-
fined in machine.config.  Look at the section elements de-
fined within the system.web sectionGroup element. After
reviewing this, understanding how a custom configuration
section entry works is easier. Figure 10 and Listing 11 dis-
plays the implementation I ended up with. Yours would most
likely be different (and better).  Looking back, I see things I
would change.
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Figure 10 Class diagram of a custom configuration section for MSL

<?xml version="1.0"?>

<configuration>
<configSections>
<section name="mslsection" type="Company.Web.Mobile.MSLConfigurationSection,
MobileSiteLibrary"/>

</configSections>

<mslsection>
<msl location="*" preventBrowserCaching="true">
<pages authorizationFailed="unauthorized.aspx" standardPage="/expense/default.aspx" />
<authorization>
<allow roles="Company\Expense Users,Company\Accounting" />

</authorization>
</msl>

<msl location="admin.aspx">
<authorization>
<allow roles="Company\Expense Admins" />
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</authorization>
</msl>

</mslsection>

<system.web>
<authentication mode="None" />

</system.web>

</configuration>

––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––
Listing 11 MSL custom configuration section for implementation in Figure 10

––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––
Take a quick look at the MSLConfigurationElement class in
Figure 10. I’m reusing the AuthorizationRuleCollection
class that .NET uses in system.web (I found out the class
name by examining the machine.config by the way). Be-
cause of this, authorization rules for MSL become the same
as rules for a typical ASP.NET application. Listing 12 is an
example of a utility method that verifies users and/or AD
group membership given an authorization rule and a Win-
dows principal. Listing 13 uses this method for each rule in
the collection. In this listing, UserAccount is a Window-
sPrincipal object.

public struct AuthorizationCheck
{
public bool Matched, Authorized;

public AuthorizationCheck
(bool matched, bool authorized)

{
Matched = matched;
Authorized = authorized;

}
}

private static AuthorizationCheck
isAuthorized(AuthorizationRule rule,
System.Security.Principal.
WindowsPrincipal user)

{
AuthorizationCheck ac = new
AuthorizationCheck(false, false);

// check user entries
System.Collections.Specialized.
StringEnumerator users = 
rule.Users.GetEnumerator();

while (users.MoveNext() && !ac.Matched)
if (users.Current.Equals(user.Identity.Name, 
StringComparison.OrdinalIgnoreCase)
|| users.Current.Equals("*"))
ac.Matched = true;

if (!ac.Matched)
{
// check role memberships
System.Collections.Specialized.
StringEnumerator roles = 
rule.Roles.GetEnumerator();

while (roles.MoveNext() && !ac.Matched)
if (user.IsInRole(roles.Current))
ac.Matched = true;

}

// if an allow rule is matched, set
// authorization to true
// if a deny rule is matched,

// or if no match was found, 
// leave authorization as the default of false
if (ac.Matched && rule.Action ==
AuthorizationRuleAction.Allow)
ac.Authorized = true;

return ac;
}

Listing 12 Authorization verification method using 
WindowsPrincipal and AuthorizationRule

AuthorizationCheck ac = new
AuthorizationCheck(false,false);

// if autorization rules found,
// check AD group memberships
if (authCollection != null)
{
foreach (AuthorizationRule rule
in authCollection)

{
ac = isAuthorized(rule, UserAccount);

// break out of loop as soon
// as a rule is matched
if (ac.Matched)
break;

}
}

if (!ac.Authorized)
Server.Transfer("unauthorized.html");

Listing 13 Authorization snippet for the 
AuthorizationRuleCollection

Page Controller
One popular method of reuse is the Page Controller pattern
(The C in the popular MVC pattern).  A page controller is
basically a custom base class that is used by application pag-
es instead of the default ASP.NET page base classes (Mas-
terPage, Page, and MobilePage). The controller inherits from
the default base class then injects custom logic before the re-
sulting page is executed. If we had only one page class in
ASP.NET to control, it would be a little easier, but in order to
control all three, we should probably create an interface that
contains all the data we need for our logic. Figure 11 is a
class diagram of a possible interface and a page controller
master page base class.  Notice that the master page class in-
herits from MasterPage, the default class for master pages in
ASP.NET, and also implements MSLPageInterface, a custom
interface.
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Figure 11 Page Controller interface and master page base class implementation

If you’ve taken my advice and implemented declarative con-
figuration, one way of implementing Page Controller would
be to separate the configuration fetch from the execution of
the page during OnInit. This would allow the implementa-
tion a little more freedom to alter the configuration values
before page processing begins (You’d need to override On-
Init for this, of course). The resulting execution pipeline is
shown in Figure 12.

Figure 12 Page controller pipeline
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Listing 14 is the master page base class shown in Figure 11.
Since it implements the MSLPageInterface, a self reference
(C# keyword this or Visual Basic’s Me) can be passed as an
argument to the methods in Listing 15 and Listing 16, which
can be used by all base classes.

using System;
using System.Web;
using System.Security.Principal;
using System.ComponentModel;

namespace Company.Web.Mobile
{
public class MSLMasterPage :
System.Web.UI.MasterPage, MSLPageInterface

{
protected String _login;
protected String _UPN;
protected WindowsPrincipal _wp;
protected String _authenticationSourcePage;
protected String _standardPage;
protected String _deploymentPage;
protected bool _preventBrowserCaching;
protected string _unauthorizedPage;

public MSLMasterPage()
{
Common.Constructor(this);

}

protected override void OnInit(EventArgs e)
{
Common.Page_Init(this);
base.OnInit(e);

}

[Browsable(false)]
public string UserLogin
{
get { return this._login; }
set { this._login = value; }

}

[Browsable(false)]
public string UserPrincipalName
{
get { return this._UPN; }
set { this._UPN = value; }

}

[Browsable(false), ReadOnly(true)]
public WindowsPrincipal UserAccount
{
get
{
if (this._wp == null)
this._wp = Common.GetPrincipal
(this._UPN);

return this._wp;
}

}

[Browsable(false)]
public bool PreventBrowserCaching
{
get
{ return this._preventBrowserCaching; }

set
{ this._preventBrowserCaching = value; }

}

[Browsable(false)]
public string AuthenticationSourcePage
{
get { return 

this._authenticationSourcePage; }
set
{ this._authenticationSourcePage
= value; }

}

[Browsable(false)]
public string StandardPage
{
get { return this._standardPage; }
set { this._standardPage = value; }

}

[Browsable(false)]
public string DeploymentPage
{
get { return this._deploymentPage; }
set { this._deploymentPage = value; }

}

[Browsable(false)]
public string UnauthorizedPage
{
get { return this._unauthorizedPage; }
set { this._unauthorizedPage = value; }

}
}

}

Listing 14 Master page base class
for Page Controller

public static void Page_Init
(MSLPageInterface mp)

Listing 15 Method declaration for shared OnInit

public static void Constructor
(MSLPageInterface mp)

Listing 16 Method declaration
for shared constructor

Now that we’ve moved all the hard work of overriding On-
Init into the base class, Listing 17 is an example of what the
code-behind class for the web application’s master page
might look like. This has reduced the task of implementation
to the replacement of the default base class.  This means we
now only have to modify one line of code for the implemen-
tation.

public partial class _default : MSLMasterPage

Listing 17 Modified master page code-behind
class that implements Page Controller

For a strongly typed reference to the master page from a con-
stituent page, add a MasterType declaration to the aspx file
as shown in Listing 18. Once this declaration is made, MSL
base class properties or any other custom properties added to
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the master page will be available from the Master property.
Listing 19 is an example of accessing the UserLogin proper-
ty from a page that uses this master page. 

<%@ MasterType VirtualPath="default.master" %>

Listing 18 MasterType declaration in a web page

this.UserName.Text = this.Master.UserLogin;

Listing 19 Use of strongly-typed MSL
master page (C#)

Intercepting Filter
Page Controller is very impressive so far, but it is dependent
on the developer for enforcement at the page level. Even
though it may be the developer’s intention to enforce rules
across an entire application, it’s still possible to ignore the
base classes and introduce rogue pages. If this dependency
concerns you, or if Page Controller is not an elegant enough
solution, you should consider the Intercepting Filter pattern.

Implementation of Intercepting Filter involves writing a cus-
tom HTTP module, which is the deepest level of web server
integration that ASP.NET offers.  When implemented, it is
no longer necessary to inherit from or create any base class-
es. All requests for resources that ASP.NET is configured to
manage are filtered through the module. To enable the mod-
ule, only one entry in the mobile web application’s web.con-
fig is required. Listing 20 shows an example of web.config
entry for a custom HTTP module.

<httpModules>
<add name="MSLModule"
type="Company.Web.Mobile.MSLHTTPModule,
MobileSiteLibrary"/>

</httpModules>

Listing 20 Custom HTTPModule registration
in web.config

HTTP modules have built-in hooks for authentication and
authorization, which is a good fit for the code we’ve already
written for this purpose.  If these hooks are used, it makes the
downstream page processing code identical to the code web
developers are currently using for their applications that use
ASP.NET’s built-in authentication and authorization. How-
ever, you might decide to use this in combination with Page
Controller if you liked its custom inherited properties.

IIS 7 HTTP Module Enhancements
Deciding to spend the extra time building an HTTP module
has a couple of significant advantages if you are targeting the
latest version of IIS (IIS 7 in Windows 2008). Starting in IIS
7, HTTP modules will be able to execute directly within the
IIS pipeline. This means that in addition to those extensions
registered and handled by ASP.NET, the HTTP module will
execute for all resource requests, including images and html
files.

Moving all the MSL processing logic into the server pipeline
will also abstract the solution from the web application con-
suming it. Since IIS 7 now supports other frameworks such
as PHP, you could conceivably use MSL for a PHP web ap-
plication. Yes, you read that correctly. That’s a pretty good
incentive to push for that upgrade to 2008.

Conclusion
I hope this article has been of some use for you. If you had
abandoned a server-side solution for your mobile applica-
tions for the reason I did, the concepts in this article should
give you an excuse to revisit the issue. In my environment,
this solution delivered SSO for our BlackBerry smartphone
deployment successfully. Even if your enterprise doesn’t use
BlackBerry smartphones, most of these concepts will work
with any mobile device and platform.

Note: The online edition of this article contains a download 
link for the Mobile Site Library project.
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Java ME MIDP, CLDC and BlackBerry APIs
Richard Evers, Editor

It’s not difficult to develop a BlackBerry® smartphone ap-
plication. The development environment is expansive and
free, the default development language is well known and
well documented, the BlackBerry API is expansive and well
documented, and a wealth of sample source code is avail-
able. As a bonus, back issues of the BlackBerry Developer
Journal include in-depth development tutorials that clarify
many development issues.

If you don’t like developing in Java® ME, then you’re free
to develop applications using the Plazmic® Content Devel-
oper's Kit, the BlackBerry® Mobile Data System, or use a
free plug in to develop applications within a Microsoft® Vi-
sual Studio® environment.

If you prefer to use something other than the BlackBerry Ja-
va® Development Environment, you can. Many people have
successfully used third-party development tools to create
BlackBerry software solutions.

This ease of development has resulted in a great deal of de-
velopment activity throughout the world. Commercial devel-
opers have created a slew of amazing applications for
BlackBerry smartphones while developers within corporate
and government environments have created countless spe-
cialized applications.

With these facts known, it’s a mystery why so many devel-
opers find it difficult to create BlackBerry smartphone appli-
cations. Perhaps the key lies in finding something
worthwhile to develop. After all, designing, developing, test-
ing and refining software applications is a lengthy and ex-
pensive process. Many developers need to be fully motivated
before work can begin.

With luck this article will help spur you on to creating
world-changing BlackBerry smartphone applications.

Why Today is Not Yesterday
It’s always best to learn from the past without dwelling on it.
Learning from past experiences can help you right now, and
will also help you to set processes in motion for the future.
Dwelling on the past can tarnish the present and the future
and make you miserable in the process.

To make this point clear, I’ll state that I spent many years de-
testing Object Oriented Programming and Java because of
my programming background and work experiences.

My Past
I’ve always enjoyed doing things that are difficult or border-
line impossible. In high school in the mid 70s I took an intro-
ductory software development class. We had no textbooks,
used a keypunch to program, and had to wait for weekly
batch runs of our cards on a mainframe that was in another
city. While difficult and coming close to impossible, this was

not the challenge I had been expecting when I took the
course.

After high school I programmed on mainframes in a few lan-
guages, but that, too, was anything but challenging. Our big-
gest thrill came when we got a VAX/VMS system and could
finally ditch punch cards entirely.

In the early 80s, I started writing applications for microcom-
puters. This was the challenge I had been waiting for!

Like many developers in the early days, I had to create lean
and mean programs to get the most from computers that had
slow processors and limited memory and file storage capa-
bilities.

Back then, you took what you could get when it came to pro-
gramming languages. Where Cobol, RPG and Fortran were
good for mainframes and mini systems, I had to write in BA-
SIC and assembler on early micros. Assembler was the first
language that I truly adored. While initially difficult to learn,
it was highly rewarding because the resulting applications al-
ways pushed the computer as hard as possible, using mini-
mal memory and storage resources.

The major drawback with assembler is that it is specific to
CPU, computer architecture and operating system. This was
not too much of a problem in the early days but became a
problem when trying to support dissimilar platforms. While
it was a rush to write in assembler for several popular chips,
doing so was far too limiting when trying to write a common
application that would work on multiple platforms. When I
reached that point I switched to C and never looked back!

C was portable across most platforms and compilers were re-
fined enough to create highly optimized executables. The
primary difficulties in writing common applications across
multiple platforms related to display, menu, file and print
handling, and occasionally, memory handling. This was han-
dled with relative ease by creating platform-specific code
and using preprocessor directives to separate the common
from platform-specific code during compile.

I wrote in C++ when compilers started to support it, and
came away convinced that C was still superior from a speed,
storage and portability perspective. OOP techniques slowed
down execution speed, slowed down memory and file ac-
cess, increased the size of the executable, and made platform
portability far more difficult. As an assembler programmer I
knew that indirection wastes CPU clock cycles. OOP, by de-
sign, wastes clock cycles by making heavy use of indirec-
tion. Over time, hardware improved enough to make speed
and storage less of an issue, and C++ libraries improved to
make it easy to develop full-featured applications.

I wrote in Java when the first versions came out. Execution,
memory and file access speed were far worse than C++, and
storage was bloated because of the overhead required to run
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a JVM. This was to be expected from an interpreted lan-
guage. The only true benefit at the time was that multi-plat-
form support was designed into the language. Hardware and
language implementations eventually evolved enough for Ja-
va to become acceptable.

My business and several companies that I relied on started to
falter around the time that Java came out because the World
Wide Web made my specialty largely obsolete. You see, my
company mostly developed software for CD-ROM based
products. We developed technology that worked across sev-
eral platforms that included high-speed search technology,
data compression, GUI front ends, reporting packages, print
handling and more. Many people realized the potential of the
web and made decisions that impacted badly on old-school
companies like mine.

In turn, we became early adopters of the web and tried to
raise funds to create a web search engine using our search
technology. Unfortunately, the venture capital firms we ap-
proached could not see how they could get a return on their
investment from a web search engine. It took me years to re-
alize they were right because our business model failed to
consider advertising.

After a decade of self-employment I started work for another
high-tech company. At that time the company had a core
group of software products that were highly optimized and
written in C and C++. This was my type of company!

This did not last. Management decided that it was a waste of
time, effort and money to create executables for several plat-
forms, and then decided that it would be best to port their
core products to Java. They made a mess of the ports, alien-
ated their client base and almost went out of business. While
there were several other factors involved in this disaster,
porting to Java was one that really got to me.

I landed a job at another high-tech company that had a core
line of software products written in C and C++. They, too,
had to create executables for several platforms each release,
and they, too, decided to port to Java. They made a mess out
of the ports, alienated their client base, and also came close
to going out of business.

With three companies shot out from under me, I started work
with Research In Motion. At the time RIM had four Black-
Berry devices, all developed in assembler, C and C++, and
all supporting C and C++ development. Very cool!

The BlackBerry® 5810 smartphone was released shortly af-
ter I started with RIM. This was their first Java ME-based
smartphone. While a good first effort, it was slow compared
to C/C++ BlackBerry devices, and didn't sell in volume.
Thankfully, RIM has greatly improved, enhanced and ex-
panded its line of products since then.

Time has proven my loathing of Java and OOP largely obso-
lete. Current BlackBerry smartphone are superior in every
way to earlier smartphones. They're fast, stable and full fea-
tured. Best of all, it's far easier to write stunning Java ME
BlackBerry smartphone applications than it was to write
them in C and C++ for earlier devices. The MIDP, CLDC
and BlackBerry APIs are full-featured, powerful, extremely
stable, and highly optimized for speed, memory use and stor-
age.

The moral of this story is that today is not yesterday. Things
that were true in past are not necessarily true today. Dwelling
over past experiences, good and bad, will never lead to doing
better work or feeling better about life. It just makes life
harder than necessary and limits natural abilities.

I finally have stopped dwelling on my past experiences and
fully embrace the present. In my present, BlackBerry smart-
phones and Java ME reign supreme. Where I had to write
from scratch in my assembler and C days, and also had to
spend small fortunes to purchase specialty libraries, compil-
ers and hardware, this is anything but true today. Java ME
and the BlackBerry API are full-featured in the extreme and
virtually free to write in. Best of all, you’ll find that it’s fairly
easy to create software that takes full advantage of all that
BlackBerry smartphones offer.

Delving into the API
You should take some time to determine what you would
like to write. It’s hard to learn something new without a
strong desire to immediately use what you’ve learned.

The best way to stoke your programming desire is to wade
through the JavaDocs provided with the BlackBerry Java
Development Environment. While I could provide you with
a massive compendium of all Packages, Classes and Inter-
faces contained in the Java ME MIDP, CLDC and BlackBer-
ry APIs, it would be out of date in short order. Download and
install the latest BlackBerry JDE then take some time to re-
view the JavaDocs. After that, compile all sample applica-
tions that come with the JDE, try them out then review the
source code to see what makes them work.

While reading through the JavaDocs, you may notice that
several classes and interfaces have been flagged as Signed.
Some crypto classes and interfaces have also been identified
as being part of the Crypto Extension API. Use of these com-
ponents within a BlackBerry smartphone application re-
quires code signing before live deployment. Applications
that are configured to automatically start when the BlackBer-
ry smartphone starts also must be signed. Code signing has
been employed to track the use of sensitive APIs for security
and export control reasons.

If you use controlled classes, interfaces or the auto-start
technique in your application, then your software application
must be signed using signature keys provided by RIM before
you can load the application .cod files onto a BlackBerry
smartphone.

You can request code signature keys using this link:

http://na.blackberry.com/eng/developers/downloads/api.jsp

You will pay a fee to get signature keys. The payment meth-
od is largely used to authenticate the keys to the user.

Note: Certain cryptography classes related to public/private 
key cryptography contain technology from Certicom. Use of 
these classes must be registered and licensed from Certicom 
directly. The cryptography API detailed in the JavaDocs 
identify items that are part of the Certicom Cryptography 
APIs.
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Java and the BlackBerry JDE
The latest version of the BlackBerry JDE works best with Ja-
va 2 SDK, Standard Edition v5.0 or v6.0. Make sure to
download and install either of these version of the SDK be-
fore installing the BlackBerry JDE.

You can download the BlackBerry JDE from:

http://na.blackberry.com/eng/developers/
downloads/

To test and debug your applications, you’ll need to also
download and install the BlackBerry® Email and MDS Ser-
vices Simulator Packages. You may also need to install addi-
tional BlackBerry Device Simulators.

Please use the following link to download these tools:

http://na.blackberry.com/eng/developers/
downloads/simulators.jsp

The first thing to do after you get your development environ-
ment set up is determine if you know enough about Java ME
and the BlackBerry APIs to write an application. If not then
you need to ramp up fairly quickly. A good place to start is
by reading articles published in the BlackBerry Developer
Journal, and by reading some of the Product Documentation
that is available through this link:

http://na.blackberry.com/eng/developers/

You can also search the web and prowl around book stores
for books and articles and then delve into programming is-
sues related to BlackBerry smartphone applications or Java
ME in general. If you are anything like me, you’ll also need
to create some original software to learn. Following
step-by-step coding tutorials in a book or article is a decent
way to gain some hands-on experience, but nothing beats
coding something original from scratch.
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