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Abstract—Accurate traffic classification is a key requirement
for different network and security monitoring/planning tools.
The evolution of Internet protocols and applications has caused
traditional traffic classification approaches to be ineffective in
certain cases. Key causes of the inaccuracy include: (i) the
increase in the encrypted traffic; (ii) the rise in the usage of dy-
namic port numbers for different applications; and (iii) multiple
applications running over HTTP/HTTPS protocols. Traditional
solutions for traffic analysis, classification, and measurement
fall short in providing visibility in users’ activities - a key
requirement for network and security monitoring tools. In this
paper, we evaluate an automatic classifier for encrypted Social
media, Video and Audio traffic without relying on particular
application layer header fields that can be easily modified.
We leverage machine learning algorithms together with the
features provided by the well-known off-the-shelf traffic flow
exporters. We evaluate the performance of such a system also
for generalization (robustness) purposes on different networks.
Experimental results show promising performances in terms of
generating robust traffic classification on large traffic data when
the trained model is moved to different networks.

I. INTRODUCTION

Traffic classification is a crucial requirement for network
management teams to control, operate, and plan their or-
ganization’s network and enable them to allocate expensive
network bandwidth and resources to essential applications.
There are many researchers in this field for monitoring,
analyzing and classifying network traffic. However, one of
the biggest challenges of these tools/systems is the analysis
and classification of encrypted traffic. Most of the time users
encrypt their traffic to protect their privacy. Some applications
such as VoIP encrypts its payload and implements different
methods to bypass firewalls or proxies [1], [2]. There is a
considerable increase in the number of mobile applications
that encrypt their traffic. Thus, systems that can classify
encrypted traffic is the first step in traffic management in
today’s network. Classification of traffic types can show the
current utilization of applications and services in a given
network. Moreover, encrypted traffic analysis systems could
also be useful as a forensic tool to identify applications and for
further investigation. Recent studies [3–5] show that encrypted
applications using HTTPS protocol are increasing rapidly.
In addition, web services are converging to a small number
of protocols, i.e., HTTP/HTTPS traffic no longer carry just
web pages but include a complex mix of audios, videos, and
images.

Network and/or Security Monitoring tools require traffic
classification modules which understand the behavior of web
services and users. Traffic classification serves as the ba-
sis to provide important information to security teams and
network management teams of any organization as well as
telecommunication and service providers in order to optimize
their network, resource allocation, carry out pricing or secure
the network traffic. Encrypted traffic makes classification a
non-trivial task because the packet payload is encrypted.
Traditional classification approaches (using static port numbers
or deep packet inspection) are unable to accurately identify the
underlying traffic.

Machine Learning (ML) has shown promise and application
in different domains where the learning algorithms can model
the underlying behavior based on training data and can then be
leveraged to carry out real-time intelligence. In this research,
we aim to evaluate ML algorithms in order to accurately
classify application traffic in the presence of encryption and
dynamic port numbers. Specifically, we propose to focus on
Social media, Video and Audio traffic. There are several im-
portant flow level features that have been already investigated
in previous research works as well as Domain Name System
(DNS) level information and Server Name Indication (SNI) [6]
based information to identify other types of encrypted traffic.
These could enable us to obtain insight about the main appli-
cation that a user might be using. However, such a task is very
challenging when the application of interest also carries many
objects from advertisement providers, trackers, and Content
Delivery Networks (CDNs).

In this research, we aim to shed light into these types of
applications and verify our findings on collected traces in
operational networks. Particularly, it is important to under-
stand that application behaviors may change from network to
network to hide in the background traffic. Thus, the proposed
system needs to be robust enough to cope such behaviours. To
explore these research questions, we study different types of
features (such as temporal and spatial) that could enable us to
understand and model different types of application behaviors.
We then evaluate the impact of these features using ML
algorithms to identify the application of interest. To this end,
we employ algorithms and features from the literature that are
known to be successful and compare our findings against those
to validate and verify our research. This approach calls for
extensive evaluation of algorithms to reach the solution with
high accuracy and robustness in terms of time and location.



TABLE I: Overall description of considered datasets.
Dataset Network Type Date Time (Duration) Number TCP flows Number of clients Number of service/type Labels
UNB University campus 3-5/2015 - 3559 2 9/21

PdT A-1 ISP Vantage point A 12/April/2018 15:00 (1h) 152310 1939 385
PdT A-2 ISP Vantage point A 3/April/2018 20:00 (1h) 184140 2199 334
PdT B ISP Vantage point B 25/Mar/2018 18:00 (1h) 1441539 3590 390
PdT C University campus 3/May/2018 10:00 (1h) 1076479 1571 252
NIMS Different networks 11/2018 24 * 12h 387666 5 10/30

In this paper, our main objective is to model and understand
which traffic flow features are most important ones in order to
identify encrypted applications running in the HTTP/HTTPS
traffic. To this end, we consider four different well-known
traffic flow exporters [7] to generate initial feature sets then
we use ML-based approaches to analyze the traffic and explore
the most representative features.

The rest of this paper is organized as follows: Section II
discusses the related works, whereas Section III presents some
of the most relevant publicly available datasets and our efforts
for data generation. The proposed methodology is described in
Section IV. Section V presents the evaluations conducted for
feature selection and classifier performance. Finally, in Sec-
tion VI, conclusions are drawn and future research directions
are discussed.

II. RELATED WORK

The use of encrypted traffic is growing fast [3–5]. There are
several approaches that avoid decryption of traffic to preserve
user’s privacy and security. In this field, researchers focus
on using ML algorithms and statistical techniques to classify
network traffic.

Some studies have used packet level information to classify
different types of applications, i.e., WWW, SSH, POP3, etc.
They focus on detecting the application type by extracting
information from the first N packets in a TCP connection [8],
[9]. Their aim was to detect the application of interest with
minimum number of packets. Este et al. [8] present features
that are independent from the location and time. However,
their ground truth information for the traffic datasets used is
based on the port number which is not reliable [10].

Trevisan et al. [11], [12] focus on the temporal relationships
between traffic flows to classify web traffic. Mobile appli-
cations that create background traffic make the approach to
classification more challenging, creating the need for a more
intelligent approach to classify such traffic. In [13–17], authors
target to classify a specific application that use encrypted
traffic. Xu et al. [18] proposed automatic generation of mobile
application signatures from traffic traces but they only focus
on HTTP traffic. Kaoprakhon and Visoottiviseth [19] aimed
at classification of Audio and Video using combination of
keyword matching technique and statistical flow level infor-
mation on HTTP. Gonzalez et al. [20] illustrate user profiling
feasibility on HTTPS by using transport fingerprinting. They
indicate HTTPS makes profiling more difficult but still pos-
sible by means of customized algorithms. Husak et al. [21]
present a mechanism to estimate the User-Agent of a client
in HTTPS communication in passive monitoring scenario.
Alshammari et al. present a ML based approach to identify two
popular encrypted applications without using the IP addresses,

source/destination ports and payload [1]. Brissaud et al. [22]
present a passive method to build a model using the sizes
of objects loaded in the HTTPS (HTTP/1.1+TLS1.2) service
as a signature. Shbair et al. [23] propose a framework to
identify the HTTPS services based on SNI field. Aceto et
al. [24] design a multi-label approach to classify of mobile
applications. Lotfollahi et al. [25] exploit a deep learning
based approach to classify either traffic type or application
identification. But, it is evaluated on a fairly small and old
dataset [26].

In this paper, the proposed system differs from previous
works in several aspects. We focus on encrypted traffic
(HTTP/1.1+TLS and HTTP/2+TLS) and we do not rely on
specific application layer header fields that can be easily
modified. We also consider not only a wide range of ap-
plications running on the aforementioned protocols, but also
the generalization / robustness of the proposed approach on
different networks. We evaluate several off-the-shelf network
traffic flow exporters to obtain and select different feature sets
and evaluate them. We also propose a complete system from
data acquisition to data analysis which makes it a general
solution for a wide range of applications. To the best of our
knowledge, this is the first attempt in this direction for the
protocols which are under analysis in this research.

III. ENCRYPTED TRAFFIC DATA UNDER ANALYSIS

Table I presents the list of all available datasets and their
main characteristics. These include: the date of capture, the
duration, the number of TCP flows, the number of clients and
the number of labeled applications.

Draper-Gil et al. study the effectiveness of flow-based time-
related features to detect VPN traffic and to characterize them
into different categories such as browsing and streaming [26].
They consider two different ML techniques to evaluate the
accuracy of their features. They provide open access to the
collected and labeled dataset. The dataset contains different
types of services: Web Browsing, Email, Chat, Streaming,
File transfer, VoIP, and P2P. There are some limitations to
this dataset. Specifically, it is collected 3 years ago, so any
recent changes to the applications it includes are not reflected
in the dataset. Additionally, it is a small dataset, the application
behaviors captured have fixed duration that can bias classifica-
tion, it contains some services that are deprecated (e.g., AIM),
and some of these applications are not popular anymore (e.g.,
ICQ). Nevertheless, we use a subset (not VPN) of the packet
traces from this dataset to put our work into the context of the
previous work.

We also consider network flow traces collected by TNG
group at the Politecnico di Torino (PdT). These data are
collected from several vantage points at the university campus
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TABLE II: Overall view of the NIMS dataset.
Service Type Web service Number of flows

Mail outlook.live, mail.google, mail.yahoo.com, outlook.office365 20938
Weather theweathernetwork, accuweather 30471

Bank rbcroyalbank, td 11569
Web browsing calendar.google, wikipedia, google.com, polito.it, dal.ca 21569

Chat hangout, messenger, snapchat, web.whatsapp 18628
Video twitch, YouTube, zee5, netflix 36582

Online shop amazon, kijiji 40857
Background ssh, browser connection, ... 58251

News bbc, cnn, ca.yahoo 55198
Social network linkedin, pinterest, weibo, twitter, reddit, instagram, facebook 73155

Audio soundcloud, radio-canada-online, onlineradiobox 20447

and at an ISP network. It is a large dataset with more than
10,000 clients. These are flow level traces collected by the TCP
STatistic and Analysis Tool (Tstat) [27] passive meter. The
Tstat generates flow level information but these are not labeled
datasets. We use data captured over 3 hours in March and
in April 2018. The PdT dataset is useful to provide realistic
users’ behavior in an operational network, service popularity,
and connection duration. However, there are two limitations
with PdT: first, it is not a labeled dataset thus it cannot be used
as a ground truth dataset. Second, it contains a fixed number
of extracted features (Tstat metrics) and it is not possible to
generate flow statistics by other tools.

Therefore, we aim to generate and capture data (NIMS
dataset) in different networks to understand the behavior of
these applications in different environments. This gives us
the opportunity to explore the differences and similarities of
the above-mentioned applications between the public data and
the collected data. It provides us additional insight into the
characteristics and properties of the applications. The previous
datasets show some limitations; thus, we collect a large-scale
dataset focusing on the services in Table II. We consider the
most popular services, these are the relevant top 20 services
listed on Alexa [28] website and some additional services in
common with previous datasets.

To capture network traffic data reflecting the aforementioned
properties, we setup a testbed to visit 30 web pages in random
order, the visit duration extracted from the real user behavior
from PdT traces. The PdT dataset provides real user behavior
and the duration of each visit for more than thousands of
clients. We extract the connection duration distribution (flows
longer than 30 seconds) and use this distribution in page visits.
Rajiullah et al. [29] showed that 30 seconds is enough time to
fully load the web pages. The automatic crawler visits listed
pages and collected packet traces for further analysis.

Table II presents the number of flows for each service type.
NIMS dataset contains at least 10,000 flows for each service
type. Web pages are aggregated to 10 different service types.
It allows us to have an aggregated view of web pages that
have been accessed during the experiment. Each batch of
experiment continues for 12 hours. We captured data over
24 sessions where each session lasted for 12 hours (24*12
hours of data collection). We use two popular browsers (i.e.,
Firefox and Chrome). It should be noted here that for Video
and Audio traffic capturing, the crawler accesses to live play
streaming channel. In short, traffic data are captured on several
different networks to verify the generalization (robustness)
of the proposed system on different networks. To this end,
we run experiments on a home network connected to Fiber
To The Home (FTTH), on a university campus network
with Ethernet connection, on a university campus network

with WIFI connection and Eduroam WIFI 1 network. We
will provide open access to NIMS datasets for the research
community in the near future.

IV. METHODOLOGY

A representative (of different behaviours with enough num-
ber of exemplars) dataset is the key part for an ML-based clas-
sifier independent from the learning algorithm used. Thus, in
this paper, the proposed system enables the network manager
to capture data based on the applications of interest and the
proposed system retrains itself as new and more data become
available.

Fig. 1 shows the overview of the proposed system, it
consists of an automatic crawler (stage A) that visits popular
web sites and applications of interest. In this work, a trace-
driven visit duration is used because this is more realistic than
having fixed duration traces. For example, if a service is run
for a fixed duration then it is inevitable for a ML algorithm to
correlate the duration with the service. This will then bias the
results and therefore should be avoided. Popular browsers2

(i.e., Firefox and Chrome) are used during the experiments.
Moreover, more than just the landing page of an application
or web site is visited. For example, the video is streamed when
the the YouTube page is visited.

Fig. 2 shows the Empirical Cumulative Distribution Func-
tion (ECDF) in y-axis and connection duration in x-axis.
The solid red line presents the distribution of flow duration
(longer than 30 seconds) in PdT datasets whereas the dashed
blue line presents the flow duration in NIMS datasets. This
shows that the generated NIMS datasets are in line with
the other operational datasets. Moreover, it seems that more
than 50% of the traffic flows are shorter than 30 seconds.
A deeper analysis into these flows confirms that these are
short connections that are in common among different objects
- such as advertisements, trackers and so on - in different
applications.

Intuitively, feature identification and selection play an
important role in ML-based classifiers. To this end, we
consider feature sets generated by four different well-
known traffic flow exporters, namely Argus, Silk, Tstat and
Tranalyzer. In all four, the flow is identified by the tuple
(ClientIP,ClientPort, ServerIP, ServerPort, Protocol).
In this research, only the bidirectional TCP flows are
considered. Tstat, Tranalyzer, SiLK, and Argus - each exports
a large set of features to represent the traffic flow. These
are used as the initial feature sets. Then, the initial sets are
cleaned and labeled using the collected metadata (stage B).
Finally, labeled datasets are divided into two disjoint sets
as training and test datasets. The ML classifiers are trained
on the training partition of the dataset and are evaluated on
the test dataset partition which are unseen during training.
This approach enables the network managers to define their
set of applications of interest and tune the model base on
their priorities. To the best of our knowledge, this is the

1https://www.eduroam.org
2https://medium.com/@sarahelson81/top-5-most-popular-desktop-

browsers-in-2018-17011afb6dc
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Fig. 1: Overview of the proposed system.

Fig. 2: Distribution of base (PdT) and experiment (NIMS) flow
durations.

first attempt to use four feature sets obtained by different
off-the-shelf network traffic flow exporters to classify the
aforementioned applications. Some of the features are in
common among the four traffic flow exporters, but they are
calculated in a different way by each exporter (e.g., average
Round Trip Time). There are also several other features that
are calculated by only one of the traffic flow exporters (e.g.,
IP Time To Live change count is only in Tranalyzer feature
set.).

This work focuses on the impact of these features on the
classification performance. To this end, a two-layer classifier is
proposed, a binary Decision Tree trained for each application
of interest. Then, the output of all these binary classifiers
used for a second layer classifier to label different applications
(Stage C). The proposed system evaluates the output of each
layer and can retrain to improve the overall accuracy. The
One-vs.-rest [7] strategy could provide important information
regarding the main characteristics of the application of interest.

In the following, we present a short description of the
employed tools:

• Tstat [27]: Tstat is a passive sniffer able to provide several
insights on the traffic patterns at both the network and the

Fig. 3: Performance comparison of different classifiers.

transport levels.
• SiLK [30]: SiLK is the System for Internet-Level Knowl-

edge, is a collection of traffic analysis tools.
• Tranalyzer [31]: Tranalyzer is a flow-based traffic an-

alyzer built upon a flexible plugin-based architecture,
allowing efficient processing and analysis of network
traffic.

• Argus [32]: Argus project is focused on developing
all aspects of large scale network situational awareness
derived from network activity audits.

As discussed earlier, in stage C of the proposed system,
well-known feature extraction and selection techniques are
evaluated using a ML based approach on the aforementioned
datasets. In doing so, the goal is to identify the most important
features that would enable the modelling of the aforemen-
tioned encrypted applications. In this case, we trained the
well-known ML classifiers to get the best performing model
on the NIMS dataset, Table II. Then, we tested the most
suitable models on different network traffic to evaluate their
robustness under different network connections. The results of
these experiments are discussed in the next section.
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(a) TP on Tranalyzer feature set.
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(b) TN on Tranalyzer feature set.
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(c) TP on Tstat feature set.
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(d) TN on Tstat feature set.

Fig. 4: TP and TN percentage for all service types of using Tstat and Tranalyzer feature set.

V. RESULTS

Python3 programming language and scikit-learn [33] li-
braries are used to implement the ML classifiers. As the first
step, 13 different ML classifiers are benchmarked on the NIMS
Home dataset. Fig. 3 presents the overall accuracy, normalized
training time, and normalized testing time in orange, light
blue and dark blue, respectively. Based on these results, the
Random Forest classifier has the highest accuracy, but it is
computationally more expensive than the Decision Tree clas-
sifier. Thus, the Decision Tree classifier, which is seven times
faster than the Random Forest classifier, is selected to continue
with the evaluations hereafter. Additionally, Decision Tree
based solutions provide interpretable results, which enable the
learning model to be transparent in terms of understanding
what kind of properties of applications are learned by the
classifier.

As discussed earlier, the objective of this paper is not
to compare traffic flow exporters based on how they derive
features/metrics, but rather to understand which/how these
features can improve classifier accuracy (if at all). For the
evaluations conducted in this work, IP addresses, port num-
bers, and absolute connection time are excluded form the
feature sets of each traffic flow exporter since they may bias
the classifier to a specific network and therefore, may prevent
the generalization (robustness) of the learned solutions. Given

that the aim is to build a classifier that could be plugged into
different networks, the goal is to avoid any biases (overfitting)
as much as possible.

Traffic flow exporters, namely Tstat, SiLK, Tranalyzer, and
Argus, extract 130, 20, 180 and 150 features from each TCP/IP
flow, respectively. The list of these features exported/extracted
could be found at the references given in the previous section.
Furthermore, Trevisan et al. demonstrate a strong correlation
between flows in a short time window [12]. Thus, a new
feature, (delta time), is also defined and added to the initial
feature set of each exporter. The new feature is calculated over
the time between the current flow and the previous flow for a
given client. After analyzing each trained Decision Tree model
using Tstat, Silk, Tranalyzer and Argus, it can be seen that the
Information Gain component of the Decision Tree classifier
selected 25, 9, 87 and 53 of the most relevant features,
respectively. In the following, the results illustrate normalized
True Positive (TP), True Negative (TN), False Positive (FP),
and False Negative (FN) rates under 10-fold cross-validation.
Figures 4a and 4b show the TP (application of interest) and
TN (the rest) of all applications with four different feature
sets using Tranalyzer on NIMS dataset (Home Network), the
vertical line illustrates the standard deviation of the cross-
validation. As expected, blue line presents (feature sets with IP
addresses, port numbers, and absolute time stamps) the highest
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(d) Argus
Fig. 5: Feature importance calculated using Random Forest for Video traffic type.

TABLE III: List of top ten most important features with importance greater than 0 for four tools. S− > C stands for server
to client direction and C− > S presents client to server direction.

X-axis Tstat Tranalyzer SiLK Argus
1 S− > C Connection duration TCP maximum effective window size Connection duration S− > C TTL value
2 S− > C Total number of bytes transmitted in the payload S− > C IP minimum TTL Total number of bytes observed S− > C application bytes
3 S− > C Maximum TTL S− > C IP maximum TTL delta time Ratio between sappbytes and dappbytes
4 S− > C Minimum TTL S− > C Number of connections from destination IP to different hosts Total number of packets observed Total application bytes
5 C− > S Total number of bytes transmitted in the payload C− > S Number of connections from Type of sensor at the collection point TCP connection setup time
6 S− > C last segment with payload since the first flow segment S− > C Number of connections between source IP and destination port - TCP connection setup RTT
7 C− > S first ACK segment since the first flow segment C− > S the f number, experimental: connSipDprt/connSip - S− > C transaction bytes
8 C− > S last segment with payload since the first flow segment C− > S Number of connections between source IP and destination port - C− > S application bytes
9 S− > C first ACK segment since the first flow segment S− > C the f number, experimental: connSipDprt/connSip - Bits per second

10 C− > S first segment with payload since the first flow segment C− > S TCP flawless ack received bytes - Maximum packet size for traffic transmitted by the source

percentage. There is around 2% accuracy drop by removing
port numbers and IP addresses. The delta time does not show
considerable impact on accuracy.

Figures 4c and 4d show a similar analysis for Tstat feature
set. The accuracy improvement by adding port number, IP
addresses, and absolute time is about %5 on average. However,
we need to keep in mind that including IP addresses, port
numbers, and absolute time stamps may bring two limitations
to the methodology. Firstly, it could cause an overfitting issue,
e.g., the client can contact different servers based on geograph-
ical location or the difference in user’s habit. Secondly, these
are categorical features so converting them to numerical forms
could have other effects on the performance of the proposed
system depending on the conversion mechanism used [34].

Results in these figures show that there is a similar pattern
in the prediction rates based on the features extracted by Tstat
and Tranalyzer exporters. Having said this, News and Weather
applications seem to have lower TP rates. We hypothesize that
this is because they are the most dynamic and crowded pages
in terms of the number of objects, advertisements, and trackers.
However, their TP is still around 80% which is reasonable
given the complex and encrypted payload of these applications.
To this end, the experimental results show that Tranalyzer
extracts the most relevant feature set and enabling us to achieve
the highest accuracy. Silk has the smallest feature set and has
the lowest accuracy. Tstat and Argus generate different number
of features, but the ML classifier based on these sets obtain
similar accuracy.

Fig. 5 shows the top 10 features calculated by Random
Forest3 classifier with 100 estimators (Decision Trees) for
four flow exporters. This presents the feature importance as
the normalized average impurity computed from all Decision
Trees in the Random Forest. The x-axis of Fig. 5 is detailed
further in Table III, where the first column of the table
corresponds to the x-axis of the figure. The description of
the features of each flow exporter are given in their respective
columns in the table. These most important features are chosen
by the Decision Tree classifier automatically. This shows that

3https://github.com/scikit-learn/scikit-learn/blob/0abd95f742efea826df824
58458fcbc0f9dafcb2/sklearn/ensemble/forest.pyL360

the classifier could identify the application of interest based
on time and size related information of the traffic flows. For
example, the amount of data uploaded and downloaded as well
as the number of packets and the inter-arrival time between
packets.

In the next set of experiments, the focus is on the accuracy
as well as the robustness of the classifier on the unseen
network traces. It is always challenging to classify the test
datasets from different networks [35]. The NIMS dataset is
captured on four different networks. In this experiment, the
proposed system is trained on the 80% of NIMS Home
Network dataset and tested on all the other datasets. Table IV
shows the results of these experiments. In these experiments,
Tranalyzer based feature set seems to give the highest accuracy
on the unseen traffic as well as keeping the robustness of the
traffic classifier at a promising accuracy. However, these results
also show that there is more room for improvement in terms
of robustness of such an approach.

VI. CONCLUSIONS AND FUTURE WORK

Accurate traffic classification is an important requirement
for network and security monitoring/planning tools. Internet
protocols and applications evolve fast and call for more
intelligent tools for network traffic analysis. There are several
factors that make traffic classification more challenging. These
include but are not limited to the increase in encrypted traffic,
the rise in the use of dynamic port numbers as well as multiple
applications running over HTTP/HTTPS traffic. In this paper,
we focus specifically on identifying Social Media, Audio and
Video applications when they are encrypted. To this end, we
evaluate a ML based approach using a dataset collected in four
different networks and exporting traffic flows by four different
off-the-shelf exporters. We evaluated the proposed system in
terms of accuracy for classifying the applications of interest,
Figures 4a and 4b; identifying the top-10 features enabling this
classification, Table III; and the robustness of the proposed
system, Table IV. Our results show that we can correctly
classify (using Decision Trees) the aforementioned encrypted
application traffic using 87 flow features extracted by Trana-
lyzer with an average TP rate of 85% with approximately 5%
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TABLE IV: Performance of the classifier in different networks.

Home Network University Campus Company Home Network adblock
% TP % FP % TN % FN % TP % FP % TN % FN % TP % FP % TN % FN % TP % FP % TN % FN

Argus 81 20 80 19 46 21 79 54 77 36 64 23 76 33 77 34
SiLK 66 38 62 34 57 40 60 43 60 44 56 40 56 38 62 44

Tranalyzer 86 15 85 14 43 22 78 57 64 23 77 36 72 18 82 28
Tstat 81 20 80 19 44 31 69 56 70 36 64 30 76 23 77 24

FP rate. Moreover, the proposed system consists of an active
measurement module and has the capability to automatically
train itself. For future work, we plan to collect more data in
different networks under different infrastructures and design
different ensemble classifiers to aggregate the output of the
binary classifiers to improve the accuracy even further.
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approaches for classifying mobile app traffic,” Journal of Network and
Computer Applications, vol. 103, pp. 131 – 145, February 2018.

[25] M. Lotfollahi, R. S. H. Zade, M. J. Siavoshani, and M. Saberian, “Deep
packet: A novel approach for encrypted traffic classification using deep
learning,” CoRR, vol. abs/1709.02656, September 2017.

[26] G. Draper-Gil, A. H. Lashkari, M. S. I. Mamun, and A. A. Ghorbani,
“Characterization of Encrypted and VPN Traffic using Time-related
Features,” in ICISSP, February 2016.

[27] A. Finamore, M. Mellia, M. Meo, M. M. Munafo, P. D. Torino, and
D. Rossi, “Experiences of Internet traffic monitoring with tstat,” IEEE
Network, vol. 25, pp. 8–14, May 2011.

[28] Alexa, “Top Sites in Canada,” November 2018.
[29] M. Rajiullah, A. Lutu, S. K. Ali, M.-r. Fida, m. mellia, A. Brunström,
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