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Introduction 
 
A Distributed System (DS) is one in which   Hardware and software components, located at remote networked computers, coordinate and 

communicate their actions only by passing messages. Any distance may separate computers in the 
network.  Sharing of resources is the main motivation of distributed systems. Resources may be managed 
by servers and accessed by clients, or they may be encapsulated as objects and accessed by client 
objects. 

A distributed operating system runs on multiple independent computers, connected through 
communication network, but appears to its users as a single virtual machine and runs its own OS. 

 

  
Characteristics of Distributed Systems 
 
A Distributed System has the following characteristics:  It consists of several independent computers connected through communication network,  The computers communicate with each other by exchanging message over a 

communication network.  Each computer has its own memory, clock and runs its own operating system.  Each computer has its own resources, called local resources  Remote resources are accessed through the network 
 

Goals of Distributed system: 
 
There are four important goals that should be met to make building a distributed system worth 
the effort. A distributed system should make resources easily accessible; it should reasonably 
hide the fact that resources are distributed across a network; it should be open; and it should be 
scalable. 

 
Compute
r 

 
Compute
r 

 
Compute
r 

 
Compute
r 

 
Compute
r 

Communication Network 

Fig: Architecture of a Distributed System 

 Computer 
    Node 
 

 Computer 
    Node 
 

 Computer 
    Node 
 

 Computer 
    Node 
 

 Computer 
    Node 
 

Communication Network 

Architecture of a Distributed System 

 

 Distributed System (CS-7001) 
Unit-1 

Downloaded from  be.rgpvnotes.in

Page no: 1 Follow us on facebook to get real-time updates from RGPV

https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in


Distributed System (CS-7001) 
Unit-1 

1 Making Resources Accessible: - The main goal of a distributed system is to make it easy for 
the users (and applications) to access remote resources, and to share them in a controlled and 
efficient way. 
2 Distribution Transparency: - An important goal of a distributed system is to hide the fact that 
its processes and resources are physically distributed across multiple computers. A distributed 
system that is able to present itself to users and applications as if it were only a single computer 
system is said to be transparent. Types of Transparency:- 
Transparency Description 
Access Hide differences in data representation and how a resource is accessed. 
Location Hide where a resource is located. 
Migration Hide that a resource may move to another location while in use. 
Relocation Hide that a resource may be moved to another location while in use. 
Replication Hide that a resource is replicated. 
Concurrency Hide that a resource may be shared by several competitive users. 
Failure Hide the failure and recovery of a resource. 
 
Degree of Transparency: aiming for distribution transparency may be a nice goal when 
designing and implementing distributed systems, but that it should be considered together with 
other issues such as performance and comprehensibility. There are situations in which it is not at 
all obvious that hiding distribution is a good idea. As distributed systems are expanding to 
devices that people carry around, and where the very notion of location and context awareness is 
becoming increasingly important, it may be best to actually expose distribution rather than trying 
to hide it. This distribution exposure will become more evident when we discuss embedded and 
ubiquitous distributed systems later in this chapter. As a simple example, consider an office 
worker who wants to print a file from her notebook computer. It is better to send the print job to 
a busy nearby printer, rather than to an idle one at corporate headquarters in a different country. 
There are also other arguments against distribution transparency. Recognizing that full 
distribution transparency is simply impossible, we should ask ourselves whether it is even wise 
to pretend that we can achieve it. It may be much better to make distribution explicit so that the 
user and application developer are never tricked into believing that there is such a thing as 
transparency. The result will be that users will much better understand the (sometimes 
unexpected) behavior of a distributed system, and are thus much better prepared to deal with this 
behavior. 
3 Openness: - An open distributed system is a system that offers services according to standard 
rules that describe the syntax and semantics of those services. For example, in computer 
networks, standard rules govern the format, contents, and meaning of messages sent and 
received. Such rules are formalized in protocols. Important goal for an open distributed system is 
that it should be easy to configure the system out of different components (possibly from 
different developers). Also, it should be easy to add new components or replace existing ones 
without affecting those components that stay in place. In other words, an open distributed system 
should also be extensible. 
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4 Scalability: - Scalability of a system can be measured along at least three different dimensions. 
First, a system can be scalable with respect to its size, meaning that we can easily add more users 
and resources to the system. Second, a geographically scalable system is one in which the users 
and resources may lie far apart. Third, a system can be administratively scalable, that it can still 
be easy to manage even if it spans many independent administrative organizations. 
 
Advantages of Distributed Systems are: 
 

 Resource Sharing:  Due to communication between connected computers resources can 
be shared among computers. 

 Enhance Performance: This is due to the fact that many tasks can be executed 
concurrently at different computers. Load distribution among computers can further 
improve response time. 

 Improved reliability and availability: Increased reliability is due to the fact that if few 
computers fail others are available and hence the system continues. 

 Modular expandability:  New hardware and software resources can be added without 
replacing the existing resources. 

 
Inherent Limitations of Distributed Systems 
 
The lack of common memory and system wide common clock is an inherent problem in 
distributed systems.   
  Without a shared memory, up-to-date information about the state of the system is not 

available to every process via a simple memory lookup.  The state information must 
therefore be collected through communication.   

  In the absence of global time, it becomes difficult to talk about temporal order of events.  
The combination of unpredictable communication delays and the lack of global time in a 
distributed system make it difficult to know how up-to-date collected state information 
really is.   

 
System Architecture Types 
 
Distributed systems can be modeled into several types. Various models are used for building 
distributed computing systems. These models can be broadly classified into five categories, and 
they are described below: 

1. Mini Computer Model,  
2. Workstation Model,  
3. Workstation Server Model, 
4. Processor Pool Model, and 
5. Hybrid Model.  

 
1. Mini Computer Model 
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In this model, the distributed system consists of several minicomputers. Each computer supports 
multiple users and provides access to remote resources. The ratio of processors to users is 
normally less than one. 
  
Minicomputer model is a simple extension of the centralized time-sharing system. As shown in 
Figure 1, a distributed computing system based on this model consists of a few minicomputers. 
They may be large supercomputers as well interconnected by a communication network. Each 
minicomputer usually has multiple users simultaneously logged on to it. 
 

 
 
                         Figure 1:  The distributed system based on minicomputer model 
 
Several interactive terminals are connected to each minicomputer. Each user is logged on to one 
specific minicomputer, with remote access to other minicomputers. The network allows a user to 
access |remote resources that are available on some machine other that the one on to which the 
user is currently logged. 

The minicomputer model may be used when resource sharing (such as sharing of 
information databases of different types, with each type of database located on a different 
machine) with remote users is desired. The early ARPAnet is an example of a distributed 
computing system based on the minicomputer model. 

 
2. Workstation Model  
 
In this model, the distributed system consists of several workstations; every user has a 
workstation where user’s work is performed. With the help of distributed file system, a user can 
access data regardless of the location of the data. The ratio of processors to users is normally 
one. The workstations are independent computers with memory, hard disks, keyboard and 
console. Workstations are connected with each other through communication network. 
 
As shown in Figure 2, a distributed computing system based on the workstation model consists 
of several workstations interconnected by a communication network. A company's office or a 
university department may have several workstations scattered throughout a building or compass 
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each workstation equipped with its own disk and serving as a single-user computer.  
It has been often found that in such an environment at any one time (especially at night), 

a significant proportion of the workstations are idle, resulting in the waste of large amounts of 
CPU time. Therefore, the idea of the workstation model is to interconnect all these workstations 
by a high-speed LAN so that idle workstations may be used to process jobs of users who are 
logged onto other workstations and do not have sufficient processing power at their own 
workstations to get their jobs processed efficiently. 

In this model a user logs onto one of the workstations called his or her home workstation 
and submits jobs for execution. When the system finds that the user's workstation does not have 
sufficient processing power for executing the processes of the submitted jobs efficiently, it 
transfers one or more of the processes from the user's workstation to some other workstation that 
is currently idle and gets the process executed there, and finally the result of execution is 
returned to the user’s, in. workstation. 
 

 
 

Figure 2: A distributed system based on the workstation model 
 
This model is not so simple to implement because several issues must be resolved. These issues 
are as follows: 
 

 How does the system find an idle workstation?  
 How is a process transferred from one workstation to get it executed on another 

workstation? 
 What happens to a remote process if a user logs onto a workstation that was idle until 

now and was being used to execute a process of another workstation?  
 
Three commonly used approaches for handling the third issue are as follows:  
 

1. The first approach is to allow the remote process share the resources of the workstation 
along win its own logged -on .user's processes. This method is easy to implement, but it 

Downloaded from  be.rgpvnotes.in

Page no: 5 Follow us on facebook to get real-time updates from RGPV

https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in


Distributed System (CS-7001) 
Unit-1 

defeats the main idea of workstations serving as personal computers, because if remote 
processes are allowed to execute simultaneously with the logged-on user's own processes, 
the logged-on user does not get his or her guaranteed response. 

2. The second approach is to kill the remote process. The main drawbacks of this method 
are that all processing done by the remote process gets lost and tie file system may be left 
in an inconsistent state; making this method unattractive. 

3. The third approach is, migrate the remote process back to its home workstation, so that its 
execution can be continued there. This method is difficult to implement because it 
requires the system to support preemptive process migration facility.  

 
The Sprite system developed at Xerox is an examples of distributed computing systems based on 
the workstation model. 
 
3. Workstation-Server Model 
 
A workstation with its own local disk is usually called a diskfull workstation and a workstation 
without a local disk is called a diskless workstation. With high-speed networks, diskless 
workstations have become more popular than diskfull workstations, making the workstation-
server model more popular than the workstation model for building distributed computing 
systems. 
 

 
Fig 3:  A Distributed System based on the workstation-server model 

 
As shown in Figure 3, a distributed computing system based on the workstation-server model 
consists of a few minicomputers and several workstations interconnected by a communication 
network. Most of the workstation may be diskless, but a few of may be disk full. 

When diskless workstations are used on a network, the file system to be used by these 
workstations must be implemented either by a diskfull workstation or by a minicomputer 
equipped with a disk for file storage.  
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One or more of the minicomputers are used for implementing the file system. Other 
minicomputers may be used for providing other types of services, such as database service and 
print service. Therefore, each minicomputer is used as a server machine to provide one or more 
types of services. For a number of reasons, such as higher reliability, and better scalability, 
multiple servers are often used for managing the resources of a particular type in a distributed 
computing system. 

For example, there may be multiple file servers, each running on a separate minicomputer 
and cooperating via the networks for managing the files of all the users in file system.  

In this model, a user logs onto a workstation called his or her home workstation. Normal 
computation activities required by the user's processes are performed at the user's home 
workstation, but requests for services provided by special servers  (such as a file server or a 
database server) are sent to a server providing that type of service that performs the user's 
requested activity and returns the  result of request processing to the user's workstation. 
Therefore, in this model, the user's processes need not be migrated to the server machine for 
getting the work done by those machines.  

For better overall system performance the local disk of a dishful workstation is normally 
used for such purposes as storage of temporary files, storage of unshared files, storage of shared 
files that are rarely changed, paging activity in virtual-memory management, and caching of 
remotely accessed data  
 
As compared to the workstation model, the workstation-server model has several 
advantages:  
 

1. It is much cheaper to use a few minicomputers equipped with large fast disks that are 
accessed over the network than a large number of dishful workstations, with each 
workstation having a small, slow disk. 

2. Diskless workstations are also preferred to dishful workstations from a system 
maintenance point of view. Software installation, backup and hardware maintenance are 
easier to perform with a few large disks than win many small disks scattered all over a 
building or campus.  

3. In the workstation-server model, since all files are managed by be file servers, users have 
the flexibility to use any workstation and access the files in the same manner irrespective 
of which workstation the user is currently logged on. Note that this is not true win the 
workstation model, in which each workstation has its local file system, because different 
mechanisms are needed to access local and remote files. 

 
4. In the workstation-server model, the request-response protocol described above is mainly 

used to access the services of the server machine. Therefore unlike the workstation 
model, this model does not need a process migration facility which is difficult to 
implement. 

The request-response protocol is known as the client-server model of 

Downloaded from  be.rgpvnotes.in

Page no: 7 Follow us on facebook to get real-time updates from RGPV

https://be.rgpvnotes.in
https://www.facebook.com/rgpvnotes.in
https://be.rgpvnotes.in


Distributed System (CS-7001) 
Unit-1 

communication. In this model, a client process (which in this case resides on a 
workstation) sends a request to a serve process (which In this case resides on a computer) 
for getting some service such as reading a block of a file to the server executes the 
request and sends back a reply to the cheat that contains the result of request processing. 

The client-server model provides an effective general-purpose approach to the 
sharing of information and resources in distributed computing systems It is not only 
meant for use with the workstation-server model but also can be Implemented in a variety 
of hardware and software environments. The computers used to run the client and server 
processes need not necessarily be workstations and minicomputers. They can be of many 
types and there is no need to distinguish between them It is even possible for both the 
client and server processes to be run on the same computer.  Moreover some processes 
are both client and server processes That is, a server process may use the services of 
another server, appearing as a client to the latter  

5. A user has guaranteed response time because workstations are not used for executing 
remote processes.  However the model does not utilize the processing capability of idle 
workstations. 

 
4. Processor Pooled Model 

 
Processor-pool model is based on the observation that most of the time a user does not need any 
computing power but once m a while he or she may need a very large amount of computing 
power for a short time.  Therefore, in the processor-pooled model the processors are pooled 
together to be shared by the users as needed. The pool of processors consists of a large number 
of microcomputer and minicomputers attached to the network. Each processor m the pool   has 
its own memory to load and run a system program or an application program of the distributed 
computing system  

 
 

Figure 5: A distributed computing system based on processor-poor model 
 
In the pure processor's model, the processors m the pool have no terminals attached directly to 
them, and users access the system from terminals that are attached to the network via special 
devices. These terminals are either small diskless workstations or graphic terminals.  

A special server, called a run server, manages and allocates the processors in the pool to 
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different users on a demand bases. When a user submits a Job for computation, an appropriate 
number of professors are temporarily assigned to the job by the run server.  
For Example 

 If the user's computation job is the compilation of a program having n segments,  
 Each of the segments can be compiled independently to produce separate releasable 

object files;  
 n processors from the pool can be allocated to this job to compile all the segments in 

parallel.  
 When the computation is completed, the processors are returned to the pool for use by 

other users  
 
In the processor-pool model there is no concept of a home machine. That is, a user does not log 
onto a particular machine but to the system as a whole This is in  contrast to other models in 
which each user has a home machine (e.g., a workstation or minicomputer) onto which he or she 
logs and runs most of his or her programs they by default. 

As compared to the workstation-server model, the processor-pool model allows better 
utilization of the available processing power of a distributed computing system. This is because  

 
 In the processor-pool model, the entire processing power of the system is available for 

use by the currently logged-users, whereas this is not true for the workstation-server 
model in which several workstations may be idle at a particular time but they cannot be 
used for processing the jobs of other users.  

 Furthermore the processor-pool model provides greater flexibility than the workstation-
server model in the sense that the system's services can be easily expanded without the 
need to install any more computers 

 The professors in the pool can be allocated to act as extra servers to carry any additional 
load arising from an increased user population or to provide new services.  

 
However, the processor-pool model is usually considered to be unsuitable for high-performance 
interactive applications, especially those using graphics or window systems. This is mainly 
because of the slow speed of communication between the computer on which the application 
program of a user is being executed and the terminal via which the user is interacting with to 
system. The workstation-server model is genially considered to be more suitable for such 
applications. 
In the processor pool model, the ration of processors to users is greater than one. The model 
attempts to allocate one or more processors to a user to complete the task. Once the user’s task is 
completed the assigned processors are returned to the pool. 
Examples: Amoeba system is combination of workstation and processor pool models. Each user 
performs quick interactive response type of task on the workstation (such as editing). User can 
access to pool of processors for executing jobs that need significant numerical computations. 
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The Hybrid Model 
 
To combine the advantages of both the workstation-server and processor-pool models, a hybrid 
model may be used to build a distributed computing system. The hybrid model is based on the 
workstation-server model but with the addition of a pool of processors. The processors in the 
pool can be allocated dynamically for computations that are too large for workstations or that 
requires several computers concurrency for efficient execution. In addition to efficient execution 
of computation-intensive jobs, the hybrid model gives guaranteed response to interactive jobs by 
allowing them to be processed on local workstations of the users. However, the hybrid model is 
more expensive to implement than the workstation-server model or the processor-pool model. 
 
Hardware and Software Concepts 
 
Hardware Concept 

 
 
 Although all Distributed Systems consist of multiple CPUs, there are different ways of 

interconnecting them and how they communicate 

 Flynn (1972) identified two essential characteristics to classify multiple CPU computer 

systems: the number of instruction streams and the number of data streams 

o Uniprocessors SISD 

o Array processors are SIMD - processors cooperate on a single problem 

o MISD - No known computer fits this model 

o Distributed Systems are MIMD - a group of independent computers each with its 

own program counter, program and data 

Parallel and 
Distributed Computers 

MIMD 

Multiprocessors(Shared 
Memory) 

Multicomputers 
(Private Memory) 

Tightly Coupled Loosely Coupled 

Bus Switched Bus Switched 
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 MIMD can be split into two classifications 

 Multiprocessors - CPUs share a common memory 

 Multi computers - CPUs have separate memories 

 Can be further sub classified as 

o Bus - All machines connected by single medium (e.g., LAN, bus, backplane, 

cable) 

o Switched - Single wire from machine to machine, with possibly different wiring 

patterns (e.g, Internet) 

 Further classification is 

Tightly-coupled - short delay in communication between computers, high data rate 

(e.g., Parallel computers working on related computations) 

Loosely-coupled - Large delay in communications, Low data rate (Distributed 

Systems working on unrelated computations) 

 

 
Figure 6 Hardware Concept 

 
Bus Based Multiprocessor: 
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Switched Based Multiprocessor 

 
a) A crossbar switch      b) An omega switching network 

 
Homogeneous Multicomputer System 

 
 

a) Grid    b) Hypercube 
  
Software Concept: 
 
A distributed operating system is a software over a collection of independent, networked, 

communicating, and physically separate computational nodes. Each individual node holds a 

specific software subset of the global aggregate operating system 

 IPC 

 Uniform Process Management 

 Uniform and Visible File System 

 Local Control of Machines 

 Scheduling Issues 
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System Description Main Goal 

DOS 
(Distributed 
Operating 
System) 

Tightly-coupled operating system for multi-
processors and homogeneous multicomputers 

Hide and manage hardware 
resources 

NOS 
(Network 
Operating 
System) 

Loosely-coupled operating system for 
heterogeneous multicomputers (LAN and 
WAN) 

Offer local services to remote 
clients 

Middleware 
 

Additional layer atop of NOS implementing 
general-purpose services 

Provide distribution 
transparency 

 
Issues in Distributed Operating Systems 
 
A distributed operating system is a program that manages the resources of a computer system 
and provides users an easy and friendly interface to operate the system. The typical 
characteristics of the distributed operating systems are:  System appears to its users as a centralized operating system, but it runs on multiple 

independent computers.  Each computer may have the same or different operating system, but not visible to the 
users.  User views the system as a virtual uniprocessor, and not a collection of distinct machines.  User does not know on what computers the job was executed, on what computers the 
required files are stored and how the system communicates and synchronies among 
different computers.  

 
Some important issues that arise in the design of a distributed operating system are: 
  Unavailability of up to date Global knowledge 

 Naming 

 Scalability 

 Compatibility 

Binary level,  

Execution level  

Protocol level 

 Process Synchronization 

 Resource management 

Data migration  
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Computational migration 

Distributed scheduling  

 Security 

 Structuring 

Monolithic kernel 

Collective kernel structure  

Object-oriented operating system  

 Client Server Computing Model 

1. Global Knowledge:  
 
Due to the unavailability of a global memory, a global clock and the unpredictability of 

message delays, it is practically impossible for a computer to collect up-to-date information 

about the global state of the distributed system.  This leads to the two basic problems in 

designing Distributed Operating Systems 

 How to determine efficient techniques to implement decentralized system control, 

where the system does not know the current and complete up to date status of the 

global state. 

 How to order all the events that occur at different times at different computers in the 

system, due to the absence of a global clock 

2. Naming:  
 

Names are used to refer objects (e.g. computers, printers, services, files, users, etc.).  a named 

service maps a logical name into a physical address by using a table or directory lookup The 

directory of all the named objects in the system must be maintained to allow proper access.  

In distributed system directories may be replicated and stored at different locations to 

overcome a single point failure and to increase the availability of the named service. The 

drawbacks of replication are: 

 It require more storage capacity and  

 Synchronization requirement are needed when directories are updated, as directory at 

each location need to be updated. 

Alternately directories may be partitioned to overcome the drawbacks of replicated 

directories. The drawback of partitioned directories is  

 In finding the partition containing the name and address of interest. 
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Both schemes of replicated directories and partitioned directories have their strengths and 

weaknesses. 

3. Scalability  
  

Distributed system generally grows with time. Any mechanisms or approaches adopted in 

designing a distributed system must not result in badly degraded performance when the 

system grows.  

For example, broadcast based protocol works well for small distributed systems but not for 

large distributed systems. Consider a distributed file system that locates files by broadcasting 

queries. Under this file system, every computer in the distributed system is subjected to the 

message handling overhead. As number of users increases and distributed system gets larger, 

the file-request queries will increase and the overhead will grow larger. 

4. Compatibility 
 

The interoperability among the resources in a distributed system must be an integral part of 

the design of a distributed system.  Three levels of compatibility exist:  

 Binary level compatibility,  

 Execution level compatibility and 

 Protocol level compatibility. 

 
Binary Level Compatibility 
 
In Binary level compatibility, all processors execute the same binary instruction set, even 

though the processors may differ in performance and in input-output.  

 Advantage of binary level compatibility is that it is easier for system development, as 

the code for many functions depends on the machine instructions.  

 On the other hand such distributed system cannot include computers with different 

architectures.  

 Due to this restriction binary compatibility is rarely used in large systems. 

 
Execution Level Compatibility 
 
Execution level compatibility is said to exist, if the same source code can be compiled and 

executed properly on any computer in the distributed system. 
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Protocol Level Compatibility 
 
Protocol level compatibility is the least restrictive form of compatibility. It achieves 

interoperability by requiring all system components to support a common set of protocols.  

Advantage of protocol level compatibility is that individual computers can run different 

operating systems. This is possible by employing common protocols for essential system 

services such as file access, naming and authentication. 

 
5. Process Synchronization 

 
Process synchronization is difficult in distributed systems due to the lack of shared memory 

and a global clock. 

       A distributed system has to synchronize processes running at different computers when they 

try to concurrently access a shared resource, such as a file directory. For correctness, it is 

necessary that the shared resource be accessed by a single process at a time (that is access 

should be atomic). The problem is known as the mutual exclusion.  

In distributed systems, processes can request resources (local or remote) and release 

resources in any order. If sequence of the allocation of resources is not controlled, deadlocks 

may occur. In order to maintain system performance, deadlocks must be detected and 

resolved as soon as possible. 

6. Resource Management 

Resource management refers to schemes and methods devised to make local and remote 

resources available to users in an effective and transparent manner.  The specific location of 

resources should be hidden from the users. Three general schemes exist:  

 Data Migration 

 Computational Migration 

 Distributed Scheduling 

Data Migration 

In data migration, data (contents of memory or file) is brought to the location of computation 

that needs access to it, by the distributed operating system. If a computation updates data, the 

original location may have to be similarly updated. In case of physical memory access of 

another computer, the data request is dealt by distributed shared memory management, which 

provides a virtual address space that is shared by all the computers in a distributed system. 
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Distributed System (CS-7001) 
Unit-1 

The major concern is the maintenance of consistency of the shared data and to minimize the 

access delay. In case of a file access the data request is dealt by the distributed file system, 

which is a component of the distributed operating system. The distributed file system 

provides the same functional capability to access files regardless of their location. This 

property of a distributed file system is known as network transparency. 

Computational Migration 

In computational migration, computation migrates to another location.  For example,  

 In distributed scheduling, one computer may require another computer status. It is 

more efficient and safe to find this information at the remote computer and  

 Send the required information back, rather than to transfer the private data 

structure of the operating system at the remote computer to the requesting 

computer. 

 The remote procedure call (RPC) mechanism is used widely for computational 

migration and providing communication between computers. 

Distributed Scheduling 

In distributed scheduling, processes are transferred from one computer to another by 

distributed operating system. Process relocation may be desirable if the computer where 

the process originated is overloaded or it does not have the necessary resources required 

by the process. This is done to enhance utilization of computer resources in the system. 

7. Security 

The security of the system is the responsibility of its operating system. Two issues are 

relevant:   

 Authentication  (verifying claims) and  

 Authorization (deciding and authorizing the proper amount of privileges). 

Authentication is the process of guaranteeing that an entity is what it claim to be, 

Authorization is a process of deciding what privileges an entity has and providing only these 

privileges. 

8. Structuring 

Structuring defines how various parts of the operating system are organized.  
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We hope you find these notes useful. 

You can get previous year question papers at  
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