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3.1 Introduction to Cyber Forensics 

Computer forensics is the practice of collecting, analyzing and reporting on digital data in a way that is legally 

admissible. It can be used in the detection and prevention of crime and in any dispute where evidence is stored 

digitally. Computer forensics follows a similar process to other forensic disciplines, and faces similar issues. 

There are few areas of crime or dispute where computer forensics cannot be applied. Law enforcement agencies 

have been among the earliest and heaviest users of computer forensics and consequently have often been at the 

forefront of developments in the field. Computers may constitute a ‘scene of a crime’, for example with 

hacking  or denial of service attacks or they may hold evidence in the form of emails, internet history, 

documents or other files relevant to crimes such as murder, kidnap, fraud and drug trafficking. It is not just the 

content of emails, documents and other files which may be of interest to investigators but also the 

‘metadata’ associated with those files. A computer forensic examination may reveal when a document first 

appeared on a computer, when it was last edited, when it was last saved or printed and which user carried out 

these actions. 

3.2 Needs of Cyber forensics 

Cyber forensics is the process of using the latest knowledge of science and technology with computer sciences 

to collect, analyze and present proofs to the criminal or civil courts. Network administrator and security staff 

administer and manage networks and information systems should have complete knowledge of computer 

forensics. The meaning of the word “forensics” is “to bring to the court”. Forensics is the process which deals in 

finding evidence and recovering the data. The evidence includes many forms such as finger prints, DNA test or 

complete files on computer hard drives etc. The consistency and standardization of computer forensics across 

courts is not recognized strongly because it is new discipline. 

1.  It is necessary for network administrator and security staff of networked organizations to practice 

computer forensics and should have knowledge of laws because rate of cyber crimes is increasing 

greatly. It is very interesting for mangers and personnel who want to know how computer forensics can 

become a strategic element of their organization security. Personnel, security staff and network 

administrator should know all the issues related to computer forensics. Computer experts use advanced 

tools and techniques to recover deleted, damaged or corrupt data and evidence against attacks and 

intrusions. These evidences are collected to follow cases in criminal and civil courts against those 

culprits who committed computer crimes. The survivability and integrity of network infrastructure of 

any organization depends on the application of computer forensics. In the current situations computer 

forensics should be taken as the basic element of computer and network security. It would be a great 

advantage for your company if you know all the technical and legal aspects of computer forensics. If 

your network is attacked and intruder is caught then good knowledge about computer forensics will help 

to provide evidence and prosecute the case in the court. 
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2. There are many risks if you practice computer forensics badly. If you don’t take it in account then vital 

evidence might be destroyed. New laws are being developed to protect customers’ data; but if certain 

kind of data is not properly protected then many liabilities can be assigned to the organization. New 

rules can bring organizations in criminal or civil courts if the organizations fail to protect customer data. 

Organization money can also be saved by applying computer forensics. Some mangers and personnel 

spent a large portion of their IT budget for network and computer security. It is reported by International 

Data Corporation (IDC) that software for vulnerability assessment and intrusion detection will approach 

$1.45 billion in 2006. 

3. As organizations are increasing in number and the risk of hackers and contractors is also increase so 

they have developed their own security systems. Organizations have developed security devices for their 

network like intrusions detection systems (IDS), proxies, firewalls which report on the security status of 

network of an organization. So technically the major goal of computer forensics is to recognize, gather, 

protect and examine data in such a way that protects the integrity of the collected evidence to use it 

efficiently and effectively in a case. Investigation of computer forensics has some typical aspects. In first 

area computer experts who investigate computers should know the type of evidence they are looking for 

to make their search effective. Computer crimes are wide in range such as child pornography, theft of 

personal data and destruction of data or computer. 

4. Second, computer experts or investigators should use suitable tools. The investigators should have good 

knowledge of software, latest techniques and methods to recover the deleted, encrypted or damaged files 

and prevent further damage in the process of recovery. In computer forensics two kinds of data are 

collected. Persistent data is stored on local disk drives or on other media and is protected when the 

computer is powered off or turned off. Volatile data is stored in random access memory and is lost when 

the computer is turned off or loses power. Volatile data is located in caches, random access memory 

(RAM) and registers. Computer expert or investigator should know trusted ways to capture volatile data. 

Security staff and network administrators should have knowledge about network and computer 

administration task effects on computer forensics process and the ability to recover data lost in a security 

incident. 

3.3 Cyber Forensics and Digital Evidences 

Digital evidence is information stored or transmitted in binary form that may be relied on in court. It can be 

found on a computer hard drive, a mobile phone, a personal digital assistant (PDA), a CD, and a flash card in a 

digital camera, among other place s. Digital evidence is commonly associated with electronic crime, or e-crime, 

such as child pornography or credit card fraud. However, digital evidence is now used to prosecute all types of 

crimes, not just e-crime.  

In an effort to fight e-crime and to collect relevant digital evidence for all crimes, law enforcement agencies are 

incorporating the collection and analysis of digital evidence, also known as computer forensics, into their 

infrastructure. Law enforcement agencies are challenged by the need to train officers to collect digital evidence 

and keep up with rapidly evolving technologies such as computer operating systems. 

Internet fraud is the use of Internet services or software with Internet access to defraud victims or to otherwise 

take advantage of them. Internet crime schemes steal millions of dollars each year from victims and continue to 

plague the Internet through various methods.  Several high-profile methods include the following: 

 Business E-Mail Compromise (BEC) 

 Data Breach 

 Denial of Service 
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 E-Mail Account Compromise (EAC) 

 Malware/Scareware 

 Phishing/Spoofing 

 Ransomware 

3.4 Data Internet Fraud 

Internet fraud is the use of Internet services or software with Internet access to defraud victims or to otherwise 

take advantage of them. Internet crime schemes steal millions of dollars each year from victims and continue to 

plague the Internet through various methods. Several high-profile methods include the following: 

 Business E-Mail Compromise (BEC): A sophisticated scam targeting businesses working with foreign 

suppliers and companies that regularly perform wire transfer payments. The scam is carried out by 

compromising legitimate business e-mail accounts through social engineering or computer intrusion 

techniques to conduct unauthorized transfers of funds. 

 Data Breach: A leak or spill of data which is released from a secure location to an un trusted 

environment. Data breaches can occur at the personal and corporate levels and involve sensitive, 

protected, or confidential information that is copied, transmitted, viewed, stolen, or used by an 

individual unauthorized to do so. 

 Denial of Service: An interruption of an authorized users access to any system or network, typically one 

caused with malicious intent. 

 E-Mail Account Compromise (EAC): Similar to BEC, this scam targets the general public and 

professionals associated with, but not limited to, financial and lending institutions, real estate 

companies, and law firms. Perpetrators of EAC use compromised e-mails to request payments to 

fraudulent locations. 

 Malware/Scare ware: Malicious software that is intended to damage or disable computers and 

computer systems. Sometimes scare tactics are used by the perpetrators to solicit funds from victims. 

 Phishing/Spoofing: Both terms deal with forged or faked electronic documents. Spoofing generally 

refers to the dissemination of e-mail which is forged to appear as though it was sent by someone other 

than the actual source. Phishing, also referred to as vishing, smishing, or pharming, is often used in 

conjunction with a spoofed e-mail. It is the act of sending an e-mail falsely claiming to be an established 

legitimate business in an attempt to deceive the unsuspecting recipient into divulging personal, sensitive 

information such as passwords, credit card numbers, and bank account information after directing the 

user to visit a specified website. The website, however, is not genuine and was set up only as an attempt 

to steal the user's information. 

 Ransomware: A form of malware targeting both human and technical weaknesses in organizations and 

individual networks in an effort to deny the availability of critical data and/or systems. Ransomware is 

frequently delivered through spear phishing emails to end users, resulting in the rapid encryption of 

sensitive files on a corporate network. When the victim organization determines they are no longer able 

to access their data, the cyber perpetrator demands the payment of a ransom, typically in virtual currency 

such as Bitcoin, at which time the actor will purportedly provide an avenue to the victim to regain access 

to their data. 

3.5 Storage Fundamentals 

Greater connectivity and speed are nice, but they mean little without storage. What good is an email, text, 

spreadsheet or document if it can be sent and received, but not stored and retrieved? Storage capacity has come 

close to matching Moore’s Law (namely, doubling roughly every two years) as hard drives have moved from 
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gigabytes to terabytes and continue to grow. Storage involves not only capacity, but also performance, which is 

the input/output speed of a storage device. Performance has increased dramatically with the transition, over the 

past decade, from traditional hard drives with spinning discs to solid state hard drives that have no moving 

parts—the same storage in smart phones and flash drives. Storage allows internet users to download and retain 

music, videos, pictures and much more. This is equally valuable for attackers who are looking for large 

repositories of information, or who wish to siphon large quantities of information from compromised networks. 

3.6 File System Concepts 

A file system is a method for storing and organizing computer files and the data they contain to make it easy to 

find and access them. File systems exist on hard drives, pen drives, cd’s, DVD’s and any other form of data 

storage medium Most data storage devices have array of fixed-size blocks, sometimes called sectors, and file 

system is in charge of organizing these sectors into files and directories. It is also in charge of indexing the 

media so it knows where and what each file is 

How does the file system handle security? 

 The file system is crucial to data integrity.  

 Main method of protection is through access control 

 Accessing file system operations (ex. modifying or deleting a file) are controlled through access control 

lists or capabilities 

 Capabilities are more secure so they tend to be used by operating systems on file systems like NTFS or 

ext3. 

 Secondary method of protection is through the use of backup and recovery systems 

 Digital forensics is a technique in the identification of computer based crimes. But digital forensics faces 

a few major challenges when it comes to conducting investigations. 

3.7 Challenges in cyber Security  

Digital forensics is a technique in the identification of computer based crimes. But digital forensics faces a few 

major challenges when it comes to conducting investigations. According to Fahdi, Clarke & Furnell (2013), th 

challenges of digital forensics can be categorized into three parts. 

 Technical challenges – e.g. differing media formats, encryption, steganography, anti-forensics, live 

acquisition and analysis. 

 Legal challenges – e.g. jurisdictional issues, privacy issues and a lack of standardized international 

legislation. 

 Resource challenges – e.g. volume of data, time taken to acquire and analyze forensic media. 

Technical Challenges 

With the vast development of the computer technologies within the last decade, usage of technology has been 

defined as both good and bad. While some people use technology to invent things to benefit mankind, criminals 

also use technology to achieve their own targets. One of the main problems is that as soon as a technology is 

developed to identify and investigate criminals, there is another technique that helps the criminals to hide 
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themselves. This is a massive challenge forensics officers face today. Unlike many other sources of physical 

evidence, digital evidence is easy to modify, remove or hide, possibly without leaving tracks that might identify 

the criminal. So anti-forensics has become a major challenge for digital forensics. According to Rekhis & 

Boudriga (2010), anti-forensic techniques can be classified into categories as listed below. 

 Encryption 

 Steganography 

 Covert Channel 

 Data hiding in storage space 

 Residual Data Wiping 

 Tail Obfuscation 

 Attacking the tools 

 Attacking the investigators 

 Encryption 

According to TechTerms (2014), encryption is process of scrambling information that can only be decoded and 

read by someone who has the correct decoding key. Encryption is used to hide or make the evidence unreadable 

on the compromised system. Balogh & Pondelic (2011) stated that: In 2007, an incident happened when the US 

Customs found child pornography on Canadian citizen and legal US resident Sebastian Boucher’s laptop. The 

laptop was seized as evidence and he was charged with transporting the pornography across borders. The 

problem appeared when examiners tried to open the incriminating drive Z and found out that it was a Pretty 

Good Privacy encrypted container. Although a forensic duplicate of hard drive was created after shutdown of 

the notebook, the examiner could not open the encrypted container. 

Attackers use many different encryption methods and in order to make the data usable, investigators have to 

decrypt the encrypted data. It is time consuming and sometimes the encrypted data cannot be decrypted. 

  

Fig.3.1Steganography 

“Steganography is an encryption technique that can be used along with cryptography as an extra-secure method 

in which to protect data.” (Janssen, 2014).  Steganography is a technique that is used to hide any information 

inside a file carrier without modifying its outward appearance. Attackers use this steganography to hide their 

hidden data (payloads) inside the compromised system. When investigating computer crimes, the investigator 

has to identify these hidden data in order to reveal the information for further reference. 
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Fig.3.2 Steganography 

 Covert Channel 

“Covert channel in communication protocols allows attackers to hide data over the network and possibly bypass 

intrusion detection techniques. Typically, a network protocol is chosen and its header is modified to leak 

messages between attackers, exploiting the fact that few fields of the header are modified during transmission.” 

(Rekhis & Boudriga, 2010). 

Attackers use these covert channels in order to maintain a hidden connection between the attacker and the 

compromised system. It is less identifiable. 

 

Fig.3.3 Covert channel 

 Data hiding in storage space 

Attackers hide some data inside storage areas and make them invisible to the usual system commands and 

programs. It makes the investigation more complex and more time consuming and sometimes data can be 

corrupted too. Rootkit is one of the most popular techniques used to hide data in storage space. According to 

Microsoft (2014), malware designers use rootkits to hide malware inside victims’ PCs. It is very hard to identify 

rootkits and most computer users do not know how to remove these rootkits. As mentioned by Kassner (2008), 

user mode rootkits are capable of hiding “processes, files, system drivers, network ports, and even system 

services”. 
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 Residual Data wiping 

When the attacker uses a computer for his goal, a few hidden processes (e.g. temporary files, history of 

commands) are running without the knowledge of the attacker. But an intelligent attacker can avoid this risk by 

wiping out the tracks that were made by his process and making the system work as if it has not been used for 

such a purpose. Lee’s 2013 article indicates that 20-year-old Jake Davis “was convicted of computer hacking 

for his role in the notorious group LulzSec”. Furthermore, Lee (2013) says that he was “forbidden from creating 

encrypted files, securely wiping any data or deleting his internet history”. 

 Tail Obfuscation – attacking the tools 

According to Rekhis & Boudriga, (2010), the most common technique is the obfuscation of the source of the 

attack. Here, the attacker uses some false information in order to mislead the investigator (e.g. false email 

headers, changing file extensions). Therefore sometimes the investigator might miss some data that has forensic 

value. 

 Resource Challenges 

Depending on the scenario, the volume of data involved in the case might be large. In that case the investigator 

has to go through all the collected data in order to gather evidence. It may take more time for the investigation. 

Since time is a limiting factor, it becomes another major challenge in the field of digital forensics. In volatile 

memory forensics, since the data stored in the volatile memory is ephemeral, user activities are overwritten in 

the volatile memory. Therefore investigators can analyze only recent information that is stored on the volatile 

memory. This reduces the forensic value of the data for the investigation. When collecting data from the source, 

an investigator must make sure that none of the data is modified or missed during the investigation, and the data 

must be well secured. Data sources which are damaged cannot be easily used in investigations. So it is a major 

issue when an investigator finds a valuable source that is not usable. 

 Legal Challenges 

Privacy is also important to any organization or victim. In many cases it may be required that the computer 

forensics expert share the data or compromise privacy to get to the truth. A private company or an individual 

user might generate lots of private information in their day to day usage. So asking an investigator to examine 

their data might risk their privacy being revealed. 

3.8 Data and Evidence Recovery 

In some cases, evidence needed or required for criminal investigation is stored on the hard disc duly distributed 

and marked, with characteristic names and extensions on appropriate locations. 

However, there are cases when forensic experts are not so lucky. Cyber-crime perpetrators or perpetrators may 

sense that they are to be arrested soon and therefore delete incriminating evidence. Sometimes, a perpetrator 

may use sophisticated techniques to hide data. In some cases, the data that might be important evidence, has 

never been stored on the hard disc, but was used exclusively from transferable media: 

 Mass use of mobile devices that contain private and company data 

 Use of mobile devices for online transactions 

 Evidence for purpose of police and prosecution investigations 
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 Location history of subject 

 Private detective investigations 

3.8.1 Detecting deleted data 

Many computer users, including criminals, believe that once they delete a file, it disappears from the hard disc. 

Even some experts believe that files are destroyed when recycle bin is emptied. 

But things are not as simple as they think. Deleting files by tools of operating system simply removes the file 

indicators from the table of disc contents. This table is called differently in different types of file systems. The 

very term FAT abbreviated from File Allocation Table indicates the system of file storing. With regards to 

NTFS file systems, there is a MFT ‘Master File Table’ which has a back-up copy. Linux file systems use 

different recording methods and file allocation, so called INODs, but file reallocation is still possible. Data are 

stored on a hard disc in clusters consisting of a certain number of bits. As file parts are not always put in 

clusters adjacent to each other on the physical level, but in most cases their parts are scattered on a disc, deleting 

indicators makes reconstruction and finding such files much more difficult but not impossible. 

After files are deleted, the emptied space is marked as unallocated. Such space is available to the system later 

on for storing other data when required. Due to technological development and increase in disc capacity, it may 

take a long time until all fragments of a file are overwritten by some other data. 

3.8.2 Data recovery tools 

Data recovery software is primarily used by IT support staff and service providers. Data recovery software 

generally has access to the core architecture of a hard disk. It can extract data from corrupt storage devices or 

deleted files/folders by referring and accessing the file structure records/entries. Having access and control over 

file systems and structure, it can also un-format and repair hard drive partitions. It can be used for recovering 

user-stored and system-created data, files and folders. It can recover data from virtually any storage device 

including hard disks, flash drives, external storage cards, tape drives and more. Most data recovery software can 

perform data recovery on common file systems. 

While the best defense against data loss is redundant and real-time backup, but that sometimes data loss 

happens. 

3.8.3 Some best tools to recover data are as follows- 

(i) TestDisk (Windows/Mac/Linux) 

(ii) Recuva (Windows) 

(iii) PhotoRec (Windows/Mac/Linux) 

(iv) Restoration (Windows) 

(v) Undelete Plus (Windows) 

3.9 Data Recovery Procedures and Ethics 

Electronic evidence is valuable evidence and it should be treated in the same manner as traditional forensic 

evidence with respect and care. The recovery of evidence from electronic devices like computers, tapes, 
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CD/DVD, flash drives, is now firmly part of investigative activity in both public and private sector domains. 

The methods of recovering electronic evidence, whilst maintaining evidential continuity and integrity may seem 

complex and costly, but experience has shown that, if dealt with correctly, it will produce evidence that is both 

compelling and cost effective. Computer-based electronic evidence is information and data of investigative 

value that is stored on or transmitted by a computer. As such, this evidence is latent evidence in the same sense 

that fingerprints or DNA(deoxyribonucleic acid) evidence is latent. Computer-based electronic evidence is very 

delicate. It can be easily altered, damaged, or destroyed if not handled properly or by improper examination, For 

this reason special precautions are taken to document, collect, preserve and examine this type of evidence. 

Failure to do so may make it unusable or lead to an inaccurate conclusion. 

3.10 Document “Chain of Custody” 

The document chain of custody is the paper trail regarding the custody, control and transfer of physical 

documents. Additionally, it can be used when discussing the authenticity of a document. If a document is to be 

used as evidence, it should be recorded when that document is passed from person to person to prove that 

nobody else could have accessed the evidence. It’s important to keep this ‘chain’ as low as possible as the fewer 

people that get to handle this document of evidence, the better. 

The Benefits of a Document Chain of Custody are:- 

 Reduce the unauthorized altering of information 

 Know the details regarding amendments made to documents 

 Know the chronological history, or provenance, of documents 

 Ensure the provenance of computerized data 

 Have a record of individuals who maintained the documents 

 Data maintains its integrity enough to allow for reproducibility 

 Know where electronic data sets originate 

 Know how data is used and modified 

 Better secure the integrity and confidentiality of information 

 Have better control over who handles the documents 

3.11 Complete time line analysis of computer files based on file creation:- 

Timeline analysis is useful for a variety of investigation types and is often used to answer questions about when 

a computer is used or what events occurred before or after a given event. 

Goal: To try reconstruct the sequence of events using the initial knowledge of times of the crucial events and by 

analyzing the timestamped file-system operations (creation, deletion, modification etc.). Is it possible to 

reconstruct a sequence of events from a mere file system image? Since filesystems keep track of many things, 

they might tell a surprisingly accurate story.  
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For example:   

  An intentional log file deletion; 

 A system upgrade; 

  An execution of a rarely used program; 

 A user login;  

are elements which can be established by digging into the file system focusing on the timeline analysis. First, it 

is important to understand how a file system is structured. It is recommended to practice “low-level” tools at 

least at the beginning to get a hang of it. Some complex forensics frameworks will run this kind of tools 

underneath anyway. 

3.12 File modification and file access 

A file system in a computer is the manner in which files are named and logically placed for storage and 

retrieval. It can be considered as a database or index that contains the physical location of every single piece of 

data on the respective storage device, such as hard disk, CD, DVD or a flash drive. This data is organized in 

folders, which are called directories. These directories further contain folders and files. For storing and 

retrieving files, file systems make use of metadata, which includes the date the file was created, data modified, 

file size, and so on. They can also restrict users from accessing a particular file by using encryption or a 

password. Files are stored on a storage media in “sectors”. Unused sectors can be utilized for storing data, 

typically done in sector groups known as blocks. The file system identifies the file size and position and the 

sectors that are available for storage. If a structure for organizing files wouldn’t exist, it would not be possible 

to delete or retrieve files, or to keep two files with the same name since all the files would exist in the same 

folder. For example, it is because of folders that we are able to name two different image files with the same 

name, as both exist in two different folders. But if two files are in the same directory, they cannot have the same 

name. 

Most of the applications need a file system to work, hence every partition needs to have one. Programs are also 

dependent on file systems, which means that if a program is built to be used in Mac OS, it will not run on 

Windows. 

3.13 Some Commonly Used File Systems 

(i)FAT File System 

(ii) FAT 32 File System 

(iii) NTFS File System 

(iv) Extended file system (EXT) 

File Access :- It involves the retrieving of unstructured or deleted data and needs to be processed for forensic 

investigation. Many computer users think that a file, once deleted, will disappear forever from the hard disk. 

However, this is not true. Deleting files only removes it from the disc contents table. In FAT systems it is called 

the File Allocation Table, while in NTFS it is called the Master File Table. Data is stored in clusters on the hard 

disc and consists of a certain number of bits. Parts of files are mostly scattered throughout the disc, and deleting 
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the files makes it difficult to reconstruct them, but not impossible. With increased disk capacity, it now takes 

longer for all fragments of a file to be overwritten. In many cases, the criminals may have hidden the data that 

can turn out to be useful for forensic investigation. Criminals with basic technical knowledge have many 

options available for hiding data such as disk editor, encryption, steganography, and so on. Recovering and 

reconstructing this data can be time consuming, but generally it produces fruitful evidence. 

Extracting data from unallocated space is file carving. It is a helpful technique in digital forensics that finds 

deleted or hidden files from the media. A hidden file can lie in any areas such as slack space, unallocated 

clusters or lost clusters of the digital media or disk. For using file carving, a file should have a header which can 

be located by performing a search which continues till the file footer is located. Data that lies between these two 

points is extracted and then analyzed for file validation. 

3.14 Encase forensics:- 

EnCase is the shared technology within a suite of digital investigations products by Guidance Software. The 

software comes in several products designed for forensic, cyber security, security analytics, and e-

discovery use. Encase is traditionally used in forensics to recover evidence from seized hard drives. Encase 

allows the investigator to conduct in depth analysis of user files to collect evidence such as documents, pictures, 

internet history and Windows Registry information. 

Encase forensics perform following tasks:- 

TRIAGE:- In the Field and in the Lab 

Incase Forensic enables you to quickly search, identify, and prioritize potential evidence, in computers and 

mobile devices, to determine whether further investigation is warranted. This will result in a decreased backlog 

so that investigators can focus on getting to case closed. 

COLLECT:- Secure Your Evidence. Protect Your Case. 

EnCase Forensic helps you acquire more evidence than any product on the market. You can collect from a wide 

variety of operating and file systems, including over 25 types of mobile devices with EnCase Forensic. Parse 

the most popular mobile apps across iOS, Android, and Blackberry devices so that no evidence is hidden. This 

is the flexibility needed to ensure you can complete your cases no matter where the potential evidence resides. 

DECRYPT:- Unlock Encrypted Evidence 

EnCase Forensic is unmatched in its decryption capabilities, offering the broadest support of any forensic 

solution. Encryption support includes products such as Dell Data Protection, Symantec, McAfee, and many 

more. You can further expand the decryption power of EnCase Forensic with Tableau Password Recovery — a 

purpose-built, cost-effective hardware solution to identify and unlock password-protected files. 

PROCESS:- Automate the Routine, Focus on the Investigation 

The EnCase Forensic evidence processor provides industry-leading processing capabilities that can automate 

the preparation of evidence, making it easier to complete the investigation. Powered by an indexing engine built 

for scale and performance, you can automate complex queries across your varied evidence sources in one step 

saving time and increasing your efficiency. 

INVESTIGATE:- Bring Your Expertise to the Forefront 
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The most important part of any investigation is your ability to analyze your evidence. EnCase Forensic is built 

with the investigator in mind, providing a wide range of capabilities that enables you to perform deep forensic 

analysis as well as fast triage analysis from the same solution. Built to help you do what you do best: find 

evidence and close cases. 

REPORT:- Tailor Your Reports for Your Audience 

EnCase Forensic provides a flexible reporting framework that empowers you to tailor case reports to meet your 

specific needs. With comprehensive and triage reporting options built in, you can create reports for a wide range 

of audiences and easily share them across your organization. 

3.15 Forensic Toolkit (FTK):- 

Forensic Toolkit, or FTK, is computer forensics software made by Access Data. It scans a hard drive looking 

for various information. It can, for example, locate deleted emails and scan a disk for text strings to use them as 

a password dictionary to crack encryption. The toolkit also includes a standalone disk imaging program 

called FTK Imager. The FTK Imager is a simple but concise tool. It saves an image of a hard disk in one file or 

in segments that may be later on reconstructed. It calculates MD5 hash values and confirms the integrity of the 

data before closing the files. The result is an image file(s) that can be saved in several formats, including DD 

raw. 

In your career as a computer forensics professional, you will often find that your efficiency boils down to which tool you 

are using for your investigations. Your skill set, as critical as it is to your success, can only take you so far – at the end of 

the day, you will have to rely on one forensic tool or another. Enter Forensic Toolkit, or FTK. Developed by Access Data, 

FTK is one of the most admired software suites available to digital forensic professionals. In this article, we will dissect 

the various features offered by FTK, in addition to discussing its standalone disk imaging tool, FTK Imager. This article 

will be fruitful for anyone seeking an understanding of FTK. Moreover, it is downright essential for those planning on 

taking part in InfoSec’s Computer Forensics Boot Camp. FTK is intended to be a complete computer forensics solution. It 

gives investigators an aggregation of the most common forensic tools in one place. Whether you are trying to crack a 

password, analyze emails, or look for specific characters in files, FTK has got you covered. And, to sweeten the pot 

further, it comes with an intuitive GUI to boot. There are a few distinguishing qualities that set FTK apart from the rest of 

the pack. First and foremost is performance. Subscribing to a distributed processing approach, it is the only forensic 

software that utilizes multi-core CPUs to parallelize actions. This results in a momentous performance boost; – according 

to FTK’s documentation, one could cut case investigation time by 400% compared to other tools, in some instances. 

 

As stated above, FTK is designed as an all-in-one digital forensics solution. Some of its major capabilities 

include: 

 Email Analysis 

FTK provides an intuitive interface for email analysis for forensic professionals. This includes having the ability 

to parse emails for certain words, header analysis for source IP address, etc. 

 File Decryption 

A central feature of FTK, file decryption is arguably the most common use of the software. Whether you want 

to crack passwords or decrypt entire files, FTK has an answer for it. You can retrieve passwords for over 100 

applications with FTK. 
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 Data Carving 

FTK includes a robust data carving engine. Investigators have the option to search files based on size, data type, 

and even pixel size. 

 Data Visualization 

Evidence visualization is an up-and-coming paradigm in computer forensics. Rather than analyzing textual data, 

forensic experts can now use various data visualization techniques to generate a more intuitive picture of a case. 

FTK empowers such users, with timeline construction, cluster graphs, and geolocation. 

 Web Viewer 

One of the more recent additions to the suite, the FTK Web Viewer is a tool that accelerates case assessments 

by granting access of case files to attorneys in real time, while evidence is still being processed by FTK. It also 

allows for multi-case searching, which means that you don’t have to manually cross-reference evidence from 

different cases. 

 Cerberus 

Embracing the shift towards analytics, FTK has included a powerful automated malware detection feature 

called Cerberus. It uses machine intelligence to sniff malware on a computer, subsequently suggesting actions 

to deal with it if found. 

 OCR 

Another feature that borrows heavily from AI and computer vision, FTK’s Optical Character Recognition 

engine allows for fast conversion of images to readable text. Multi-language support is also included. 
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We hope you find these notes useful. 

You can get previous year question papers at  
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