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Unit-II 

Measures, Metrics and Indicators 

 
Measure: The Quantitative indication of the extent, amount, dimension, or size of some attribute of a 
product or process. A single data points. 
 

Metrics: The degree to which a system, component, or process possesses a given attribute. Relates several 
measures (e.g. average number of errors found per person hour). 
 

Indicators: A combination of metrics that provides insight into the software process, project or product. 
 

Metrics in the Process and Project Domains: - 
The only rational way to improve any process is 

 To measure specific attributes of the process. 
 Develop a set of meaningful metrics based on these attributes. 
 Use the metrics to provide indicators that will lead to a strategy for improvement. 

 
Process is the center of a triangle connecting three factors that have profound influence on software quality 
and organizational performance shown in fig: -2.1. 

 The skill and motivation of people has most influential factor in quality and performance.  
 The complexity of the product has impact on quality and team performance. 
 The technology (the software engineering methods) the process triangle exists within a circle of 

environmental conditions that include the development environment, business conditions, customer 
characteristics. 

 

 
Fig:-2.1 

 

Software Measurement 
Software measurement is a quantified attribute of a characteristic of a software product or the software process. 
Measurement helps in estimation, quality control, productivity assessment and project control throughout a 
software project.   
 

Software measurements are of two categories 

1. Direct measures  
2. Indirect measures.  
 

1. Direct measures:- It include software processes like cost and effort applied and products like lines of code  
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produced, execution speed, and other defects that have been reported.  
2. Indirect measures:- It include products like functionality, quality, complexity, reliability, maintainability, 

and many more. 
 

Measurement process is characterized by a set of five activities, they are:- 
 Formulation: This performs measurement and develops appropriate metric for software under 

consideration. 
 Collection: This collects data to derive the formulated metrics. 
 Analysis: This calculates metrics and the use of mathematical tools. 
 Interpretation: This analyzes the metrics to attain insight into the quality of representation. 
 Feedback: This communicates recommendation derived from product metrics to the software team.  

 

 

SOFTWARE PRODUCT METRICS AND SOFTWARE PROCESS METRICS: - 
Software process metrics measure the software development process and environment. Example productivity, 
effort estimates, efficiency and failure rate. 
Software Product metrics measure the software product.  
Example: - size, reliability, complexity and functionality. 
 

Metrics of Software Quality 

Software metrics can be classified into three categories − 

 Product metrics − Describes the characteristics of the product such as size, complexity, design features, 
performance, and quality level. 

 Process metrics − These characteristics can be used to improve the development and maintenance 
activities of the software. 

 Project metrics − This metrics describe the project characteristics and execution. Examples include the 
number of software developers, the staffing pattern over the life cycle of the software, cost, schedule, 
and productivity. 

 

Software quality metrics can be further divided into three categories − 

1. Product quality metrics 

2. In-process quality metrics 

3. Maintenance quality metrics 

 

1. Product Quality Metrics 
This metrics include the following − 

 Mean Time to Failure 

It is the time between failures. This metric is mostly used with safety critical systems such as the airline 
traffic control systems, avionics, and weapons. 

 

 Defect Density 

It measures the defects relative to the software size expressed as lines of code or function point, etc. 
i.e., it measures code quality per unit. This metric is used in many commercial software systems.  
 

 Customer Problems 

It measures the problems that customers encounter when using the product. It contains the customer’s 
perspective towards the problem space of the software, which includes the non-defect oriented 
problems together with the defect problems. 
 

 Customer Satisfaction 

Satisfaction with the overall quality of the product and its specific dimensions is usually obtained 
through various methods of customer surveys.  
 

2. In-process Quality Metrics 

In-process quality metrics deals with the tracking of defect arrival during formal machine testing for some 
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organizations. This metric includes − 

 Defect density during machine testing 

Defect rate during formal machine testing (testing after code is integrated into the system) is correlated 
with the defect rate in the field. Higher defect rates found during testing is an indicator that the software 
has experienced higher error injection during its development process, unless the higher testing defect 
rate is due to an extraordinary testing effort. 

 

 Defect arrival pattern during machine testing 

The overall defect density during testing will provide only the summary of the defects. The pattern of 
defect arrivals gives more information about different quality levels in the field. 

 

 Phase-based defect removal pattern 

A large percentage of programming defects is related to design problems, conducting formal reviews, 
or functional verifications to enhance the defect removal capability of the process at the front-end 
reduces error in the software.  

 

3. Maintenance Quality Metrics 
Maintenance Quality Metrics deals with the number of defective fixes. 
 The number of defective fixes is another important quality metric for the maintenance phase. A fix is 

defective if it did not fix the reported problem, or if it fixed the original problem but injected a new 
defect. For mission-critical software, defective fixes are detrimental to customer satisfaction. The 
metric of percent defective fixes is the percentage of all fixes in a time interval that is defective. 

 

Software Reliability  
Software Reliability is the probability of failure-free software operation for a specified period of time in a 
specified environment. Various approaches can be used to improve the reliability of software, however, it is 
hard to balance development time and budget with software reliability. 
 

Software Estimation techniques 

The technique which is used to calculate the time required to accomplish a particular task is called Estimation 
Techniques. To estimate a task different effective Software Estimation Techniques can be used to get the better 
estimation. It is the process of finding an estimate, or approximation, which is a value that can be used for 
some purpose even if input data may be incomplete, uncertain, or unstable. Estimation determines how much 
money, effort, resources, and time it will take to build a specific system or product. Estimation is based on − 

 Past Data/Past Experience 

 Available Documents/Knowledge 

 Assumptions 

 Identified Risks 

The four basic steps in Software Project Estimation are − 

 Estimate the size of the development product. 
 Estimate the effort in person-months or person-hours. 
 Estimate the schedule in calendar months. 
 Estimate the project cost in agreed currency. 

 

LOC and FP estimation 
Lines of code (LOC) and function points (FP) were described as measures from which productivity metrics 
can be computed.  
LOC and FP estimation are distinct estimation techniques. 
It is a software metric used to measure the size of a computer program by counting the number of lines in the 
text of the program's source code. It is used to predict the amount of effort that will be required to develop a 
program, as well as to estimate programming productivity or effort once the software is produced. 
The problems of lines of code (LOC):- 

 Different languages lead to different lengths of code. 
 It is not clear how to count lines of code. 
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 A report, screen, or GUI generator can generate thousands of lines of code in minutes. 
 Depending on the application, the complexity of code is different. 

 

A Function Point (FP) is a unit of measurement to express the amount of business functionality, an information 
system (as a product) provides to a user. FPs measure software size.  
The Five Components of Function Points are:- 

1. Internal Logical Files 

2. External Interface Files 

3. External Inputs 

4. External Outputs 
5. External Inquiries 

 

 1. Internal Logical Files - The first data function allows users to utilize data they are responsible for 
maintaining.   

 

2. External Interface Files - The second Data Function a system provides an end user is also related to 
logical groupings of data. In this case the user is not responsible for maintaining the data. The data resides 
in another system and is maintained by another user or system. The user of the system being counted 
requires this data for reference purposes only.  

  
3. External Input - The first Transactional Function allows a user to maintain Internal Logical Files (ILFs) 

through the ability to add, change and delete the data.  
 

4. External Output - The next Transactional Function gives the user the ability to produce outputs.  
 

5. External Inquiries - The final capability provided to users through a computerized system addresses the 
requirement to select and display specific data from files. To accomplish this user inputs selection 
information that is used to retrieve data that meets the specific criteria. In this situation there is no 
manipulation of the data. It is a direct retrieval of information contained on the files.  

 

Empirical models - COCOMO 

 

The COCOMO is defined as COnstructive COst MOdel. It is Based on water fall process model. COCOMO 
consists of a hierarchy of three increasingly detailed and accurate forms.  
There are three forms of the COCOMO 

 Basic COCOMO (macro estimation) which gives an initial rough estimate of man months and 

development time. 
 Intermediate COCOMO which gives a more detailed detailed estimate estimate for small to medium 

sized projects. 
 Detailed COCOMO (micro estimation) which gives a more detailed estimate for large projects. 

The first level, Basic COCOMO is good for quick, early, rough order of magnitude estimates of software costs, 
but its accuracy is limited due to its lack of factors to account for difference in project attributes (Cost Drivers). 
Intermediate COCOMO takes these Cost Drivers into account and Detailed COCOMO additionally accounts 
for the influence of individual project phases. 
 

Basic COCOMO computes software development effort (and cost) as a function of program size. Program 
size is expressed in estimated thousands of lines of code (KLOC). 
COCOMO applies to three classes of software projects: 

 Organic projects - "small" teams with "good" experience working with "less than rigid" requirements. 
 Semi-detached projects - "medium" teams with mixed experience working with a mix of rigid and less 

than rigid requirements. 
 Embedded projects - developed within a set of "tight" constraints (hardware, software, operational.  

Basic COCOMO is good for quick estimate of software costs. However it does not account for differences in 
hardware constraints, personnel quality and experience, use of modern tools and techniques, and so on. 
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Intermediate COCOMO computes software development effort as function of program size and a set of 
"cost drivers" that include subjective assessment of product, hardware, personnel and project attributes. This 
extension considers a set of four "cost drivers”, each with a number of subsidiary attributes:- 
 

     1. Product attributes 

 Required software reliability 

 Size of application database 

 Complexity of the product 
 

    2. Hardware attributes 

 Run-time performance constraints 

 Memory constraints 

 Volatility of the virtual machine environment 
 Required turnabout time 

 

    3. Personnel attributes 

 Analyst capability 

 Software engineering capability 

 Applications experience 

 Virtual machine experience 

 Programming language experience 

 

    4. Project attributes 

 Use of software tools 

 Application of software engineering methods 

 Required development schedule 

 

Project Scheduling and Tracking 

Project Scheduling helps to establish a roadmap for project managers together with estimation methods and 
risk analysis. Project scheduling and Tracking begins with the identification of process models, identification 
of software tasks and activities, estimation of effort and work and ends with creation of network of tasks and 
making sure it gets done on time.  

 Software project scheduling is an activity that distributes estimated effort across the duration of project 
cycle by allocating effort to each specific task that is associated with all process. The basic principles 
that guides software project scheduling is compartmentalization of the project into a number of 
manageable tasks, correct allocation of time, correct effort validation ,defining responsibility for each 
task to a team member, defining outcomes or work product for each task and defining milestones for 
a task or group of tasks as appropriate. 

 Tracking the project schedule can be done by conducting periodic project status meeting, evaluating 
result of reviews conducted at all stages of development life cycle, determining the completion of 
defined project milestones, comparison of actual and planned dates, using earned value analysis 
technique for performing quantitative analysis of program.Error tracking methods can also be used for 
assessing the status of current project. This is done by collecting error related measures and metrics 
from past project and using this as baseline for comparison against real time data. 

 

REVERSE ENGINEERING 

Software reverse engineering (SRE) is the practice of analyzing a software system, either in whole or in part, 
to extract design and implementation information. A typical SRE scenario would involve a software module 
that has worked for years and carries several rules of a business in its lines of code; unfortunately, the source 
code of the application has been lost – what remains is “native” or “binary” code. 

Reverse Engineering is a process of recovering the design, requirement specifications and functions of a 

product from an analysis of its code. It builds a program database and generates information from this. 
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The purpose of reverse engineering is to facilitate the maintenance work by improving the understandability 

of a system and to produce the necessary documents for a legacy system. 

Reverse Engineering Goals: 

 Cope with Complexity. 

 Recover lost information. 

 Detect side effects. 

 Synthesise higher abstraction. 

 Facilitate Reuse. 

 

Fig: 2.2 Reverse Engineering 

Reverse Engineering Tools: 

As mentioned above, reverse engineering is the process of analyzing the software to determine its 

components and their relationships. The process of reverse engineering is accomplished by making use of 

some tools that are categorized into debuggers or disassemblers, hex editors, monitoring and decompile 

tools: 

1. Disassemblers – A disassembler is used to convert binary code into assembly code and also used to 

extract strings, imported and exported functions, libraries etc. The disassemblers convert the machine 

language into a user-friendly format. There are different dissemblers that specialize in certain things. 

2. Debuggers – This tool expands the functionality of a disassembler by supporting the CPU registers, 

the hex duping of the program, view of stack etc. Using debuggers, the programmers can set 

breakpoints and edit the assembly code at run time. Debuggers analyse the binary in a similar way as 

the disassemblers and allow the reverser to step through the code by running one line at a time to 

investigate the results. 

3. Hex Editors – These editors allow the binary to be viewed in the editor and change it as per the 

requirements of the software. There are different types of hex editors available that are used for 

different functions. 
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4. PE and Resource Viewer – The binary code is designed to run on a windows based machine and 

has a very specific data which tells how to set up and initialize a program. All the programs that run 

on windows should have a portable executable that supports the DLLs the program needs to borrow 

from. 

 

Difference between Forward Engineering & Reverse Engineering: 

 

Sr. No. Forward Engineering Reverse Engineering 

1.  

Forward Engineering is a process in 

which theories, methods, and tools are 

applied to develop a professional 

software product 

Reverse Engineering is a process in which the 

dirty or unstructured code is taken, processed 

and it is restructured. 

2.  

Initially, only user requirements are 

available for Forward Engineering 

purpose. 

A dirty or unstructured code is available 

initially. 

3.  
This process starts by understanding 

user requirements. 

This process starts by understanding the 

existing the unstructured code. 

4.  

It is conducted using Requirement 

Gathering, Analysis, Design, 

Implementation & Testing. 

It is conducted using restructuring the code, 

cleaning it, by extracting the abstractions. After 

refinement  and simplification of the code, 

final code gets ready. 

 

Reverse engineering has developed significantly and taken a positive approach to creating descriptive data 

set of the original object. Today, there are numerous legitimate applications of reverse engineering. Due to 

the development of numerous digitizing devices, reverse engineering software enables programmers to 

manipulate the data into a useful form. The kind of applications in which reverse engineering is used ranges 

from mechanical to digital, each with its own advantages and applications. Reverse engineering is also 

beneficial for business owners as they can incorporate advanced features into their software to meet the 

demands of the growing markets. 
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We hope you find these notes useful. 

You can get previous year question papers at  

https://qp.rgpvnotes.in . 

 

If you have any queries or you want to submit your 

study notes please write us at 

rgpvnotes.in@gmail.com 

 

 

https://qp.rgpvnotes.in/
mailto:rgpvnotes.in@gmail.com

	Reverse Engineering Tools:

