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Introduction into the topic: What is Fake Content in Digital Media Texts

What is Fake Content in Digital Media Texts:

 Digital Media Texts: news, social media posts, online forum messages 

● Fake news  most visible problem -- presentation will focus on that 
● Rumour 
● Stance detection 
● Deceptive social media posts 
● Fact contradiction  



Concept Definitions
● Digital Media Texts:

○ fake news 
○ social media posts
○ traditional media channels
○ online forum messages 

● Fake content: 
○ Deception:  A fabricated information that mimics news media content in form 

but not in organizational process or intent
○ Fact contradiction: One statement, story etc contradicts another, the facts in it are 

different which implies one is true and another is false
● Fake news is the most visible area

http://science.sciencemag.org/content/359/6380/1094 

http://science.sciencemag.org/content/359/6380/1094


What is Fake News?

➔ A made-up story with an intention to deceive (the New York times)
➔ This definition focuses on two dimensions:

1. The intentionality (very difficult to prove) and
2. The fact that the story is made up

https://miguelmalvarez.com/2017/03/23/how-can-machine-learning-and-ai-help-solving-the-fake-news-problem/ 

https://miguelmalvarez.com/2017/03/23/how-can-machine-learning-and-ai-help-solving-the-fake-news-problem/


Why fake news is so prominent today?

The reasons behind fake news include:
○  media manipulation and propaganda
○  political and social influence
○  provocation and social unrest and
○  financial profit

https://www.wgbh.org/news/2016/11/21/news/fake-news-versus-false-news-why-theyre-different-and-why-it-matters 
https://hackernoon.com/whos-responsible-for-stomping-out-fake-news-39c1e2be81d6 
https://www.yahoo.com/news/the-real-problem-behind-fake-news-233047332.html 

https://www.wgbh.org/news/2016/11/21/news/fake-news-versus-false-news-why-theyre-different-and-why-it-matters
https://hackernoon.com/whos-responsible-for-stomping-out-fake-news-39c1e2be81d6
https://www.yahoo.com/news/the-real-problem-behind-fake-news-233047332.html


Fake content in other media

Influential : fake tweets influence stock market

 

https://www.marketwatch.com/story/twitter-trading-influence-laid-bare-by-fake-tweet-2013-04-23 

Facebook Fake news

https://www.huffingtonpost.com.mx/entry/facebook-fake-news-stories-zuckerber
g_us_5829f34ee4b0c4b63b0da2ea 

https://www.marketwatch.com/story/twitter-trading-influence-laid-bare-by-fake-tweet-2013-04-23
https://www.huffingtonpost.com.mx/entry/facebook-fake-news-stories-zuckerberg_us_5829f34ee4b0c4b63b0da2ea
https://www.huffingtonpost.com.mx/entry/facebook-fake-news-stories-zuckerberg_us_5829f34ee4b0c4b63b0da2ea


Why automated fake news detection is 
needed?



Quiz Time



Did a Human or a Computer Write This?

1. “A shallow magnitude 4.7 earthquake was reported Monday 
morning five miles from Westwood, California, according to the 
U.S. Geological Survey. The temblor occurred at 6:25 a.m. Pacific 
time at a depth of 5.0 miles.”



1. Did a Human or a Computer Write This?



Did a Human or a Computer Write This?

2. “Apple’s holiday earnings for 2014 were record shattering. The 
company earned an $18 billion profit on $74.6 billion in revenue. That 
profit was more than any company had ever earned in history.”



2. Did a Human or a Computer Write This?



Did a Human or a Computer Write This?

 3. “When I in dreams behold thy fairest shade

             Whose shade in dreams doth wake the sleeping morn

              The daytime shadow of my love betray’d

              Lends hideous night to dreaming’s faded form.”



3. Did a Human or a Computer Write This?



Did a Human or a Computer Write This?

 4. “Benner had a good game at the plate for Hamilton A’s-Forcini. 
Benner went 2-3, drove in one and scored one run. Benner singled in 
the third inning and doubled in the fifth inning.”



4. Did a Human or a Computer Write This?



Did a Human or a Computer Write This?

 5. “Kitty couldn’t fall asleep for a long time. Her nerves were 
strained as two tight strings, and even a glass of hot wine, that 
Vronsky made her drink, did not help her. Lying in bed she kept 
going over and over that monstrous scene at the meadow.”



5. Did a Human or a Computer Write This?



Did a Human or a Computer Write This?

 6. “Tuesday was a great day for W. Roberts, as the junior pitcher 
threw a perfect game to carry Virginia to a 2-0 victory over George 
Washington at Davenport Field.”



6. Did a Human or a Computer Write This?



Did a Human or a Computer Write This?

 7. “I was laid out sideways on a soft American van seat, several 
young men still plying me with vodkas that I dutifully drank, because 
for a Russian it is impolite to refuse.”



7. Did a Human or a Computer Write This?



Did a Human or a Computer Write This?

 8. “In truth, I’d love to build some verse for you

            To churn such verse a billion times a day

            So type a new concept for me to chew

            I keep all waiting long, I hope you stay.”



8. Did a Human or a Computer Write This?

https://www.nytimes.com/interactive/2015/03/08/opinion/sunday/algorithm-human-quiz.html

https://www.nytimes.com/interactive/2015/03/08/opinion/sunday/algorithm-human-quiz.html


What is GPT-2?

What is the impact of GPT-2 on automatic Fake News 
Generation?



What is GPT-2?

 It is a large-scale unsupervised language model which 
generates coherent paragraphs of text



What is the impact of GPT-2 on automatic Fake News 
Generation?

 It is a large-scale unsupervised language model which generates coherent paragraphs of text

https://openai.com/blog/language-unsupervised/

https://openai.com/blog/better-language-models/

https://openai.com/blog/language-unsupervised/
https://openai.com/blog/better-language-models/


Why Unsupervised Learning?



How Much Data Do We Create Every Day? 



Internet
With so much information at our fingertips, we’re adding to the data stockpile every time we turn to our search engines 
for answers.

● We conduct more than half of our web searches from a mobile phone now.
● More than 3.7 billion humans use the internet (that’s a growth rate of 7.5 percent over 2016).
● On average, Google now processes more than 40,000 searches EVERY second (3.5 billion searches per 

day)!
● While 77% of searches are conducted on Google, it would be remiss not to remember other search engines 

are also contributing to our daily data generation. Worldwide there are 5 billion searches a day.

https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-blowing-stats-everyone-should-read/#671235d160ba

https://www.domo.com/learn/data-never-sleeps-5?aid=ogsm072517_1&sf100871281=1
http://www.iflscience.com/technology/how-much-data-does-the-world-generate-every-minute/
http://www.internetlivestats.com/google-search-statistics/
https://www.netmarketshare.com/search-engine-market-share.aspx?qprid=4&qpcustomd=0
http://www.smartinsights.com/search-engine-marketing/search-engine-statistics/
https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-blowing-stats-everyone-should-read/#671235d160ba


Social Media 
                         FACEBOOK                                                                            INSTAGRAM

https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-blowing-stats-everyone-should-read/#671235d160ba

https://zephoria.com/top-15-valuable-facebook-statistics/

https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-blowing-stats-everyone-should-read/#671235d160ba
https://zephoria.com/top-15-valuable-facebook-statistics/


But what is the problem?



● Worldwide, there are over 2.41 billion monthly active users (MAU) as of June 
2019 in facebook.

● Average time spent per Facebook visit is 20 minutes.
● Every 60 seconds on Facebook: 510,000 comments are posted, 293,000 statuses 

are updated, and 136,000 photos are uploaded. 
● There are 83 million fake profiles in facebook.

https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-blowing-stats-everyone-should-read/#671235d160ba

https://zephoria.com/top-15-valuable-facebook-statistics/

https://www.forbes.com/sites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-blowing-stats-everyone-should-read/#671235d160ba
https://zephoria.com/top-15-valuable-facebook-statistics/


So, what is the solution?



Supervised learning 

● Expensive to create datasets 
(large, carefully cleaned) to work 
well. 

Unsupervised Learning

Unsupervised learning

● Removes the bottleneck of 
explicit human labeling

● It also scales well with 
current trends of increasing 
compute and availability of 
raw data. 

https://blog.openai.com/ai-and-compute/
https://blog.openai.com/ai-and-compute/


How to detect automatically generated    
       texts, including using GPT-2?
                         



"Catching a Unicorn with GLTR: A tool to detect   
                automatically generated text"
                                       

● By Hendrik Strobelt and Sebastian Gehrmann -- reviewed by Alexander Rush 
● A collaboration of MIT-IBM Watson AI lab and HarvardNLP

http://gltr.io/

https://mitibmwatsonailab.mit.edu/
http://nlp.seas.harvard.edu/
http://gltr.io/


What are the implications of automated fake 
news?



Watch Jordan Peele use AI to make Barack Obama  

                deliver a PSA about fake news

https://www.theverge.com/tldr/2018/4/17/17247334/ai-fake-news-video-barack-obama-jordan-peele-buzzfeed

Implications

https://www.theverge.com/tldr/2018/4/17/17247334/ai-fake-news-video-barack-obama-jordan-peele-buzzfeed


Implications

https://www.snopes.com/fact-check/morgan-freeman-death-hoax/ 

https://www.imediaethics.org/cnn-hoaxed-by-fake-tweet-that-morgan-freeman-died/ 

Morgan Freeman was declared dead in 
2010 by CNN news channels according to 
some tweets. Subsequently, CNN reported 
that its not true. 

https://www.eonline.com/news/371928/morgan-freeman-blames-media-for-recent-shootings-not-so-fast 

https://www.snopes.com/fact-check/morgan-freeman-death-hoax/
https://www.imediaethics.org/cnn-hoaxed-by-fake-tweet-that-morgan-freeman-died/
https://www.eonline.com/news/371928/morgan-freeman-blames-media-for-recent-shootings-not-so-fast


Automated Approaches to Fake News Detection
● Exist: 

○ Deep (CNN): 0.962 accuracy -- Bhattacharjee et al. (2017)
○ NLP Shallow: 0.921 accuracy -- Bhattacharjee et al. (2017)
○ GCN: 0.944 accuracy -- Deligiannis et al.

● their performance  -- we can do better 
● Available For limited languages  → we can extend for various languages 
● Needs better analysis for detection across varying types of source (agency news vs 

social media)



State-of-the-art



Methods for Classification in Fake News 
Domain
Non-Neural Network Models

1. Support Vector Machine (SVM) 
[Rada-2018, Wang -2017  ]

2. Naive Bayes Classifier (NBC)
[Mykhailo-2017, Supanya]

3. Logistic regression (LR) 
[Luca de Alfaro-2018]

4. Random Forest Classifier (RFC) 
[Xiao Xiong]

        Neural Network Models

1. Recurrent Neural Network (RNN)
[Rashkin - 2017, Kirilin and Strube -2018]

2. Convolutional neural networks (CNN)
[Wang - 2017]

3. Attention mechanisms with neural networks
[Long - 2017]

4. Memory networks 
[Pham - 2018]



Datasets

https://arxiv.org/pdf/1811.00770.pdf 

https://arxiv.org/pdf/1811.00770.pdf


Deception Detection as Classification Problem
● Rada Mihalcea et al., 2018 :   fake or real classification
● Grigori Sidorov et al., 2018:  fake or real classification
● Rashkin et al., 2017:  fake or real classification
● Wang, 2017., 2017:  fake or real classification

Binary Classification Problem F: E →{0,1} such that,

F(d) = {   1,      if d is a piece of fake news

    0,      otherwise  }



The Current Results for Fake News Detection



What we are doing in CIC? 



Detection Performance Improvement

Task : Classification

Try Algorithms:  

● NN based classifier ;  SVM based 

Try algorithm modifications: 

● Loss function 

Features:
● TF-IDF
● LIWC
● Word-embeddings 
● Knowledge Base: it is related to knows 

facts about fake news
● Context Base: It is related to the analysis 

of news spread in social media
● Style Base: it is related by analysing 

writing style



Our Results



Thank you !

  Natural Language Processing Lab
  Center for Computing Research
  Instituto Politécnico Nacional
  Mexico D.F., Mexico


