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Abstract— Vehicular Adhoc Networks (VANET) are becoming more popular as the need for accessing and sharing 

data while on the move is increasing. Value-added applications such as online payment services, geographical 

location identification, etc. in VANET, improve driving safety, passenger comfort, offer great business opportunities, 

and attract more and more attention in our daily life. VANETs connect vehicles into a huge mobile adhoc network to 

share information on a larger scale. By enabling the vehicles to communicate with their neighbors and sharing their 

driving states, VANETs avoid accidents potentially caused by emergency braking, lane changing, etc. The 

characteristics of VANET pose both challenges and opportunities in achieving security goals. The various attacks in 

VANETs are the Sybil attack, DDOS attack, misbehaving and faulty nodes, sinkhole attack, spoofing, traffic analysis 

attack, position attack, and illusion attack. Providing security to VANET is important in terms of providing user 

anonymity, authentication, integrity, and privacy of data. In this paper, a comprehensive survey on the threats and 

vulnerabilities in VANETs are explored and analysed in detail. The compromised security goals are identified for 

each threat. The existing solutions for these threats are discussed in this paper. 
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I. INTRODUCTION 

     A Vehicular Adhoc network (VANET), a form of Mobile Adhoc Networks (MANETs), provides communication 

among nearby vehicles, between vehicles, and nearby fixed equipments called Road Side Units (RSUs). Fig. 1 shows the 

VANET architecture. Every node i.e., a vehicle or RSU communicates with other nodes in single hop or multi hop. 

VANETs are designed with the goals of enhancing driving safety and providing passenger comfort. In VANETs, the 

types of communication are the following: 

 Vehicle-to-Vehicular (V-V) or Inter-Vehicular Communication 

 Vehicle-to-Infrastructure (V-I) or Vehicle-to-Roadside Communication 

  Inter Roadside Communication. 

 

 
Fig 1. VANET Architecture 

 

The radio used for the communication is Dedicated Short-Range Communications (DSRC). DSRC/WAVE is part of the 

Federal Highway Authority’s Vehicle Infrastructure Integration (VII) initiative and supports vehicle-to-vehicle (V-V) 

and vehicle-to-infrastructure(V-I) communications for emerging Intelligent Transportation Systems (ITS). DSRC/WAVE 

systems remove the drawbacks in the wireless infrastructure by aiding low latency, geographically local, high data rate, 

and high mobility communications [1]. IEEE 802.11p [1] is an improvement of the IEEE 802.11 standard to add 

Wireless Access in Vehicular Environments (WAVE). It defines enhancements to 802.11 and supports Intelligent 

Transportation Systems (ITS) applications. This includes data exchange between high-speed vehicles and between the 

vehicles and the roadside infrastructure in the licensed ITS band of 5.9 GHz (5.85-5.925 GHz). IEEE 1609 is a higher 

layer standard based on the IEEE 802.11p. The characteristics of VANETs are as follows: 
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 High mobility with the constraint of road topology 

 Potentially unbounded network size 

 Time-sensitive data transfer 

 Accurate positioning access (GPS) 

 No power issues 

 Deployment in direction of roadway 

 Large scale connection range and large number of nodes 

     The security of VANETs is a critical issue because the information transmission is in wireless environment. It 

constitutes short-range radios installed in vehicles, Road Side Units (RSUs), and central authorities which are responsible 

for identity registration and management. VANET projects have been used by various industries,    governments, and 

academic institutions around the world these years. But VANETs are susceptible to intruders ranging from passive 

eavesdropping attack to active spamming, tampering, and interfering due to the absence of basic infrastructure and 

centralized administration.  

     VANETs do not have very high power source, fixed infrastructure, and continuous connectivity. Also, there is no 

fixed route between mobile nodes as they join/leave networks. Thus, vehicular communication is inherently vulnerable to 

many threats. VANET communication is completely wireless technologies viz. Wi-Fi, DSRC. Any intelligent node 

within the transmission range of a sender node can potentially receive the message over the same wireless link. This 

often leads to passive attack (eavesdropping, traffic analysis), active attack (replay attack), or a combination of both. 

Wireless environment makes it difficult to differentiate between malicious behaviour and real-life behaviour. A 

malicious node can purposefully drop or discard packets. Similar kind of behaviour can be experienced in a wireless 

network because of limited bandwidth, weak links, and the mobility of nodes.  

     Routing in VANET has also vulnerabilities. Routing in VANET can be unicast, multicast, geocast, mobicast, or 

broadcast [2]. The unicast routing protocols are classified into min-delay and delay-bound approaches. The min-delay 

unicast routing protocols construct a minimum-delay routing path in least time. The delay-bound routing protocol makes 

use of the carry-and-forward technique to reduce the channel utilization within a constrained delay time. The multicast in 

VANETs deliver multicast packets from a mobile vehicle to all multicast-member vehicles. The geocast routing geocast 

packets from a source vehicle to vehicles located in a specific geographic region are delivered. Mobicast routing protocol 

in VANETs is also present. An intermediate node can advertise ―least-cost-path‖ to a certain destination to intercept into 

the traffic for that node. Intermediate malicious nodes may drop packets intentionally. For table-based routing systems, 

malicious nodes may provide false information to jeopardize the routing tables of other nodes. A security system has to 

be ensured so that transmission comes from a trusted source and is not tampered en-route by other sources.  

The following part of this paper is organized as follows. Section 2 explains the importance of providing security in 

VANETs. Section 3 deals with the security breaches possible in VANETs, the security goals compromised by these 

breaches, and the vulnerabilities. Section 4 describes the existing methods to prevent and identify these attacks. Section 5 

concludes the paper. 

 

II. MOTIVATION 
     In applications like online transactions, banking, etc., secrecy of data has to be maintained. With the increasing 

number of applications in VANETs, the various types of attacks on VANETs are also increasing. Due to these attacks, 

data confidentiality is threatened, life of the passenger may be at risk, and services may be denied to the authenticated 

users. Hence, importance has to be given to secure these networks from malicious users that threaten the security goals.  

 

     Our motivation is to provide a real time solution to prevent the attacks in VANET.  

 

III. SECURITY GOALS 
     The goals to secure VANETs are the same as that for securing any network. The main objective is to provide 

authentication, confidentiality, integrity, availability, and non-repudiation. 

a. Authentication is the assurance that the communicating entity is the one that it claims to be. It enables a node to 

confirm the identity of the communicating node. It is also important that the node receiving the data is sure that 

the data is sent from a valid sender. For eg. The vehicles transmitting should be an authenticated user registered 

to a Certificate Authority in order to uniquely identify the vehicle. 

b. Confidentiality deals with the protection of data from unauthorized disclosure.  Confidentiality of data ensures 

that the data is not leaked or disclosed to unauthorized nodes. Disclosure of this data may lead to identification 

of vital information. For eg. The data being transmitted by the vehicles should be received by the registered 

vehicles only.  

c. Integrity is the assurance that the data received are exactly the same sent by the authorised node without any 

modification, deletion, insertion or replay. To ensure integrity of data unauthorised manipulation must be 

detected. For eg. The content of the messages sent between the vehicles should not be changed. 
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d. Availability assures that the system works properly and that service is provided to authorised users as and when 

required. An adversary may deny services to valid nodes by jamming the channel, by disrupting the routing 

protocol, by draining the battery power, etc. For eg. The services provided by the RSU should be available to the 

vehicles whenever it is required.   

e.  Non-repudiation provides protection against denial by one of the entities involved in a communication of being 

participated in all or part of the communication. For eg. After sending a message, the vehicle should not deny 

having sent the message. This is called sender non-repudiation. Also after receiving a message, the vehicle 

should not deny having received the message. This is called receiver non-repudiation. 

 

IV. ATTACKS IN VANET 

In this section, the threats and vulnerabilities in VANETs are discussed. 

  

A.BRUTEFORCE ATTACKS ON KEYS  

     Key management deals with the secure generation, distribution and storage of keys. For ad hoc networks, the current 

literature reports three main approaches for key management: key exchange, key agreement and key management 

infrastructure. The distribution of safety-related information (such as turn warnings, speed limit information, etc.) is a 

major application of VANET. In VANET communication, keys are used for encrypting data. Brute force attack is an 

exhaustive key search strategy by checking all possible key values [3]. If the confidentiality of the keys is lost, the 

identity of the vehicle is lost. Integrity and authenticity of the node is also compromised. 

 

B.TRAFFIC ANALYSIS ATTACK 

     Traffic analysis is the process of intercepting and examining messages in order to deduce information from 

patterns in communication. It can be performed even when the messages are encrypted and cannot be decrypted. Traffic 

data comprises the time and duration of a communication, the detailed shape of the communication streams, the identities 

of the parties communicating, and their location. Techniques to prevent traffic analysis attacks on the internet have been 

an active area of research as well. Depending on the communication patterns, the type of information in the observed 

communication can be understood. 

 

C. SYBIL ATTACK 

     Sybil attack is a kind of impersonation, where multiple identities of the attacker node are present. With several entities 

in the network it will be able to reduce the effectiveness of fault-tolerant schemes. Fig. 2 shows the Sybil nodes assuming 

multiple personalities of the attacker node. 

 In Sybil attack, a malicious node fabricates different identities in the form of multiple nodes.  

 These fabrications mislead neighbouring vehicles by communicating with other physical nodes and distributing 

false traffic information (e.g., traffic jam or accidents). 

 This attack is very dangerous in geographical routing because a node can claim to be in several positions at the 

same time.   

 
Fig 2. Sybil Attack 

 

     Sybil attacks can incur great security threats to VANETs. First, Sybil nodes may cause an illusion of traffic 

congestion. A greedy driver may convince the neighbouring vehicles that there is considerable congestion ahead, so that 

they will choose alternate routes and allow the greedy driver a clear path to his/her destination. Second, Sybil nodes may 

directly or indirectly inject false data into the networks, greatly impacting on the data consistency of the system [4]. For 

example, VANETs may rely on multiple vehicles voting to generate a traffic status report. However, if some of the voters 

are Sybil vehicles, the report may be deviated from the fact, depending on the benefits of the malicious. Finally, Sybil 

nodes may launch further DoS attacks such as channel jamming attacks and message suppression attacks. 

 

D. DENIAL OF SERVICE (DoS) 

     In DoS attack the main objective is to prevent the legitimate user from accessing the services and from the resources 

[5]. The attack occurs by jamming the network or channelling the system so that no vehicle can access it. This avoids 
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communication completely in the network which is devastating in real time applications. Example attacks include 

channel jamming and aggressive injection of dummy messages. Three different ways in which the attacker can achieve 

this are [5]:  

a. In basic level, the attacker overwhelms the node resource so that the node becomes continuously busy and will 

not be able to process further as shown in Fig. 3.  

 
Fig 3. Attacker overwhelms node resources 

 

b. In extended level, the attacker jams the channel by generating high frequency in the channel as shown in Fig. 4. 

Thus the vehicle will not be able to communicate in the network.  

 
Fig 4. Jamming the channel 

 

c.  Drops the packets. 

 

E. SINKHOLE ATTACK  

     In sinkhole attacks, all the traffic from a particular area goes through the attacker node. Therefore, the attacker will 

have control over the traffic, enabling the occurrence of many other attacks, such as selective forwarding.  Fig. 5 shows 

the malicious node transferring the data to the sink node. Wormhole attacks can be considered as a subclass of sinkhole 

attacks, where two nodes create a tunnel between them and forward the packets through it. This can be useful to lure a 

node of a better path to the destination.       

 
Fig. 5. Sinkhole Attack 

F. SELECTIVE FORWARDING  

     In selective forwarding specific packets are always dropped. As dropping all packets can be easily detected by 

neighbours, the attacker performs a selection on the packets. Thus attacker forwards some of the messages, being able to 

degrade the service anyways [3]. 

 

G. MISBEHAVING AND FAULTY NODES 

     Vehicular network (VN) nodes (road-side infrastructure units and vehicles) that participate in network operations has 

a certificate issued by a Certification Authority (CA). But the possession of a certificate does not assure correct 

information from the node: a node may inject false data (e.g. alerts, warnings, coordinates) while adhering with the 

implemented protocols [3]. The eviction of misbehaving nodes can be achieved by revocation of a node’s certificates. 

Therefore messages from this node will not be valid after the certificate revocation. However, the absence of an 

omnipresent roadside infrastructure, mainly in the early deployment stages, and the large-scale deployment of VANETs 

prevent the application of traditional certificate revocation schemes. Also, unless a node is revoked for administrative 

reasons (e.g. the vehicle owner did not renew its registration), it becomes difficult for the authority to obtain and validate 

sufficient evidence that a node is faulty or compromised. Thus, an additional challenge is the protection of non-

misbehaving nodes until they obtain the revocation information regarding misbehaving nodes. 
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H. ILLUSION ATTACK 

     Illusion attack is a new security threat on VANET applications where the adversary intentionally deceives sensors on 

her/his own vehicle to produce wrong sensor readings [6]. As a result, the corresponding system reaction is invoked and 

incorrect traffic warning messages are broadcasted to neighbours, creating an illusion condition on VANET. 

 

An attacker must create a virtual traffic event to produce an illusion attack. Two prerequisite conditions must be achieved 

by the attacker to create the virtual traffic event. The first condition is to realise or create the prerequisite traffic situation 

on the road. Second, the false traffic warning messages should be generated and distributed by the attacker. The 

traditional message authentication and integrity check used in wireless networks are inadequate against the illusion attack. 

Fig. 6 shows how the concept of Illusion attack is brought in VANETs. 

 

 
Fig 6. Illusion Attack 

 

I. POSITION ATTACKS  

     Location refers to vehicle position in a VANET. It is one of the most valuable information (used in geographic routing) 

and is often readily available through positioning services such as global positioning system (GPS).  Position attacks 

occur when the line of sight of radars is blocked. An attacker launches a position attack by modifying position packets, 

replaying bogus position packets, and dropping urgent position packets. 

Position cheating and false position disseminating: VANETs have special requirements in terms of node mobility and 

position-dependent applications. These requirements are adequately met by geographic routing protocols. Geographic 

routing approaches are mostly based on the same principles: every node determines its current position by means of a 

positioning system such as GPSs. The position is periodically broadcasted in beacon packets so that every node within 

the wireless transmission range is able to build up a table of neighbouring nodes including their positions. If a node has to 

forward a packet it selects the next hop from the neighbour table according to a predefined rule (e.g. it selects the node 

closest to the destination). When a node disseminates wrong position data the routing messages in VANET is affected [7]. 

Wrong position information is due to malfunction in the positioning hardware or falsified intentionally by attackers to 

reroute data. Malfunctioning nodes may degrade the performance of a system to some extent while rerouting of data 

through malicious nodes violates basic security goals such as confidentiality, authenticity, integrity, and accountability. 

     The attacks can be classified as passive attacks, active attacks, and insider attacks. A passive attack monitors 

unencrypted traffic and looks for clear-text passwords and sensitive information that can be used in other types of 

attacks. Passive attacks include traffic analysis, monitoring of unprotected communications, etc. Passive attacks result in 

the disclosure of information or data files to an attacker without the consent or knowledge of the user. In an active 

attack, the attacker tries to bypass or break into secured systems. Active attacks include attempts to circumvent or break 

protection features, to introduce malicious code, and to steal or modify information. Active attacks result in the 

disclosure or dissemination of data files and modification of data. An insider attack involves someone from inside the 

organisation, such as a disgruntled employee attacking the network or bringing the service down. 

 Table I summarises the attacks discussed, the security goals compromised, and the vulnerabilities. 

V. EXISITING DETECTION MECHANISMS FOR ATTACKS IN VANETS 

     A secure authentication method uses a unique identification for vehicles concatenated with some large random value 

to prevent Brute force attack. These concatenated values are then hashed using hash algorithm proposed in [8]. To deal 

with traffic analysis attack, VIPER: a vehicle-to infrastructure communication privacy enforcement protocol is proposed 

in [9]. In this, vehicle will not send their messages directly to RSU but randomly uses neighbouring vehicles as 

intermediates. In [10], a novel solution is proposed to detect Sybil attack. In the proposed solution, the Sybil identities of 
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the node are observed by its neighbours for a fixed time and the data from the neighbouring nodes are compared. If a set 

of nodes are simultaneously 

TABLE I. SUMMARY OF ATTACKS 

 
 

 
TABLE II. EXISTING PREVENTION/DETECTION MECHANISM 
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observed by neighbouring nodes for a duration greater than threshold value, then these set of nodes are grouped under 

Sybil group category. DoS attack solution is based on the use of On Board Unit (OBU) that is installed in vehicles. The 

OBU has a supporting processing unit that tells the OBU to switch channel, technology, or to use frequency hopping 

technique or multiple transceiver [11]. Misbehaving and Faulty nodes are identified by using a CA and a protocol for 

eviction of attacker and a local detection for individual misbehaviour of node [12]. Illusion attack can be identified by a 

Plausibility Validation Network which helps to validate the messages that are received at a vehicle [6]. Position Attacks 

can be prevented by the Autonomous Position Verification method in which a node does not use hardware used in the 

network to verify the position claimed by the node [3]. Table II gives a summary of the existing mechanisms discussed.  

 

VI.CONCLUSION 

     Safety and security is becoming a necessity for VANET applications. As VANETs use wireless technology, it is 

vulnerable to many attacks. In this paper, the attacks in VANETs, the security goals compromised by these attacks, and 

their prevention/detection mechanisms have been discussed. Among these attacks Illusion Attack is a serious threat that 

assists an attacker to hijack a car or to have a clean getaway after a theft or robbery. Our future work is to propose a 

solution to detect Illusion attack. 
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