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Introduction

In a world that has never been more interconnected and with numerous ways to communicate, 
the barrier of language still exists. This is why the demand for multilingual collaboration 
continues to grow. Interactio is a Remote Simultaneous Interpretation (RSI) solution that powers 
multilingual collaboration in any format, from any location, in any language. Having supported 
thousands of online, on-site, hybrid, and integrated meetings, Interactio aims to connect all 7B 
people in their preferred language, because every voice matters.

For the purposes of this whitepaper - the term Meetings will be used to cover all types of events, conferences, 
meetings, gatherings and any other way people use technology to communicate and collaborate. 

While supporting online, on-site, hybrid and integrated meetings alike, Interactio is dedicated 
to delivering the most secure and reliable experience to all our clients, which include global and 
regional institutions, multinational and domestic corporations, and meeting and conference 
organizers. Our clients require the best multilingual collaboration experience on a secure, robust 
and compliant platform and Interactio will continue to meet such expectations as they evolve. 

This whitepaper will provide an overview of Interactio’s current security practices and compliance 
specifics so that you can be confident that your meeting is safe with Interactio. 
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What is Interactio?

Security at Interactio
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The Integrated Security Model is an all-encompassing guide for all of Interactio’s security 
practices which ensures that security-centric thinking is present in every step of the process: 
from brainstorming new ideas, to implementing specific features, to supporting meetings daily. 

The Integrated Security model is based on the Secure by Design philosophy, which means that 
security is an integral part of the value creation chain. Whether it’s development practices, 
tooling, or infrastructure design, the same strict security procedures are followed. Interactio’s 
goal is to satisfy the requirements as set out in the relevant International Organization for 
Standardization (ISO) standards with respect to RSI platforms. 

• Our foundation is based on being Secure by Design, creating an all-encompassing 
philosophy at heart of our operations. 

• Similarly, all the fundamental pillars of our platform follow this approach. This 
includes the relevant standards, practices across all teams, the tools used, and the 
infrastructure that guides Interactio’s platform creation.

• To make sure that all pillars are security-centric, the team constantly monitor, 
report, and update processes.

• Organizational structure is an overarching blueprint that helps to structure both 
high-level Secure by Design ideas and their execution on a more granular, pillar 
level, as well as enforce monitoring on a regular basis.

Integrated Security Model

Monitoring
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International Organization for Standardization (known as ISO) is a global set of standards 
for best practices across products and services which ensure that our work makes lives easier, 
safer, and better.

ISO 27001, a key compliance certification for RSI platforms that focuses on 14 Information 
security domains that protect the Interactio platform and its users from cybersecurity threats, 
specifically through the CIA triad (Confidentiality, Integrity, and Availability). 

Interactio teams are also deliberately structured with knowledge sharing in mind, which reduces 
the risks of misunderstandings that can escalate and cause delays during a security incident. 
In addition, the ongoing monitoring and alerting process with the DevSecOps (Development, 
Security, and Operations) team is always at the forefront of our solution.

Taking a closer look at how the Interactio Integrated Security Model works in practice, the 
following section details some of the core security building blocks.

Secure Development Guidelines 
Interactio’s development guidelines ensure the code is uniform, secure, and that the 
engineers share the same principles. Development guidelines are maintained by the 
interdisciplinary team consisting of the Architect, Cloud Infrastructure Engineer, and 
reviewed by senior engineers for consensus. The knowledge is shared by all platform 
engineers. This ensures that everyone is guided by the same principles.

Secure Software Development Kit 

Secure Software Development Kit (SDK) is a manifestation of Interactio’s Secure 
Development Guidelines in the form of code. In simpler terms, the SDK is the starting point 
for any new development on the platform. The SDK ensures that the Interactio security 
principles are effortlessly implemented by the engineering teams. Given its holistic use 
and effect on the starting stages of development and beyond, Interactio improves, revises, 
and updates the SDK on an ongoing basis. This approach helps Interactio respond to 
an ever-changing security landscape and address the most recent issues and threats in 
cybersecurity across all projects simultaneously and consistently.  

Secure Development Tools & Practices 
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Integrated vulnerability and code quality scans

Interactio employs industry-leading security intelligence tools to verify that our 
code meets the highest standards for security. To pass to the next stage of the 
development lifecycle, the code needs to pass static code analysis. As a result, all 
features of the Interactio platform are subjected to the highest degree of scrutiny 
at every step of development. The vulnerability scans are ongoing in nature. 
Notifications are automatically issued if a new vulnerability is discovered, enabling 
engineers to address any potential threats immediately.  

Rigorous testing process

Sophisticated testing is a part of the routine to ensure little to no imposed risk when 
new changes are introduced to the platform.

Currently, there are four testing levels:

• Unit testing

• Integration testing

• System testing

• Release testing

Unit and Integration tests are developed and executed by developers. The goal of 
these tests is to ensure the stability of newly developed and existing components 
of the platform and receive testing feedback early in the development cycle. 
Developers are required to run unit and integration tests in all cases. 

System testing is performed by the Quality Assurance unit. It consists of these stages:

1. Smoke testing

2. Feature testing

3. Performance testing

4. Regression testing

1. Smoke testing is a form of automated tests where only critical path tests 
are executed. The purpose of these tests is to identify any critical issues that 
might occur after code changes. These tests are small and run many times 
during the day for every code change and provide fast feedback. 

2. Feature testing is a stage when newly developed changes are verified 
by executing automated end-to-end tests and manual tests. During feature 
tests, QA engineers focus only on newly developed elements and deep 
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dive into each one of them. All test cases are recorded. When executing tests, QA 
engineers log all defects and test execution status. Code changes that do not pass 
tests are not accepted into later stages and are returned for fixing. 

3. Performance testing is executed when introducing large changes to the platform. 
The goal of performance testing is to load the system and verify that the system is 
robust, stable, and accessible. 

4. Regression testing is a stage when an existing system is validated with newly 
developed changes. The purpose of this testing is to validate whether newly 
integrated code affected the system as a whole. Regression testing suite is updated 
for each sprint as new features are being delivered. Regression testing suite is 
automated and runs nightly. Any issues found by the QA team are reported and 
assigned to the developers for resolution.

Release testing is a form of validating what is being released into production environments. 
A fully automated release verification suite runs when changes are deployed into 
production. The suite verifies that deployment has been successful.

An automated monitoring test suite runs twice per day. The purpose of this suite is to do 
a health-check of services in production. Test status is being monitored and failing tests 
are investigated with highest priority to mitigate any potential issues happening in the 
production environment.

At Interactio, DevSecOps (Development, Security, and Operations) is a core practice of 
integrating security initiatives at every stage of the software development lifecycle. DevSecOps 
practice is an ongoing effort to keep the infrastructure, tools, and knowledge in line with the 
latest security practices, as well as share knowledge with all engineering teams. 

The cybersecurity landscape is always changing. To combat new cybersecurity threats and 
adapt to modern practices, Interactio pays special attention to the upskilling process to stay up 
to date on the latest developments. Our engineers hold AWS Solutions Architect  (Professional) 
and AWS Solutions Security (Specialty) certifications and the Interactio Compliance team has 
CIPP/E (Certified Information Privacy Professional) and CIPM (Certified Information Privacy 
Manager) certified professionals. 

DevSecOps
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Interactio partners with Amazon Web Services (AWS) and Digital Ocean; major cloud service 
providers, and global leaders when it comes to robust and reliable data centers. The versatility 
of services in the cloud enables Interactio to be as responsive and flexible as possible. 

Cloud Architecture

AWS’s Well-Architected Framework is the backbone of Interactio’s infrastructure, putting 
Operational Excellence, Security, Reliability, Performance Efficiency, Cost Optimization, 
Sustainability at the forefront of our practices. Interactio’s infrastructure is managed by 
practicing the Infrastructure as Code (IaC) principle. In simpler terms this means that all 
changes in the Interactio’s infrastructure are controlled, and all releases follow a defined 
process and are deployed using an automated pipeline. Changes in the infrastructure can 
be rolled back if needed, but, most importantly, with the CI/CD (continuous integration 
and continuous delivery) powered operations changes to multiple environments can be 
deployed at the same time.  

Redundancy

Interactio sets and follows high standards for the frequency and retention of our backups 
so that our clients are protected from losing or corrupting data. There are multiple backup 
copies of the core components of the platform at any given point in time. This means that 
should it be required to revert to a previous version of the Interactio platform in case of a 
security emergency, it can be executed quickly and efficiently. 

In addition to the automated backup procedure, the core components of our platform 
are backed up manually. Backups are encrypted and safely stored in AWS S3 (Amazon 
Simple Storage Service), ensuring high availability at any point in time. 

Failover

The Interactio platform is made of components that are distributed and replicated across 
multiple data centers and locations within the EU. This strategic decision also sets an 
automated response to database and server failures. Databases are synchronously 
replicated to failover without data losses should the primary database fails. Should 
application server failure occur, affected services are rescheduled on healthy servers 
almost immediately. When a third-party provider fails to provide an infrastructure 
component required to run a meeting, an automatic fallback to a secondary provider is 
activated, allowing Interactio to seamlessly serve a meeting without downtime or impact 
to the client. 

Secure Cloud Infrastructure
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As a result of the Integrated Security Model, secure tooling and development, and cloud 
infrastructure, Interactio’s commitment to cybersecurity manifests into tangible features and 
mechanics that benefits clients on a daily basis. 

Authentication

Authentication allows administrators to be logged into the system using a username and 
a strong password. Alternatively, the Interactio platform supports Single Sign-On (SSO) 
powered by SAML 2.0 authentication. Depending on how the clients’ federated identity 
management system is set up, 2FA (two-factor authentication) or MFA (multi-factor 
authentication) can be enabled. Interactio follows security principles and best practices 
formulated by OWASP, a non-profit foundation for improving security in software.    

Cryptography 

Leveraging industry-standard encryption methods protects client data from 
cybercriminals.

Data at Rest
Data at Rest includes all information created before the meeting and/or stored after the meeting, 
such as the names, date, time, location, and participants of the meeting. This data is safely stored 
and encrypted on AWS S3. Even in the unlikely event of a cybercriminal getting a hold of the physical 
files, they would not be able to read them without the keys to decipher the encrypted information. 

Data in Transit
Data that is exchanged in real-time during the course of an Interactio meeting, such as video and 
audio streams, fall into the Data in Transit category. Our encryption of Data in Transit prevents 
Man-in-the-middle, Eavesdropping, Replay, and other forms of threats where a cybercriminal 
intercepts data sent over the network. 

In addition to encryption, and as an extra security precaution, Interactio also uses constant bit 
rate (CBR) encoding for media. This approach limits opportunities for inferring media content 
information via traffic analysis, effectively preventing attackers from intervening and stealing any 
Data in Transit. 

Security of Media Infrastructure 

Interactio serves each meeting in a secure, isolated environment, not shared with any other 
meeting. At the beginning of each meeting, a secure server is taken from a dynamic pool of 
clean servers. At the end of the meeting, the server is wiped clean before being returned to 

Application Security
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the pool. This feature dramatically limits the window of opportunity for malicious activity. 
Additionally, signaling is secured by Transport Layer Security, a cryptographic protocol 
designed to provide communications security over a computer network. It secures both 
client-server communication and all internal server-to-server communication. None of 
Interactio’s public or internal APIs are accessible without authentication. 

Product Features for Secure Meetings 

Interactio also empowers meeting organizers to customize their meeting security to their 
preferences. With specific product features, you can customize your meeting, right down 
to every security decision. 

Creating a meeting 
When creating a meeting, an administrator can leverage specific platform features that 
add additional layers of security. For example, administrators can create a particular 
number of meeting links or join codes for different groups of meeting participants. 
Through this feature, access is limited only to the participants who are invited, providing 
better control of the audience. This significantly reduces the risk of uninvited guests or 
cybercriminals gaining access to the meetings. 

Administrators can also set permissions for different features and capabilities for the 
participants. For example, you can disable participants audio and video input, chat, polls, 
and presenting features. You can implement this for specific individual participants or at 
a group level. 

Role-Based Access control
Every person who joins a meeting can be categorized by their role in that meeting. By 
applying Role-Based Access, organizers have better control of their meeting security.

Roles help distinguish between what features and capabilities can be accessed and by 
whom. This limits the risk and exposure in the event of a security breach. The ability to 
assign roles helps to better distribute access to meeting controls within the organization 
on a more granular level. Some of the meeting roles include Organizer, Moderator, 
Interpreter, AV technician, Participant, and more.

In-Meeting Controls
Moderators of an Interactio meeting are able to lock the meeting, which prevents any 
new participants from joining a meeting. This helps the moderator ensure that the pool of 
participants in the meeting remains constant throughout the meeting. The moderator also 
has the ability to turn off the video and/or audio of a participant. Lastly, the moderator 
can dismiss the participant from a meeting. 
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Waiting room
Depending on the purpose and nature of a meeting, an organizer may want to control 
the timing of the exact start of the meeting for the participants. The Waiting Room enables 
organizers to place participants in a separate environment before they join the scheduled 
meeting. The moderator can control if all participants join a meeting at the same time, or 
at a particular time, and the moderator can also decide on the order for each participant 
to join. 

Participant Screening Application 
Where virtual meetings of high security and high secrecy are required, a visual video 
inspection of each participant may be required to verify their identity. For that purpose, 
Interactio provides a Participant Screening Application to further advance the security 
of meetings. The exact link to the meeting is revealed to the participant after successful 
identity verification. The type and method of verification is determined by the meeting 
organizer: you can decide if you want to inspect IDs, passports, or simply conduct a visual 
inspection of the participant via webcam.

Penetration testing

The Interactio platform is subjected to regular external penetration tests. These tests 
provide confidence in our security level and aid in keeping up to date with an ever-
changing security landscape.

Hybrid Cloud Deployment

For clients who require meetings on their private infrastructure, Interactio can add a 
Hybrid Cloud Deployment feature to the meeting setup. In this configuration, a component 
serving real-time media is deployed into the client’s private environment which routes the 
entire media stream through the organizers’ infrastructure.

Data Security and Privacy is of paramount importance to all our clients. The Interactio platform 
is GDPR compliant. All data is encrypted and stored in data centers located in the European 
Union, which all comply with strict GDPR laws.

Data Privacy
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Compliance is a key part of our security commitment at Interactio and is covered by an overarching 
compliance framework. Our Compliance Management Framework details responsibilities and 
accountabilities relating to compliance and specifies our strategy for identifying, recording, 
evaluating, prioritizing, and monitoring Interactio’s compliance requirements. 

The Compliance Management Framework is split into three domains – Governance, Risk, and 
Compliance.

Compliance is a key part of our security commitment at Interactio and  is  covered  by  an 
overarching compliance framework. Our Compliance Management Framework details 
responsibilities and accountabilities relating to compliance and specifies our strategy for 
identifying, recording, evaluating, prioritizing, and monitoring Interactio’s compliance 
requirements. 

The Compliance Management Framework is split into three domains – Governance, Risk, and 
Compliance.

Compliance

Certifications

ISO/IEC 27001:2013

Information Security 
Management System (ISMS)

CSA

Cloud Security Alliance 
STAR (Level 1)

HIPAA

Health Insurance Portability 
and Accountability Act

GDPR

General Data 
Protection Regulation
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Interactio was one of the first RSI platforms to obtain the ISO27001 certification.

ISO 27001 focuses on information security processes, particularly confidentiality, availability, 
and integrity. 

What does this mean for you? 

By holding ISO 27001 certification, Interactio shows commitment to people, technology, and 
processes to protect the company’s data. 

Regular system updates

Interactio performs periodic updates, audits, and changes. 
This way, the platform adapts to changes in the data security 
environment and ensures swift risk management over time.

For more information on ISO27001 at Interactio please follow this link.

ISO/IEC 27001:2013

Personal information security

All your data is encrypted, protected, and locked from 
unauthorized access while using Interactio remote simultaneous 
interpreting platform.

Confidential data protection

Information that you share during your meeting when speaking, 
sharing notes, files, or voting in polls is protected by Interactio.
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Interactio is a member of CSA (Cloud Security Alliance) and is a part of the STAR (Security, Trust, 
Assurance, and Risk) program for top-industry cloud security assurance. 

Founded in 2013 by the Cloud Security Alliance, the Security Trust Assurance and Risk (STAR) 
registry serves and ensures “the key principles of transparency, rigorous auditing, and cloud 
security and privacy best practices.”

What does this mean for you? 

Meetings supported by Interactio comply with the Cloud Controls Matrix to serve meeting 
organizers and cloud auditors according to the highest standards in cloud security. 
Interactio’sSecurity Self-Assessment can be found here. 

Where there is collection and/or processing of data relating to people in the EU, or if goods or 
services are offered to people in the EU, then the General Data Protection Regulation (GDPR) 
is applied. 

What does this mean for you? 

During meetings with an online component (remote, hybrid, or integrated meetings), your 
participants’ data are processed through the video-conferencing or RSI platform of your choice. 

These platforms collect your and your participants data, from various touch points such as 
participation forms and meeting recordings. When organizing a meeting online, it is essential 
that the tool you’re using is compliant with GDPR to prevent personal information leaks.

Compliant cloud security

Membership of the CSA’s STAR Level 1 program confirms that any meeting 
on Interactio is compliant with cloud cybersecurity industry standards.

CSA

GDPR
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Interactio is GDPR-compliant, which means:

Interactio is compliant with HIPAA, which is a requirement if your organization holds meetings 
involving the discussion of sensitive medical information.

Health Insurance Portability and Accountability Act (HIPAA) is a federal law passed in the United 
States in 1996. At its core, HIPAA protects patient information from being used and disclosed 
without explicit consent.

What does this mean for you?

If your meeting involves any sensitive data and medical information, Interactio protects it under 
HIPAA regulation. The types of meetings that can benefit from HIPAA compliance are internal 
meetings in medical institutions, one-on-one meetings, medical conferences, webinars, and 
more. 

Medical data is protected

Interactio is obliged to safeguard any data pertinent to the topic, and no patient information 
can be disclosed in any context without the owners’ consent. 

Only necessary data

Interactio is guided by the principle of data economy, which 
means only information that’s needed for successful meeting 
hosting is collected. No more, no less. 

Privacy Policy

Interactio follows strict Privacy Policy procedures that ensure the 
data about your meeting is yours. Your data is not used for any 
other purpose than for facilitating your meeting.

HIPAA

Servers located in Europe

Interactio’s servers are located in the EU. Any information 
processed falls under the EU’s data protection laws. 

Encryption

Interactio encrypts your data and your attendees’ data and makes 
sure it is protected from any cybersecurity breaches. 
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