
Homework Assignment 3

EE 559 Data Science for Power Systems

Due 11:00 pm, April 25, 2019. Submit to
https://www.dropbox.com/request/CmNLvfsU4wJ2iRG7wqHf

Problem 1. This is a bonus question and may take sometime to finish. Do the
programming part first. State estimation introduces some interesting cyber security
issues into the operation of the grid. Here we consider the so-called false data injection
attack. Under this attack, an adversary gains access to the communication and sensing
network (in practice this require tapping into the fiber lines). Under the normal (no attack)
case, assume the observations z is given by

z = Hx + ε (1)

where x are the states and ε is the noise vector. When the system is under attack, the
adversary can add a vector a into the measurement. If the system operator tries to solve the
state estimation problem, then the equation becomes

z + a = Hx + ε. (2)

For simplicity, suppose that the noise are all Gaussian with variance 1. We will also use least
squares to solve both (1) and (2). Let’s denote the estimate in (1) as x∗ and the estimate in
(2) as x̂. In the following parts, you will take the perspective of the adversary.

a) Is there a way to choose a such that you can make x∗ arbitrarily far from x̂ that is
not detectable by the bad data detection algorithm we described in class? You should
start with a simple network try some examples.

b) Suppose the capability of the adversary is constrained and cannot pick arbitrarily what
a would be. What is the minimum non-zero elements you need in a to make the attack
undetectable? This reflects the fact it is more likely in practice that the adversary
would only have access to part of communication and sensing infrastructure. Note:
this is a hard question. It suffices if you just work this out for a small 3 or 4 bus
network.

Problem 2. Finish the programming assignment at
https://github.com/cpatdowling/ee559/blob/master/homework_3.ipynb
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