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SPECIAL REPORT

Security Leadership: 2021 Women in 
Security

In this year’s Security Leadership: 2021 Women in 
Security report, we take you through the 
professional journeys of 13 enterprise security 
leaders that have risen the ranks during their 
careers with their skills, forward-thinking mindsets, 
and a passion for the jobs they do.

By Maggie Shein
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The �rst 90 days of a Chief Security O�cer in an organization are critical for his/her success or failure in the new position. Successful individuals will be 
the ones who establish trusting relationships, learn the organizational culture, and lay the ground foundation for a security program. By Maria Henriquez
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A Glimpse of Women in the Security Sector Today

Security is one of the fastest-growing professional careers worldwide. Career prospects range from entry-level security o�cer and administrative 
positions to system integration specialists and private investigators to directors of security at corporations and organizations around the world. While 
security is not traditionally a sector that most women considered to build their careers, the landscape has shifted dramatically. By Mimi Lanfranchi
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Switching from analog to IP-based cameras can offer more reliable security and added value for your business, providing higher resolutions to cover 
larger areas or get more detailed images to meet identi�cation requirements to deliver vital business data and increase surveillance e�ciency, all with 
potential for integration. Here is a sampling of the latest IP video surveillance solutions. By Maria Henriquez
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Identity Management for Multi-Tenant Buildings

Trends in the industry are making identity management requirements in apartment and multi-tenant facilities all the more demanding. A new generation 
of solutions that offer dynamic identity provisioning on mobile devices offer a way forward — enabling universal, trackable access to all spaces for all 
users coming and going. By Brooke Grigsby
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Red teams put an organization’s security controls, policies, response and training to the test using the tactics, techniques and procedures (TTPs) of real-
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reporting to the CEO; Secretary Madeleine Albright is the ISF 
10th Anniversary Speaker for the ISF Virtual Reception on 
Wednesday, November 17, 2021; and a new survey shows not all 
employees are aware of emergency response procedures.
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Universities" Register here.

The Challenge of Mask Enforcement Amid the Pandemic 
The pandemic has magni�ed an already fragile psyche 
among some Americans, whose tendency for violence 
occurs, incredibly, at the smallest slight. It is likely our 
nation’s enduring illness of resorting to violence remains 
with its appending deadly toll even once the health risks 
from COVID-19 decline.

READ MORE

How Arti�cial Intelligence Can Transform Event Venue 
Security Operations 
It is essential for security teams to protect the public by 
preventing weapons and other prohibited items from being 
brought into the spaces where people gather for 
entertainment, learning, worship, and more. Security 
screening measures therefore need to be e�cient to safely 
process large volumes of people.
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talks with Philip Ingram about the White House’s myopic 
focus on Russia, the Colonial Pipeline attack and 
ransomware, along with cryptocurrency and its traceability.  
View the video or listen to the audio podcast on our site, or 
tune in via Spotify or Apple podcasts to The Security 
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Security Talk

By Maggie Shein, Editor-in-Chief

Contact Maggie

Fostering a Healthy Workplace 
Environment in the Aftermath of Trauma

FG Trade / E+ via Getty Images

Security teams of all sectors face incidents of violence, anxiety, escalation and trauma during their careers. For a security leader, fostering a 
healthy workplace environment following trauma or helping managers and frontline security personnel navigate such incidents is particularly 
essential to healing, reducing turnover, and allowing everyone in the workplace to feel heard, respected and con�dent. 

And, one may argue, a security leader’s job goes beyond his or her own team. Mental health crises and traumatic incidents can negatively affect 
not only the environment and employee satisfaction within an organization, but the safety and security within the organization as well (think 
insider risk, workplace violence, etc.).

“Trauma affects every aspect of our job functioning,” says victim’s expert and author of “The Empathetic Workplace,” Katharine Manning. 
Manning spent more than 15 years advising the Department of Justice on victim’s issues, including terrorism, child exploitation and large-scale 
�nancial fraud. “Trauma shows up in shorter tempers and other communication problems, an inability to concentrate, forgetfulness, missed 
deadlines, high absenteeism and turnover.” 

She says that studies show depression interferes with a person’s ability to complete physical job tasks by 20% and reduces cognitive 
performance by 35%, while anxiety also affects productivity, work relationships, job satisfaction and, again, turnover. “The past year has had a 
huge effect on mental health, of course. Depression and anxiety rates have tripled during the pandemic,” she says.

Making sure employees know about an organization’s policies and resources that promote good health — such as domestic violence victim 
policies, leave of absences, and EAP or other mental health support programs — is essential to helping employees cope with crises, Manning 
shares. 

Another critical component to fostering a healthy workplace environment after any traumatic event is being a leader that is willing to get 
uncomfortable.

“In times of crises, we look to our leaders to support and guide us. When leaders are willing to address challenges with honesty, it models 
resilience and integrity. The military calls this ‘grief leadership’ — the power of a leader in times of crisis to inspire a team to come together by 
expressing their emotions in a healthy and appropriate way,” Manning says. “When leaders demonstrate that they themselves can be vulnerable 
and struggle, that shows the team that it’s OK to admit that you’re having a hard time — which is the �rst step to healing.”

Additionally, Manning says that it’s imperative that security leaders and all leaders within the organization understand that feelings are 
contagious and trauma can affect other employees within the organization, including the manager or leader themselves. “If someone starts 
yelling, I’m going to get anxious. If I’m surrounded by those in crises repeatedly, it may be harder and harder for me to calm down and it will 
eventually affect my productivity, my relationships, and my mental and physical health,” she says.

Learning to be able to take care of yourself �rst is a lesson that all employees can learn from. Being a constant sounding board for others 
working through trauma can lead to compassion fatigue and affect your productivity and leadership response just as much as �rst-hand trauma. 
Taking care of yourself in whatever way helps you reset, whether that be a simple walk, journaling, playing the piano, meditating or going to 
therapy, can ensure you are ready to tackle the di�culties that your team is presented with. “We cannot do what we need to do to support others 
if we are not taking care of ourselves,” Manning says. 
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Global News & Analysis

The 2021 Security Benchmark Report

The 2021 Security Benchmark Report survey is open and will close on July 31, 2021. How does your security program compare with other
companies in your market sector? How do the roles and responsibilities of your security program match up with your peers? What leading trends
and management ideas can we learn from The Security Benchmark Report?

The Security Benchmark Report (formerly the Security 500 report) showcases our profession's organizations and serves to examine the maturity
of a company’s security program. This report includes a breakdown of the roles and responsibilities of security within the enterprise, along with
the biggest challenges and targets for where billions of dollars will be invested to manage enterprise risk and improve security as identi�ed in the
annual Security Benchmark Survey.

Pass along the survey to the person in charge of enterprise security within your organization and don't miss the chance to be a part of this
valuable, metrics-driven report. Thank you to our Security readers for your editorial support in pursuing this program, now in its 15th year!

Data will be reported in Security's November digital edition and online.

Fill out the survey or learn more here.

Only 7% of Security Leaders Report to the CEO
A new report from LogRhythm, “Security and the C-Suite: Making Security Priorities Business Priorities,” based on research conducted by the
Ponemon Institute, found that, while most organizations have experienced a cyberattack in the last two years (60%) and spend approximately
$38 million on security activities, only 7% of security leaders are reporting to the CEO. Yet, 42% of respondents say the IT security leader should
be the person most accountable for preventing or mitigating the consequences of a cyberattack.

Cybersecurity leaders shared they have assumed more accountability and risk, but struggle to achieve the desired security posture, because they
are not seen as in�uential or valued members of their peer group, according to the research. Sixty percent of respondents say the cybersecurity
leader should report directly to the CEO, because it would create greater awareness of security issues throughout the organization. However,
because the majority of security leaders are three steps away from the CEO, only 37% of respondents say their organization values and
effectively leverages the expertise of the cybersecurity leader.

“While security leaders are assuming more responsibility than ever before, they lack the necessary organizational visibility and in�uence to
effectively build and mature their security programs,” said James Carder, Chief Security O�cer of LogRhythm. “Comprehensive cybersecurity
programs are integral to the success of an organization. This research should spur CEOs to take accountability for safeguarding their
organization’s sensitive information, prioritize the security program by elevating the security leader and ensure inroads between security decision-
makers, the C-suite and the board.”

For more �ndings, please visit https://www.securitymagazine.com/articles/95472-of-security-leaders-dont-report-to-ceo

Johnce / E+ via Getty Images

Sec. Madeleine Albright Announced As the International
Security Foundation's 10th Anniversary Speaker

The International Security Foundation (ISF) announced that Secretary
Madeleine Albright is the ISF 10th Anniversary Speaker for the ISF Virtual
Reception on Wednesday, November 17, 2021, 5 p.m. EST. The global virtual
event, hosted by the ISF during OSAC’s virtual Annual Brie�ng week,
celebrates OSAC’s private-public partnership with the OSAC Awards and
celebrates the ISF’s 10th anniversary.

Secretary Albright’s remarkable career of service to the United States and
ground-breaking experience on the world stage – she was the �rst female
U.S. Secretary of State – will serve as the inspiration and backdrop to her
highly anticipated remarks at the global, online event. Secretary Albright is
Chair of Albright Stonebridge Group and a professor, author, diplomat and
businesswoman who served as the 64th Secretary of State of the United
States. She received the Presidential Medal of Freedom, the nation’s highest
civilian honor, from President Obama on May 29, 2012.

Learn more about the 2021 ISF Virtual Reception. Registration will open in
the fall.

Photo credit: Lauren Bulbin

Not all Employees Are Aware of Safety Procedures
While coronavirus restrictions and an increase in remote work meant that events like an active shooter incident or workplace violence were the
least common emergencies in 2020, it’s critical employees understand safety procedures as on-site work makes a return.

However, a third of respondents said they were not aware of or not sure about emergency plans for certain emergency incidents, with most
“no/not sure” responses for emergency plans related to active shooter incidents, cyberattacks/system outages and workplace violence,
according to Rave Mobile Safety’s 2021 “Workplace Safety and Preparedness Survey.”

Additionally, the survey found workplaces are not practicing for prevalent events like medical emergencies and severe weather. Thirty-seven
percent of respondents said that their employer never held safety drills for medical emergencies or exposure to illness and 38% of respondents
said they never drilled for severe weather events.

For more on this survey, please visit https://www.securitymagazine.com/articles/95379-survey-�nds-many-workers-dont-know-emergency-
procedures

Aksana Kavaleuskaya / iStock / Getty Images Plus via Getty Images
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SPECIAL REPORT // 2021 WOMEN IN SECURITY

By Maggie Shein, Editor-in-Chief

Get a glimpse into the professional journeys and backgrounds of 13 very talented and 
skilled enterprise security leaders.

Security Leadership: 2021 Women in Security

Background image / Stígur Már Karlsson /Heimsmyndir / E+ / via Getty Images

This year, we had an overwhelmingly positive level of interest in our Women in Security program. The women that make up the 
security industry are an exceptional group, and we wish we could pro�le every single one. Here, we have chosen 13 enterprise 
security leaders that have risen the ranks during their careers with their skills, forward-thinking mindsets, and a passion for the 
jobs they do: providing safety and protection to the people at their organization. 

We hope to give you a glimpse into the backgrounds, challenges, perspectives and accomplishments of a few of the women that 
continue to change the security industry — one role at a time. Like all security leaders, some of these women came from law 
enforcement backgrounds, others came from non-security related backgrounds and more or less fell into their roles. Their stories 
are unique and diverse, and we are honored to pro�le them here.

Our Security editorial team also chose a number of Women in Security nominees to celebrate throughout the rest of this year in 
special editions of our “5 Minutes With” articles and The Security Podcasts (which you can �nd on our site, as well as Apple 
podcasts and Spotify). We will feature these beginning in July and throughout the coming months. Look for a broad range of 
roles, responsibilities and positions from these Women in Security, talking about leadership, security metrics, mentoring, diversity 
and much more.
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SPECIAL REPORT // 2021 WOMEN IN SECURITY

Director, Global Security
Ford Motor Company

Mary Fleury

By Maggie Shein, Editor-in-Chief

Longevity as a Driver of Excellence

Bio Image courtesy of Fleury — 
Background image / Stígur Már Karlsson /Heimsmyndir / E+ / via Getty Images

Mary Fleury’s professional story is a story about longevity. She’s been with Ford Motor Company for over 30 years and that time has allowed her
to absorb information that has helped her throughout her tenure — to understand how other departments, divisions and operations work; be able
to benchmark and learn from peers in the industry; and also to learn from and watch what’s been done before.

Undoubtedly her untraditional route to security is what has given her a diverse perspective, but also the agile security posture of embracing rather
than resisting rapid change within the security space. In her role now as Director of Global Security, Fleury is responsible for security operations,
investigations, executive protection, business continuity, security technology and new product security at the company’s facilities and
manufacturing sites.

But in order to understand how Fleury got to where she is in her career, it’s helpful to take a look at her journey. She started out at Ford Motor
Company in IT. At one point, the security organization within the company was looking for a person to lead business continuity and crisis
management, a role Fleury felt very passionate about. She jumped at the chance, putting her “o�cially in security since 2005,” she says.

“Over the course of time, I’ve had the opportunity to hold a number of positions in the organization in addition to business continuity and crisis
management,” Fleury shares. She has been responsible for executive protection, investigations, security operations, including third-party security
management, as well as leading the security technology group, which deals with access control, the global security operations center (GSOC),
video surveillance, etc.

Three years ago, when Fleury took on the role of Interim Director of Global Security at Ford Motor Company and then later permanent Director
(and the �rst woman at the company to lead the security organization), she started transitioning the company’s security posture into a proactive
model with adaptability and e�ciency as key focuses. The organic path of both Fleury’s career and Ford Motor Company’s security program
stemmed from initiatives and support spawned by the company’s leadership, along with extensive benchmarking, networking and leadership
experience on Fleury’s part.

During her tenure, the security organization has gone through a redesign and realignment, establishing a regional security model with a global
mindset. One of the initiatives Fleury started in an effort to move toward her goal of a proactive security posture is a threat intelligence group.

“It’s so important that we bring on different talents and to make sure that we
look for different experiences, backgrounds, perspectives and knowledge

as we continue to build our security team with a proactive mindset.”

“In the past, we haven’t necessarily had the opportunity to be proactive and that was really important because it ties into a lot of things, not only
giving us that intelligence to know what’s going on, but to give us that forward-thinking mindset,” she says. The threat intelligence focus allows
the security organization to �lter through the noise and focus on risk mitigation in a proactive way with the company as its primary focus.

Working in executive protection earlier in her career and traveling the globe allowed Fleury to observe, network and benchmark with other security
professionals at other organizations to understand their security models, roles and responsibilities. “That really allowed me to see how other
security organizations are structured and it allowed me to think about where our opportunities are and where I could focus on,” she says. Even
now, Fleury is a champion for benchmarking and networking with other security leaders and isn’t shy in reaching out to other leaders to be a
sounding board or help solve a problem.

Another major initiative that Fleury believes is critical for her organization as well as security leaders across all sectors, is a focus on technology.
At Ford, the security team utilized existing access control, badging and other data to implement contact-tracing efforts during COVID-19, and the
team is also exploring other technology for the future including facial recognition for credentialing, drones, mobile credentials and body cams, for
example.

“When I think about the future of Ford and how it is centered around data and information, security itself is no different in the amount of data
and emerging technology we are surrounded with. The question is how do we cut through the noise to see how technology impacts our facilities
and our people and how do we leverage technology to position our organization to succeed,” she says. “Technology allows us to work better,
smarter and more e�ciently as we modernize and position ourselves for the future.”

In addition to technology and process initiatives, Fleury has made a deliberate effort to increase diversity and inclusivity within the security
organization at Ford, which goes along with the company’s overall initiatives regarding inclusion, equity and diversity. Her varied professional
experience working in different cross-functional assignments within security has not only aided Fleury in her career and given her a unique
perspective that only �rst-hand experience could provide, but it has also given her the knowledge that varied backgrounds, thoughts, and
professional experiences increase the innovation of a company and set them up to be more agile, more adaptable and, ultimately, more
successful.

“As security professionals we need to service our people, our customers and our employees,” Fleury says. “It’s so important that we bring on
different talents and to make sure that we look for different experiences, backgrounds, perspectives and knowledge as we continue to build our
security team with a proactive mindset.”

Get a glimpse into the professional journeys and backgrounds of 13
very talented and skilled enterprise security leaders.

Security Leadership: 2021 Women in Security
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SPECIAL REPORT // 2021 WOMEN IN SECURITY

Director, Global Safety & Security
Airbnb

Susan Goggin

By Maggie Shein, Editor-in-Chief

A Road Less Traveled

Bio Image courtesy of Goggin — 
Background image / Stígur Már Karlsson /Heimsmyndir / E+ / via Getty Images

Director of Global Safety & Security at Airbnb Susan Goggin took her current role because the organization’s mission and culture resonated with
her.

“The company really looks to �nd people that embrace inclusivity and a sense of belonging, along with embracing adventure and making an
impact in the communities where they are operating,” she says of Airbnb. “I fell in love with the culture.”

The mission, the culture, the job all felt authentic to Goggin, and she’s all about being authentic. You can feel it when she speaks. Being true to
yourself is an important leadership characteristic, according to Goggin, and it has served her well in her security career thus far.

“I think you have to be an authentic leader overall; if you’re not, then it will back�re,” she says. “For me, that means being a vulnerable, honest
and straight-forward leader. Being genuine and showing those moments of doubt come across to my team, and I believe create a sense of
connection among my team as well.”

That team connection, particularly within security, is important for e�cient, cohesive, streamlined operations and informed decision-making. And
it was particularly important for Goggin to build that sense of team at Airbnb after starting her position three days before the organization began
preparing and dealing with COVID-19 response in February 2020. She still hasn’t met half of her team in person as many remain remote
throughout the globe — and yet, through trust, honesty, vulnerability and hard work, they’ve been able to create a strong bond of honesty,
appreciation and community.

“The biggest security challenge right now is we’ve seen a workforce change dramatically across all corporate cultures, especially at Airbnb where
‘live anywhere, work anywhere’ is our business model, so security teams have to shift our paradigm of how we protect our workforce and our
assets around the globe because we want everyone to feel secure and safe wherever they are,” Goggin says.

In her current role, Goggin oversees corporate security with a regional safety and security model across the company’s worldwide locations. She
also has direct responsibility over executive protection, global travel, special event security, the global security operations center (GSOC), threat
and risk assessment, and global environment health and safety (EHS).

While Goggin tries to be an authentic, approachable leader, another de�ning characteristic she owns is a drive to take the road less traveled —
and that’s certainly demonstrated by her life’s path. Before Airbnb, Goggin spent more than 22 years in the U.S. Secret Service, �lled with
numerous positions, moves, responsibilities and signi�cant recognitions. She started out as an agent in the New York Field O�ce in criminal
investigations, threat assessment and protection before transferring to D.C. and being selected to serve on the Presidential Protective Division for
both President George W. Bush and President Barack Obama.

“I traveled all over the world and really got a front view to history,” she says.

Later, Goggin held a number of leadership roles within the Secret Service, including Head Recruiter, Inspector of Internal Affairs, and Acting
Special Agent in Charge of the Protective Intelligence and Threat Assessment Division, to name a few.

In the middle of all of that, Goggin was selected to go through the OPM (O�ce of Personnel Management) Certi�cation Process to be a part of
the Service’s SES or Senior Executive Service. Part of that process included a developmental assignment, for which, Goggin chose the path less
traveled and completed her assignment in the private sector rather than with another public agency, working for retired four-star General Stanley
McChrystal’s consulting group, The McChrystal Group.

“I think you have to be an authentic leader overall; if you’re not, then it will
back�re. For me, that means being a vulnerable, honest and straight-

forward leader.”

“I knew I wanted to eventually move into the private industry so that gave me some of that additional professional growth I was looking for,”
Goggin says.

During her tenure with the Secret Service, Goggin received the U.S. Secret Service Medal of Valor as well as the Women in Federal Law
Enforcement (WIFLE) Julie Y. Cross Award, which honors a sworn federal law enforcement o�cer for an act of courage and a willingness to go
beyond the call of duty, resulting in an exceptional heroic achievement in the �eld of law enforcement for her actions during the September 11th
terror attacks at the World Trade Center in New York City. She also received the Department of Homeland Security Secretary’s Award for
Exemplary Service and the U.S. Secret Service Director’s Project Team award in 2017.

Goggin’s security career is already long and storied, but what happened before she ended up at the Secret Service is just as interesting. While her
successful agency career undoubtedly prepared her for leadership in the private security sector, perhaps it was her life before the Secret Service
that taught her to be authentic.

After playing several competitive sports growing up through college, Goggin had her eyes on being an orthopedic surgeon, but after graduating
with a biochemistry degree out of college, she didn’t get into medical school. She worked for the National Institutes of Health (NIH) doing AIDS
research in Dr. Anthony Fauci’s lab and began pursuing a graduate degree in biochemistry. But when she didn’t get into medical school again, she
was forced to reevaluate her career trajectory; it was a transformative experience.

“It was really the �rst time in my life that I had set a goal and I didn’t get it,” she says. “I had to recalibrate my life and really �gure out what I
wanted to do because I had had this idea of where I was going my whole life and it didn’t work out. I had to open myself up, and really take time
for some internal self-re�ection, listen to my internal voice and �nd out what else I might be interested in.”

So, how did Goggin end up in the Secret Service and eventually the private security sector? “I did that by thinking about what it was I was
naturally interested in,” she says. As she tells the story, Goggin re�ected on her fascination with the true crime section of Barnes and Noble, her
fondness for reading the Washington Post metro section about recent murders, and her interest in the psychology and mental and emotional
traits of serial killers and other violent offenders.

She switched her graduate program and received her Master of Forensic Science at George Washington University where an adjunct faculty
member encouraged Goggin to apply to the Secret Service after she graduated.

“I got my foot in the door not knowing much about it, and I really fell in love with the agency and felt very comfortable there,” she says.

Though Goggin’s career trajectory was not something she had even dreamed of growing up, it’s safe to say she found her calling and a true
passion in protecting and helping others. For Goggin, the road less traveled has shaped who she is today and instilled in her that sense of
purpose and ful�llment that she had been searching for long ago.
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CISO
Auth0

Jameeka Green Aaron

By Maggie Shein, Editor-in-Chief

Securing at the Speed of Innovation

Bio Image courtesy of Green Aaron — 
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Jameeka Green Aaron has had many signi�cant accomplishments in her career in technology and security thus far, but just as impressive are
her passion and dedication to mentoring, championing and encouraging women and people of color to pursue careers in technology, engineering
and security and see themselves in careers and leadership positions they may not have otherwise even thought existed.

Aaron has worked with a number of organizations to uplift those behind her, including the National Urban League of Young Professionals,
National Society of Black Engineers (NSBE), U.C. Riverside Design Thinking Program, U.S. Department of State’s TechWomen program and more.
She has watched and mentored college students in their early 20s and has been around long enough to the see them embark on their own
careers and even excel to management and senior management roles.

“I realized one of the ways you can create change is very early in the pipeline and mentoring seemed like the best way to impact the pipeline and
quickly became part of my passion,” she re�ects. Several years ago at a NSBE conference, Aaron had the privilege to see several women that she
(and her husband) had helped mentor in the past. “They told us how impactful we have been and it was really touching. Knowing that they were
watching and listening to us and then being able to see their growth has been so ful�lling.”

Aaron deeply believes that it is one of her missions to be a champion for young professionals as well as a champion for diversity within the
industry. “When you land in a leadership role, you understand that what you do next is you turn around and lift other people up. A big part of my
job outside of the day-to-day is to continue to be a beacon for women and people of color in our industry,” she says.

In addition to her focus on making the industry better by encouraging and fostering talent of the future, Aaron brings another valuable (and
unique) asset to the industry and to each company she’s worked with: her breadth of experience. “I have bounced all over security and I do
believe that should happen more. People shouldn’t be siloed; we need to cross more industries, which I believe results in better security
professionals and better retention rates,” Aaron says.

“I have bounced all over security and I do believe that should happen more.
People shouldn’t be siloed; we need to cross more industries, which I

believe results in better security professionals and better retention rates.”

Aaron started her career in the U.S. Navy as an information technology specialist for more than nine years. “The goal was to transform our naval
networks and as the years went by I started doing threat hunting and learning about security. I would say o�cially halfway through my Navy
career I was a ‘security’ person,” she says.

Following the U.S. Navy, Aaron joined Lockheed Martin for close to nine years, where she managed information security for the Orion spacecraft
that �rst launched in 2014, as well as held a variety of roles that culminated in Chief of Staff for International and Infrastructure Technology.

But during her time at Lockheed Martin, even more signi�cant for Aaron was the CIO she got to work with that really impressed upon her career.
“She was an exceptionally talented woman, and I learned so much about leadership and about business from her,” she says.

Aaron later transitioned into the retail industry where she worked at Nike, then Hurley, then Bluestar Alliance and United Legwear Apparel,
focusing on signi�cant digital transformation projects and supply chain security ramp ups.

Throughout her career, Aaron’s skillset and ability to cross silos has allowed her to forge relationships with professionals across industries,
departments and positions. One of those relationships was Joan Pepin, previous CISO of Auth0, who gave Aaron a call when she was leaving the
position and encouraged her to consider taking the role.

Now, current CISO of Auth0, Aaron says that while taking a holistic approach to compliance and product security is familiar, one of her newest
challenges lies in being a CISO for a company that also creates security products. “It’s a bit different than every other job I have had, because the
challenge is greater, approaching security internally but also for the products we create,” she says.

Another challenge is keeping up with the constant innovation. She tries to take a very honest, realistic approach to mitigation. “While we work to
keep the enterprise safe, the hackers are working double time. It’s something that will never go away. For every new technology that appears, we
have a security person working hard to keep pace and secure that technology. We have to move at the speed of innovation and sometimes we
don’t get it right away — I think that is what makes it di�cult but also what makes it fun as well. We are always learning, growing, and protecting
at a rapid-�re pace.”
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CISO and Executive Director of Information Security
Piedmont Healthcare

Monique Hart

By Maggie Shein, Editor-in-Chief

Enabling Business Through Risk
Management

Bio Image courtesy of Hart — 
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When Monique Hart started building information security programs for enterprises, the label “security” wasn’t quite being used yet. “I started in
security before it was thought of as security,” she laughs.

Hart originally went to college for electrical engineering. In the ‘90s, she got very interested in the idea of computer networking and started out in
desktop support after pursuing her �rst certi�cation as a Microsoft Certi�ed Systems Engineer (MCSE), working her way up the ranks from there
and �nding herself in security leadership roles by the early 2000s.

Throughout her career thus far, Hart has played a role in building information security programs, and governance, risk and compliance policies
and procedures from the ground up at a number of organizations across a variety of industries, including Ceridian, Turner Broadcasting, Coca-
Cola and Children’s Healthcare of Atlanta, before assuming her current role as Chief Information Security O�cer (CISO) and Executive Director of
Information Security at Piedmont Healthcare, an 11-hospital entity in Georgia.

“The overall safety and security of the patients and employees is our priority,” she says. “We focus on risk management of the organization
without impeding the business.”

And not impeding the business is key, according to Hart, because there was that time where security was known as the “No” department and
she’s had a �rst-hand seat watching the evolution of the profession since. “I’ve seen it go from the ‘No’ department to ‘how can we do that
safely?’ and people now understand the value in this space,” she says.

Hart says that the biggest challenges for security professionals right now are access control and user education, both brought to the forefront
over the past year and half since the beginning of the COVID-19 pandemic.

“Regardless of the industry, you really need to tie the importance of your
program to what the end user does in their daily lives, integrating [security]

so that it becomes a sort of habit that allows them to help protect
themselves and their environment.”

“Regardless of the industry, you really need to tie the importance of your program to what the end user does in their daily lives, integrating
[security] so that it becomes a sort of habit that allows them to help protect themselves and their environment,” she says. Hart adds that both
outsider and insider access control, from a cybersecurity perspective, are two major areas of focus right now for security leaders as they wrestle
with the challenge of pinpointing vulnerabilities in the technologies being used across the enterprise.

Hart’s career successes may be partly attributable to her drive to remain resilient and agile in an ever-changing threat landscape. She’s not only a
forward-thinker, but a life-long learner. Right now, in addition to her role at Piedmont Healthcare, Hart is pursuing her executive MBA.

Another key to her success as a security leader is Hart’s ability to build a successful team that can keep the goal of safety, security and
con�dentiality in sight. “As a leader, what I do now is knock down walls so my people can get their job done. I am no longer at the keyboard
�nding the vulnerability, but it’s my job that the whole organization understands the risks and sound decisions to move forward,” she says. “I
can’t do that without my team. I need to be able to trust my team, and they need to know that they have my support. The biggest thing I can do
for my team to be successful is to make sure they understand our strategy and our goals so they can strive toward that mission.”

Of course, �nding those trustworthy team members is a challenge for every security leader, but Hart says the industry needs to think outside the
box. “There has been a big push for STEM backgrounds and that is near and dear to me because it helped me get here, but I try to communicate
that you can still be a valuable asset and have a successful security career without a STEM background,” she says. “An art major, for instance,
can see things from a different perspective or communicate weaknesses in a unique and effective way. Sometimes you need to look outside that
major or that curriculum to �nd the person that helps complete the puzzle. Of course, you need to understand computer languages, but if you can
relate to the world in other ways, that’s priceless.”
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Senior Manager, Security Awareness
General Mills

Ivy Nguyen

By Maggie Shein, Editor-in-Chief

A Broader Impact

Bio Image courtesy of Nguyen — 
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Ivy Nguyen, Senior Manager of Security Awareness at General Mills, studied Computer Science and started her professional career as a web 
developer. But, as fate would have it, later in her career, Nguyen was recruited into security through a connection in the Asian Leader Network at 
General Mills.

“Security was not where I pictured my career going at the time, but the more I spoke with my personal network and I spent time speaking with 
those from within security, I found a lot of common ground between my skillset and saw the opportunity to bring change to security,” she recalls. 
Nguyen said she recognized many similar problems between her previous roles and roles within security, such as sorting through the noise of 
what was necessary or needed and what isn’t, as well as �nding the best road toward success in an initiative.

“After many years, I feel �nally at home. I have found a place where I can continue to grow,” Nguyen says. “Security has the ability to have a 
broad impact across the enterprise and, at the same time, an ability to impact individuals at a very personal level; that, to me, is so powerful.”

As Senior Manager of Security Awareness at General Mills, Nguyen leads a team within the Global Security department responsible for numerous 
programs and initiatives, including Workplace Violence Prevention, Threat Intelligence, and Travel Security. Awareness as a function helps inform 
better decision making through training and communication, she says.

From her early career as a developer, Nguyen brought with her many skills that have served her well in the Global Security department including 
organization, project management and team leadership, but she’s also the �rst to admit that before her role, she was not an expert in workplace 
violence or threat intelligence. Ultimately, this is one of the aspects of her career that Nguyen is most proud of, and it’s arguably her biggest 
asset: the ability to learn, ask questions, and lead with con�dence in areas that she didn’t previously have on her resume.

“Security has the ability to have a broad impact across the enterprise and, 
at the same time, an ability to impact individuals at a very personal level; 

that, to me, is so powerful.”

“As I re�ect, I would say my biggest accomplishments have come from leaning into the gray areas and taking on something I am not necessarily 
an expert in, and having the humility to learn, the self-awareness to improve, and the strength to continue leading,” she says. 

Nguyen truly believes security awareness initiatives have a major impact to the enterprise, but the challenge for security leaders is to make that 
awareness personal. “Any large-scale company struggles with �nding that balance between trying to get something out fast and generic versus 
getting something tailored and speci�c together,” she says. “It’s about �nding the right balance for your audience. I believe informed people make 
better security decisions.”

Nguyen says that organizations that don’t have the resources for a strong security awareness program are left to assume that employees know 
about the threats and understand the risks to their organization. That gap between understanding threats and their potential risk is a risk in and 
of itself. “We often come from a place of expecting the good in anyone and everything that surrounds us, but security’s role is to help people 
understand potential impact, and simulate threats or risks so that people can see potential impacts and understand real consequences for it to 
really sink in.”

Because of her experiences, Nguyen feels strongly that security leaders can bring more diversity of people and thought to their organizations by 
broadening what they traditionally would look for in a candidate as well as how they market those roles.

“I know I gave myself the personal obstacle of ‘how do I enter an industry that seems to be so expertise driven,’ and I believe it starts with 
recruiting,” Nguyen says. “We have to throw out the bias of wanting candidates only from certain government agencies and truly look at what 
types of skills and experiences can complement the team to drive positive change.”
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Global Head of Uniformed Security Services
Dell Technologies

Heather O’Brien

By Maggie Shein, Editor-in-Chief

Optimizing Security and Proving the Value

Bio Image courtesy of O’Brien — 
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Though Heather O’Brien says that nepotism played a role in getting her that unpaid document-shredding job at the age of 10 (her father was a
security guard company executive), as well as the one where she coordinated the company e-newsletter at 12 for which she recruited her friends’
help and had her �rst foray in leadership — there’s no mistake that her hard work, career trajectory and impressive resume within security are all
her own.

O’Brien has become well versed and well sought after for her insights into optimizing contract security forces and proving their worth. The
contract security force is frequently a large ticket item on any company’s security P&Ls, making it a common target for budget reductions.
O’Brien’s work in developing methods of security o�cer force optimization has set standards that have bene�tted the organizations she has
worked for, as well as many others beyond her own through her involvement in the Security Executive Council, ASIS and other organizations.

“Utilizing the right quanti�able key performance indicator metrics can illustrate the effectiveness of your security program and demonstrate your
return on investment of every security dollar spent,” she says. “The results can be powerful in the C-suite when defending your security budget.”

Earlier in her career, O’Brien became President of the Southeast Region of Universal Protection Service (now Allied Universal), running a rapidly
growing region with 14,000 security professionals operating in 13 states, Puerto Rico and the U.S. Virgin Islands. Throughout her career, O’Brien
has made a concerted effort to educate both buyer and seller of services to level set expectations regarding contract security forces and provide
full transparency during a negotiation. Part of that effort involves educating stakeholders across departments to enhance the understanding of
what is included in an hourly bill rate of service and what value the money spent for security services adds to the organization.

Since joining Dell Technologies as Global Head of Uniformed Security Services (a part of the company’s Security & Resiliency Organization),
O’Brien has led the company’s contract for 2,500+ uniformed security service to a top-performing operation within the organization providing its
value many times over.

“Essentially, the security leaders in each region de�ne their expectations in terms of security workforce, and it’s my job to make sure those
expectations are meant. I love this opportunity because I get to push out my knowledge and pro�ciency within the physical security arena across
a global platform, aligning cultural differences and standardizing processes and procedures,” O’Brien says.

“Utilizing the right quanti�able key performance indicator metrics can
illustrate the effectiveness of your security program and demonstrate your

return on investment of every security dollar spent. The results can be
powerful in the C-suite when defending your security budget.”

But proving the value of a security workforce is not just about education. The task involves workforce optimization, clear expectations,
streamlined processes and procedures, key performance indicators (KPIs), data and analytics. When O’Brien came into her current position, for
example, she introduced variance reports and �nancial audits to identify over and under spending and billing, ensuring that issues could be
recti�ed before affecting the overall budget.

O’Brien uses data and analytics in just about every aspect of security services optimization. She says that other security leaders can start out by
taking inventory of what they have and clearly de�ning scope of work and expectations. “You can identify progressive innovative solutions so
you can improve e�ciency and ROI. Security is one of the largest spend buckets and learning how to leverage security technology and improve
on the integration of that technology can help not only reduce security services headcount, for example, but get the same or better output and
that’s really where optimization comes into play,” O’Brien shares.

She adds that digital and predictive analytics can help forecast challenge and risk and really help the security team foster a forward-thinking,
risk-mitigation mindset, which not only optimizes security operations, but brings more value to the enterprise as well. In addition, O’Brien
wholeheartedly believes that KPIs help drive program and process improvement, particularly in security.

“What gets measured, gets done, but they have to be quantitative” she says. However, O'Brien cautions security leaders from using KPIs as
“gotcha moments” to catch security teams doing something wrong. “They should be an opportunity to identify gaps in service and put a plan in
place for improvements. It’s hard to improve if you don’t know what the problem is �rst.”

With monitoring invoice accuracy, for example, quantitative analysis may catch 5% variance and every dollar counts in a security budget. “That
money can be put toward staff incentives and other training,” she says. Another example is tracking turnover. Not just how many people leave,
but WHY they leave. “A lot of reasons drive turnover and if you can’t use your data to �gure out the problem, then you can’t improve the problem,”
she says.

In addition to analytics and KPIs, optimization entails community and transparency within the enterprise to promote the value security brings —
something O’Brien has spent her career believing in and proving. The Security & Resiliency Organization at Dell Technologies, for example,
deploys an internal monthly newsletter, explaining what the group is doing, why it’s important, and educating the organization on the value the
department brings.

“We also survey our stakeholders and get their opinions and perceptions of security at any given site,” O’Brien says. “When you have the insight
into things like that, it helps you �gure out how to promote the value that security brings.”
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Director of Global Safety and Security
Education Development Center

Lisa Oliveri

By Maggie Shein, Editor-in-Chief

Moving From Restriction to
Acceptance and Collaboration

Bio Image courtesy of Oliveri — 
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Lisa Oliveri’s career in security happened organically. She was pursuing a career in science and medicine, of all things, when she was �rst
exposed to crisis response and incident reporting as a resident assistant of a dormitory. Later on, after teaching for a bit and while pursuing a
degree in international relations with her eye on the nonpro�t sector, Oliveri was assigned a special project for a nonpro�t she was working with.
Essentially, that project turned into building out the organization’s �rst ever safety and security program.

In part, Oliveri’s passion for making a difference, helping others, and working in the nonpro�t sector all come together as a security leader. “It
really resonates with me that the work has a direct impact on people’s safety and security. Whatever the organization’s mission is, we try to do it
as safely as possible and that is very rewarding work,” she re�ects.

Oliveri says that early on in her career, she found the general perception of security as a mission hindrance or restrictive function, to be a big
motivator. The idea fueled her to create a different culture for what security can and should look like within an organization.

Now, as Director of Global Safety and Security at Education Development Center, headquartered in Waltham, Mass., a global nonpro�t with more
than 1,300 employees that focuses on projects to improve education, promote health and expand economic opportunity, Oliveri oversees all
global safety and security operations with the goal of acceptance and collaboration in mind.

“Because so much of our work is done in ongoing con�ict zones, our approach to security involves a great deal of communication with local and
national communities, elders, tribal leaders and others. We want the support of the communities we go into and that’s a huge part of how we
approach safety and security,” she says.

But, she says, COVID-19 has dramatically altered both the immediate environment and the risk landscape, posing a huge challenge going
forward. “I think everyone is focused on the pandemic and what international travel resumption and returning to work will look like,” she says.
“There are many new working environment challenges with signi�cantly higher work-from-home populations, including insider threats,
cybersecurity challenges, mental health and domestic violence issues. The challenge becomes that duty of care and how to ful�ll that.”

“I don’t think I would be where I am now in terms of my position had I not
had an opportunity to be a part of associations, networking and mentoring.

It has had an enormous impact on my career.”

Oliveri credits much of her career success, particularly in leadership roles, to the mentors and peers she has networked with and built
relationships with over the years. “I don’t think I would be where I am now in terms of my position had I not had an opportunity to be a part of
associations, networking and mentoring. It has had an enormous impact on my career,” she says.

Her accomplishments, professional development, and involvement within associations and security industry groups are just as impressive as her
role as a director of security. Because of her experiences, Oliveri tries to give back to others in the industry and encourages other women in
security to move up the ranks and have con�dence in what they can offer their organization and the security sector.

Through her volunteer leadership positions, Oliveri hopes to facilitate discussions, events and information sharing among peers, as well as
encourage and champion others in their career pursuits. She is the past co-chair of the ASIS International Young Professionals Community and
an active member of the ASIS Women in Security community. She is the chair of the U.S. State Department’s Overseas Security Advisory Council
(OSAC) International Development Sector Committee (IDSC), and was appointed as the �rst female Chair of the ASIS International Chief Security
O�cer (CSO) Center Board.

“Hearing thoughts and opinions from other security leaders has been so essential to my own development,” she says. “Talking through
challenges helps you to be forward-thinking, agile and innovative and it helps you make connections with people that might be able to help each
other.”

In fact, for the past several years, Oliveri has worked to raise awareness and increase representation of non-pro�t security professionals in
security associations and at global security conferences and events. She believes there is signi�cant value gained from engaging with and
networking with leaders from other sectors. “Diversity of thought and different security approaches and cultures are so valuable to keep in mind,
even if you don’t adopt those speci�c strategies. It’s about knowing they exist and making those connections,” she says.

Get a glimpse into the professional journeys and backgrounds of 13
very talented and skilled enterprise security leaders.

Security Leadership: 2021 Women in Security

CLICK HERE TO GO TO OUR MAIN PROFILE PAGE

MARY FLEURY
DIRECTOR, GLOBAL SECURITY

Ford Motor Company

GO TO PROFILE

SUSAN GOGGIN
DIRECTOR, GLOBAL SAFETY &
SECURITY

Airbnb

GO TO PROFILE

JAMEEKA GREEN
AARON
CISO

Auth0

GO TO PROFILE

MONIQUE HART
CISO AND EXECUTIVE DIRECTOR OF
INFORMATION SECURITY

Piedmont Healthcare

GO TO PROFILE

IVY NGUYEN
SENIOR MANAGER, SEC
AWARENESS

General Mills

GO TO PROFILE

JULY 2021 | SECURITYMAGAZINE.COM

https://www.securitymagazine.com/


J U LY  2 0 2 1

SPECIAL REPORT // 2021 WOMEN IN SECURITY

Vice President, Security Operations
The Walt Disney World Resort

Linda Reid

By Maggie Shein, Editor-in-Chief

The Magic of Making a Difference

Bio Image courtesy of Reid — 
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Linda Reid always wanted to make a difference. It’s just when she was �rst in college at The University of California, Los Angeles (UCLA) 
majoring in 18th century literature, she thought that difference would be as an author writing the next transformative great American novel. 

But when the Central Intelligence Agency (CIA) came recruiting her junior year – Reid jumped in, and she soon found that her path toward making 
a difference was through security – or more speci�cally, in helping provide people with a sense of safety and security so that they could enjoy 
life’s “magic” more fully. 

Reid joined the CIA as an analyst in the years following Russia’s invasion of Afghanistan in the ‘80s and later switched over to the operations 
track, which had her traveling nonstop and specializing in weapons of mass destruction and chemical biological warfare. “I was able to open a 
lot of doors,” Reid recalls. 

After 20 years of living out of a suitcase, Reid decided to pursue enterprise security, eventually �nding herself as Director of Security Operations 
and Intelligence working for Princess Cruises, Cunard, Queen Victoria and others, in an effort, as she says, “to be home more.” And then, Disney 
came calling. Reid started out as Director of Global Threat Intelligence at The Walt Disney Company, watching the security horizon for the entire 
business, including parks, cruises, ABC, Pixar, etc. 

At Disney, Reid has found a home in the company’s security objective, which she calls “as close to a zero threshold for safety and security of our 
guests that you can come to before anything else. It’s a mission to keep people safe, and I very much enjoy that,” she says. 

“For me, what drives me is being able to have a sense that I am contributing in a great way. That gives you strength. Disney is a revenue-
generating company for sure, but we are part of a greater whole and a place where families can come to escape this COVID-scarred world and 
spend time connecting. And the foundation for that is security and a sense of safety we can provide as they come through our gates. Knowing 
that, it’s really hard to lose your focus.”

“For me, what drives me is being able to have a sense that I am contributing 
in a great way. That gives you strength. Disney is a revenue-generating 
company for sure, but we are part of a greater whole and a place where 
families can come to escape this COVID-scarred world and spend time 

connecting. And the foundation for that is security and a sense of safety we 
can provide as they come through our gates. Knowing that, it’s really hard to 

lose your focus.”

Through the years at Disney, Reid has gotten to work within security for almost every aspect of the company and its subsidiaries, before landing 
in her current role at Vice President of Security Operations at The Walt Disney World Resort. 

One of Reid’s biggest inspirations and enjoyments come from Disney’s security culture that she describes as “guest-facing, collaborative and 
consensus-based.” 

“It’s one of the things I like most about the company, that we collaborate, innovate and share information and best practices across all the 
business units, and we are also always looking for a better way to do things,” Reid says. “One of my biggest pleasures in this role is getting 
talented people together and brainstorming to �gure something out. It’s fun to do it.”

Reid says sharing information is critical within an organization’s security team as well as with peers within other organizations. It’s that sharing 
of thought and information, along with diversity of thought, she says, that allow security teams to take a proactive approach to risk.

“The risk environment is so dynamic and changing and, now, is fueled by the internet which can be a force multiplier but also an echo chamber 
for violence. That’s why the intelligence function of any organization is so important in order for security to be proactive. If you cut off 
information or that dialogue, you will miss something,” she says.

Reid’s best piece of advice for other security leaders is to be a business enabler for the organization — supporting and leveraging the business 
while (and this next part is important, she says) staying consistent with the company’s culture presented to you. “You don’t want a heavy-handed 
security team that changes the culture to keep the business intact. You want to allow business leaders to operate, allow the business to focus on 
its goals, earn revenue and let us worry about everything else. Security as a standalone function that doesn’t integrate within the business is at 
best ineffective, and at worse a resource risk,” she says. “You can be the best security expert in the world, but if you aren’t willing to understand 
how your business operates, you will miss an opportunity to support the business and protect it. Know the business and immerse yourself.”
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Chief of the Nuclear Command and Control Systems
Cybersecurity Group
National Security Agency

Andi Roddy

By Maggie Shein, Editor-in-Chief

A No-Fail Mission

Bio Image courtesy of Roddy — 
Background image / Stígur Már Karlsson /Heimsmyndir / E+ / via Getty Images

Andi Roddy, Chief of the Nuclear Command and Control Systems Cybersecurity Group at the National Security Agency (NSA), has spent her entire
professional career with the agency. Her interest was sparked after hearing stories from her grandfather who had worked for the precursor
agency to the NSA during World War II. Though he never actually talked about the speci�cs of what he did there, he was proud of his work and
encouraged her to consider joining the agency after she graduated college with her biomedical engineering degree.

“He was so proud of his work and the role NSA had in winning World War II, and he thought it was a great place for a technical person like me.
Once I got here, I discovered he was really right,” she says.

Roddy has held a number of cybersecurity roles during her tenure at NSA, and she's really passionate about "getting to the left of theft" or rather,
mitigating security vulnerabilities before they occur.

In her current role, Roddy oversees the talented team of engineers and analysts that validate the keys, codes and cryptography that underpin the
United States nuclear weapons security. In essence, her team is responsible for the security of the nuclear launch codes, related materials and
communication that leads up to nuclear weapons decision-making.

"We integrate threat, vulnerability, security engineering, and mitigation to help prioritize the security risks that need to be mitigated," she explains.
In other words, it's not a low-stress position, but then again, what security job is?

When Roddy �rst began her career at the NSA, she worked in research and development on biometric authentication, eventually working on
vulnerability analysis of biometrics and other technologies, �nding holes and �xing them before adversaries could �nd them. She soon found
herself in a management role and then made her way to USCYBERCOM for an assignment as the Chief of Defensive Cyber Operations on the
way to her current role today.

“Now in nuclear command and control, it’s one of the most no-fail missions you can have,” she says.

One accomplishment during her career that Roddy is most proud of is her time as the program manager for the Commercial Solutions for
Classi�ed program. Years ago, Roddy and her team designed the layers of commercial encryption needed to secure communications for
classi�ed government use. Those efforts laid the foundation for secure government telework during COVID-19 in 2020. "I'm very proud of that,"
she says.

"The biggest challenge is no one entity has complete visibility, so it makes
the whole security approach very di�cult. We need to ask who else we can

include in this problem.”

According to Roddy, the biggest challenge for security leaders in today's threat landscape is protecting the entire supply chain — particularly the
industrial base and the contractors and providers of products and services to the government as it relates to national security. For the
government, Roddy is talking about the more than 100,000 companies in the private sector that produce and provide systems and services to the
Department of Defense and other government agencies. Just by doing business with the government, many companies become an attractive
target for foreign adversaries.

"The biggest challenge is no one entity has complete visibility, so it makes the whole security approach very di�cult. We need to ask who else we
can include in this problem," she says.

Roddy says it's extremely important for the private companies providing services or working with the government to share information, because
national security is a shared problem.

"That's where the public-private partnerships get to be really critical, having these near peer adversaries, because none of us have perfect visibility
by ourselves. So, the government and the commercial sector can share those adversary activity and indicators. It can be a challenge, but it's a
really important part of the problem," she says.

NSA has been piloting a number of approaches to secure the supply chain of the defense industrial base, including bidirectional information
sharing and jointly developing mitigation approaches, through the Cybersecurity Collaboration Center as well as launching the agency's Center
for Cybersecurity Standards, which aims to ensure that secure standards are adopted and integrated into the commercial products that we all
rely on.

Though Roddy's main focus is national security, she makes a concerted effort to carve time out of her schedule to encourage young students
and NSA employees in their careers. She mentors members of her team along with other agency employees, being a sounding board for their
career goals and encouraging them to aim higher.

Roddy has always felt appreciated during her career for her expertise and what she could bring to the table, and she wants to make sure others
feel that too. "I got into leadership because I was supported," she says.

With her team, Roddy works one-on-one with staff members to catalogue their experiences and see where they can develop professionally. "I try
to spend a good part of my time and make it intentional to mentor and grow the next generation because someone's got to replace me. We want
to make sure we have that deep bench," she laughs.
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Senior Director of Emergency Management
University of Notre Dame

Tracy Skibins

By Maggie Shein, Editor-in-Chief

Preparation Through Experience 
and Perspective

Bio Image courtesy of Skibins — 
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Without a plan for her future, Tracy Skibins joined the Army Reserves out of high school to help pay for her college tuition. She became a military 
police o�cer and loved it. After college she joined the South Bend Police Department in Indiana working the night shift. Eventually, Skibins found 
herself as an investigator for the Special Victims Unit on domestic violence and child abuse. Throughout her career, she has become certi�ed 
and/or an instructor in a number of specialties including Defensive Tactics, Fire Arms Training Simulator, Hostage/Crisis Negotiator, Rape 
Aggression Defense, and Crime Prevention through Environmental Design to name a few. 

“I think my experience has made me a more well-rounded professional because you react the way you are trained and have the perspective of 
reacting effectively not if but when something bad happens,” she says.

When Skibins began working at the University of Notre Dame, she originally worked as a nightshift o�cer in order for her career to �t in with her 
family life. She then moved into the roles of training o�cer and Captain of Crime Prevention Outreach, before assuming her current position of 
Senior Director of Emergency Management, a leadership position at the university. She’s in charge of the strategic planning, implementation and 
management of Notre Dame’s overall response to all emergencies on campus. When the COVID-19 pandemic became a reality, Skibins was 
tasked with overseeing the university’s COVID-19 response unit, which has included contact-tracing, testing, quarantining and isolation efforts. 

If you’ve found the pattern here, you see that throughout her career, Skibins has found meaning in educating and preparing others for 
emergencies as well as teaching them ways to safe, so it’s no surprise she found herself in a leadership position doing just that. 

Part of Skibins’ success comes from her perspective of taking a proactive, holistic approach to security and risk assessments. “You can never 
prepare for everything, but identifying those risks to your organization and then preparing for as much as possible, can reduce or prevent 
disasters or crimes in the �rst place,” she shares. 

“I think my experience has made me a more well-rounded professional 
because you react the way you are trained and have the perspective of 

reacting effectively not if but when something bad happens.”

Skibins has had a long career in conducting tabletop exercises and training sessions to prepare for response to emergency incidents, including 
conducting active shooter training exercises on Notre Dame’s campus involving the university’s police department, local municipalities, bomb 
teams, SWAT and crisis/hostage negotiators, all in the early 2000s before many agencies were conducting, or required to conduct, such 
exercises.

One of the critical aspects to preparing and educating others on potential emergencies or unknown events is communication with all relevant 
stakeholders, she says. “It’s important to make sure you have the right people included in the conversations. It’s also important to not be afraid to 
ask questions. It’s OK to get clari�cation to make sure you and they understand, no matter the role,” she says.

And a bumpy road during the process means you’re moving in the right direction. In other words, when it comes to managing for risk and 
preparing for emergencies, the planning process and the exercise process are critical to work out the rough edges. “Exercises aren’t supposed to 
go smoothly. You need to �nd the problems then and address them, so in the event of an actual emergency, you know what to do. Training is the 
time to make those mistakes,” she adds.

Despite the fact that Skibins has witnessed a fair share of emergencies, harrowing situations and violence during her career – or perhaps 
because of it — she has made it one of her missions in life to prepare others for unknown events, including her own children. And that, is the 
accomplishment she’s most proud of thus far. “I am proud of raising my children to become open-minded, good people, but also prepared and 
not scared,” she says. 

As far as her advice for other women in the security industry, Skibins says don’t fall into the trap of thinking that just because your skills and 
experiences may not match a job description perfectly that you shouldn’t apply. “Have con�dence that your life experience, as well as your job 
skills, mean something and a good organization should know this. Highlight yourself and make yourself shine,” she says. 
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Program Manager, Safety & Security
GuideWell

Amanda Vutsinas

By Maggie Shein, Editor-in-Chief

A Drive Toward Excellence

Bio Image courtesy of Vutsinas — 
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Amanda Vutsinas has experience and passion in the security industry, but she also has an incredible drive, not only for her own personal and
professional development, but for encouraging others to reach higher as well.

When she was younger, Vutsinas “never had any idea whatsoever” that she would be in security. In fact, she wanted to be an archeologist. But a
guiding force, or perhaps her passion and drive, led her to hotel security. As a full-time student in college, Vutsinas was approached by the
Director of Security at the Hyatt in her town while she was driving him in a shuttle as part of the �shing charter she worked for. He encouraged
her to apply to be a security o�cer at the hotel and she accepted.

“I realized security was not being a bouncer, but was more about customer service and securing your space,” she recalls. Jason Lassiter, at the
time the director of security at that Hyatt, became one of Vutsinas mentors during her career and made such an impression that she switched
majors from communications to criminal justice and forensics. “That was a huge shift for me, but I was so interested in what I could be in that
space,” she says.

After college, Vutsinas found her way to corrections and then graduated at the police academy, joining �rst the Lee County Sheriff’s O�ce and
then the Charlotte County Sheriff’s O�ce in Florida. With her eyes on excelling in her career and eventually being promoted, Vutsinas did all she
could to gain education and insight not only on her role, but on her colleague’s, supervisors’ and managers’ roles, all while pursuing her Master’s
in public administration.

“I made sure I knew everything inside out so I could succeed, but I also wanted my colleagues to succeed, because if they didn’t succeed, then
none of us would,” she says.

After close to a decade in the public sector, Vutsinas began looking to transition to the private sector, but she didn’t know where to start.

Through the relationships and connections she had built up since early in her career, Vutsinas found herself as an analyst in the GSOC at Noble
Energy. “It really allowed me to learn the ins and outs of corporate security. I was also introduced right away to ASIS and the certi�cations I could
get that would help me excel and grow in this industry,” she says. Some of those certi�cations she has since achieved include CPP, MPA and PCI.
“I’ve always felt that if you want to grow in your role, you need to reach up and expand,” she says.

“I like helping connect people to an environment of safety, and letting them
know that [the security department] is there to support them. I am here to

keep you safe.”

Eventually, Vutsinas found herself at GuideWell as the company’s Program Manager of Safety and Security. GuideWell, also known as Blue Cross
Blue Shield of Florida, is one of the largest health solutions companies in the U.S. and employs around 16,000 people over 165 facilities in 45
states.

Part of her role at the organization is being the liaison between the security team and public agencies. She has forged public/private
partnerships with local law enforcement, EMS and �re responders that have bene�tted both sides and created strong, effective working
relationships between the two. For instance, in exchange for providing free, extra o�ce space to local police, the GuideWell main campus has
gained extra police and security presence without having to dig into the department’s security budget.

“Having close relationships allows the organization to utilize the resources that might not be available otherwise, allows the organization to go
beyond capacity to achieve goals, and also enables us to understand how and why they respond to help each other rather than hinder,” she says.

Additionally, in her current role, Vutsinas has developed a dedication for and specialized expertise in workplace violence and domestic violence
awareness and prevention. She has brought forth training programs and procedure developments; overhauled reporting structures in the area;
and introduced a corporate security threat management program, which includes monitoring and managing threats, analyzing security data and
open source intelligence platforms, and conducting investigations.

Not only have Vutsinas’ efforts signi�cantly improved the way that GuideWell receives and addresses security threats and incidents, but she has
been able to build solid cross-functional relationships across the enterprise that have created a more entwined, responsive, proactive security
program.

Vutsinas says that the COVID-19 pandemic has challenged her and the security team at GuideWell to adapt to the threats and risks presented by
shifting to a large remote workforce. “When COVID hit, there was a huge in�ux of domestic incidents that came into our SOC and we needed to
readjust and make sure we were providing our company and community resources to help our employees return to an environment of safety,”
she says. Vutsinas says the idea of safety and security looks different for each employee across the organization from domestic violence issues
to not having access to WiFi or Internet. “I like helping connect people to an environment of safety, and letting them know that [the security
department] is there to support them,” she says. “I am here to keep you safe.”
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Director of Campus Security and Compliance
University of Utah

Aerin Washington

By Maggie Shein, Editor-in-Chief

Professionalism and Respect
as Worthy Security Goals
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Aerin Washington has vivid memories of going with her University Police O�cer dad to work while in middle school and high school. She would
volunteer to help out at the ID card shop and do other odds and ends for security around the campus. There was also the safety camp where she
volunteered to be McGruff the Crime Dog. “I vividly remember those times,” she says.

She enjoyed the professionalism and the ever-changing nature of providing safety and security to a community. She also made industry
connections and formed long-lasting relationship with peers and mentors in the industry during that time.

But when she really found a passion for the profession, Washington was all grown up working at University of Tennessee - Knoxville in the Crime
Prevention Unit creating presentations for students on the effects of drugs and alcohol. The Sergeant overseeing the crime prevention unit was
also in charge of preparing for International Association of Campus Law Enforcement Administrators (IACLEA) accreditation, and Washington
says she was lucky enough to gain exposure to the accreditation process there as well as become a certi�ed R.A.D. or Rape Aggression Defense
instructor.

“That was when I really fell in love with campus public safety in general,” she recalls. In the years since, Washington has earned experience in a
number of positions at universities large and small and even hospital security and corrections. While at Tennessee State University as crime
prevention o�cer, she was recruited by the University of Utah to be associate director for professional standards.

But within the �rst few months of working at the University, Washington was tapped to take her current role as Director of Campus Security and
Compliance as part of an initiative by the University of Utah to establish itself as an independent security department from the campus police,
focusing on crime prevention and community service.

Before her arrival, the campus security team reported to the Campus Police Patrol Sergeant. Under the guidance of the Chief Safety O�cer,
campus security now works as its own operational unit under the leadership of Washington.

“It’s an opportunity to be a part of building something and making change,” she says.

“Diversity, not just gender and race but also thought, is important. When
you have that diversity of thought, it creates a better product and, as a

service-oriented team, that’s important.”

In her current role, Washington is responsible for the leadership and administrative oversight of the campus security unit of approximately 20
security o�cers and growing, along with oversight of its contract guard services for contracted facilities around campus. She’s also the Clery
compliance coordinator and accreditation manager for the University’s safety division. It’s a lot of hats, but hats that Washington has had plenty
of experience preparing for throughout her career.

Washington says one of her biggest focuses for the department right now is earning trust and recognition as a valued member of the campus
community through professionalism and a service-oriented mindset.

“One of the things I always think of when I talk about respect, is that it is not given, it’s earned. Part of that happens through professionalism in
all things. As we strive to be more useful and emphasize that professionalism, in my opinion, that helps demonstrate how much we are needed
in the community,” she says. “And, at the end of the day, it is our community we are serving, so being able to ask and have conversations with the
community and �gure out how we can better serve them helps show our value.”

Another critical aspect to elevating the profession and demonstrating value of security is through diversity, she says. Last year, Washington hired
the campus security division’s �rst female sergeant and, together, they have been working on improvements such as new training for o�cers,
working with campus partners on engagement initiatives, and expanding the division’s services to the University community.

“Diversity, not just gender and race but also thought is important,” Washington says. “When you have that diversity of thought, it creates a better
product and, as a service-oriented team, that’s important.”

Washington credits those peers and mentors she has gained over her career, such as Gloria Graham, former Associate Vice President of the
Division of Safety and Security at the University of Virginia and Meshia Thomas, Chief of Police and Director of Public Safety of Virginia Union
University, as sounding boards to her success. As a member of IACLEA and co-chair of the “Future Leaders in Public Safety” committee,
Washington aims to help a younger generation of security and safety professionals �nd, not only the passion that she found as a young adult in
this industry, but also peers and mentors to navigate their careers, share experiences and support one another.
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Director, Corporate Security, Eastern U.S.
Brook�eld Properties Retail

Dana Wright

By Maggie Shein, Editor-in-Chief

Building Relationships of Substance

Bio Image courtesy of Wright — 
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Dana Wright has established herself within the law enforcement and security industry. She has amassed two decades of law enforcement 
experience, which included 15 years of leadership experience, before moving into the private sector. She’s a lifelong learner and a strong leader, 
having earned her Master of Science in Leadership, a Professional & Executive Coach certi�cation, and the honor of being the �rst woman in her 
law enforcement agency selected to attend the Federal Bureau of Investigation (FBI) National Academy. 

Wright has supported organizations such as the Illinois Law Enforcement Training and Standards Board Executive Institute (ILETSBEI) and their 
Women in Criminal Justice Summit Series and sees one of her missions as building other women up and encouraging them in their careers.

She’s also very intentional when it comes to communication, transparency and collaboration and that’s one of the reasons why she’s been 
successful in both law enforcement and the private security sector. Wright takes a holistic approach to security, emphasizing openness, honesty 
and transparency with those she works with.

“When I meet people, no matter what information comes my way, I am open. I want to work with them and learn from them: all people and all 
things. That has afforded me the ability to learn from and learn about all kinds of people and meet people where they are at,” Wright shares.

After a full career in law enforcement where she retired as Chief Executive O�cer in the Cook County Sheriff’s O�ce, the second largest sheriff’s 
department in the United States, Wright wanted to continue to serve people and ensure safety in the private sector. As Director of Corporate 
Security for the Eastern U.S. for Brook�eld Properties, Retail Portfolio, Wright juggles risk and mitigation for over 60 regional shopping centers.

Wright believes accountability and transparency spell out success in this industry. “I set a standard and try to be inclusive. If there is a guideline 
in place, you are expected to stick to it, but with that it’s just as important to communicate regularly. If you make a misstep or you are unclear 
about something, let’s talk about it and get back on track,” she says. “If we can communicate and collaborate with one another and meet people 
where they are, then we can get them to where they need to be together.” 

“When you get together with people you get to build ideas that can directly 
impact our community and that’s my favorite part of security. I am a natural 

problem solver and collaboration allows you to see innovation and ideas, 
and work through those together.”

According to Wright, accountability is simple and has to be a focus with any security team. “Doing the right thing has to be the priority. We are all 
here to serve and protect and make sure our community is safe and if you can do that with accountability and integrity, then doing the right thing 
will follow from there.”

In her role, Wright collaborates, not only with her team and with security leaders throughout the company, but also with retailers, vendors and 
public agencies for coordinated response efforts. “Aside from your team, you need to establish relationships with the communities you operate 
within and law enforcement because those ‘what ifs’ and large-scale response efforts, programs and protocols often require collaborations,” she 
says. 

Stepping forward in the spirit of collaboration fosters innovation and a chance to consider ideas one person may never have thought of, 
according to Wright. “When you get together with people you get to build ideas that can directly impact your community and that’s my favorite 
part of security. I am a natural problem solver and collaboration allows you to be innovative and share ideas, and work through those concepts 
together,” she says.  

Relationship building has helped Wright in every aspect of her career, and it’s also one of the things she is most proud of thus far. “A lot of times 
you go through your life, you look through the awards and accolades. But when I really think of it, I am most proud of the relationships I have 
built. Everything else wouldn’t be possible without those relationships, and it’s one thing in my career that I did along the way that I will treasure 
forever,” she says.

Building professional relationships, which leads to a more varied point of view, increased con�dence and the sharing of new ideas, is something 
Wright encourages other women to foster and seek out during their careers as well. “Sometimes I think women hesitate to use their voices or 
experience imposter syndrome, but if you decide you deserve a place at the table and you realize you do have the knowledge, the know-how and 
the ability to get the job done, then we will see more women in leadership roles [in security],” she says. “People love to tell their story and share 
their knowledge, and you also bene�t from that. In my career, I have learned a great deal from both men and women. As women, we must be 
more assertive in initiating and forming these relationships even if it involves stepping outside of our comfort zone. When you relate to and 
communicate with people, including those outside of your work, that is helpful as well.”

Get a glimpse into the professional journeys and backgrounds of 13 
very talented and skilled enterprise security leaders.

Security Leadership: 2021 Women in Security
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SPECIAL REPORT // 2021 WOMEN IN SECURITY

By Mimi Lanfranchi, Contributing Writer

A new generation of young professionals are joining the industry who may not have 
considered security as a career path previously thanks to others that have paved the way 
through their dedication and successes.

A Glimpse of Women in the 
Security Sector Today

Laurence Dutton / E+ via Getty Images

Today’s security professional is part of a multicultural workforce and represents a wide variety of ethnic, racial, religious and gender 
backgrounds. Looking back, in 1990, there were very few women working in the security sector. Flash forward to 2021, and many women are 
gravitating to the �eld who are attracted to the wide array of opportunities that are available. 

Security is one of the fastest-growing professional careers worldwide. Career prospects range from entry-level security o�cer and administrative 
positions to system integration specialists and private investigators to directors of security at corporations and organizations around the world. 
Terrorism, economic crime, identity theft and workplace violence have led to increased demand for security services. Global security service 
revenues are forecast to rise 3.6% per year to $263 billion in 2024, according to Freedonia.

While security is not a sector that many women have traditionally considered to build their careers, the landscape has shifted dramatically. It has 
been an evolution rather than a revolution that has attracted the diverse population of employees who now serve as our country’s security 
professionals. The issues and threats that exist today are quite different than those of 20 years ago, as is the demand for a multicultural and 
diverse workforce to creatively and collaboratively address them. 

Historically, physical security services companies sought to hire people with law enforcement and military background. While this background is 
an important part of the mix of any successful security company, today’s security professional comes from many different industries including 
hospitality, sta�ng, technology, corporate and more. Why is this an important development for the industry, as well as a catalyst to attract more 
women?

The greater the mix of talent, with a focus on diversity and inclusion, the stronger the physical security sector becomes. A new generation of 
young professionals are joining the industry who may not have considered security as a career path even 10 years ago. 

For example, Dawn Wheeler currently oversees a large branch at a leading physical security services company after working 25 years in the 
hospitality sector in management positions at First & Goal Hospitality, Aramark and Delaware North. 

Today’s Security Leaders

Wheeler made the jump from hospitality to the security sector as she was impressed by the leadership in the sector and the ability to grow and 
develop young professionals in their career path and journey. 

“Growing up in the restaurant and hospitality industry allowed me to cultivate my passion for leadership and community,” Wheeler says. 
“Throughout my personal and professional journey, I have been able to carry these life lessons with me as the foundation of who I am, and 
employ these values to build winning teams. The physical security sector understands that security o�cers are the bread and butter of the 
industry. Most importantly, we need to cultivate the talents of our o�cers and work with them to ensure their upward career trajectory.” 

Maureen S. Rush, M.S., CPP, Vice President for Public Safety and Superintendent of Penn Police at the University of Pennsylvania, believes that 
to be really successful in the security sector, a 24/7 commitment must be embraced. 

“Anyone signing up for a career in public safety or policing must realize that you are never really off the clock,” she says. “The higher up you go, 
the buck stops with you, and to be successful, you need to be able to manage great people and keep in touch so that when there is a disruption 
on campus, you have the information and resources available to communicate and mitigate the situation.”

Prior to coming to the University of Pennsylvania, Rush had a distinguished 18-year law enforcement career with the Philadelphia Police 
Department. She served in various positions, namely: the Patrol Division, the Anti-Crime Unit, the Tra�c Division, the Narcotics Unit, and the 
Training Bureau. In 1976, Rush was one of the �rst 100 women police o�cers hired to serve the City of Philadelphia on “street patrol” in a pilot 
program directed by the United States Department of Justice. Women now comprise 25% of the Philadelphia Police Department, with 
approximately 1,650 o�cers, as a result of that successful pilot program.

Rush patrolled a very rocky road to ensure a place for women in law enforcement and security. 

“Women should not be caught in the old mythology about what she can 
or cannot do. Women should know that there is nothing they cannot do 
if they set their mind to it.” — Maureen S. Rush, M.S., CPP, Vice President for Public Safety and 

Superintendent of Penn Police at the University of Pennsylvania

“When I started in law enforcement, there were virtually no women on patrol. Women were assigned to the Juvenile Aid division and brought out 
on occasion to act as decoys for purse snatchers,” she shares. 

A class action lawsuit �led on February 12, 1974 by Policewoman Penelope Brace alleged that the Philadelphia Police Department was engaged 
in a pattern or practice of employment discrimination against females in violation of Title VII of the Civil Rights Act of 1964. Brace’s legal victory 
led to the hiring of 100 women to patrol the streets. Rush was assigned to the 25th District, a high crime district. 

“They wanted us to fail and assumed we would,” Rush recalls. “The senior o�cers engaged in mean-spirited and dangerous hazing to the 
women on the force. Unlike male rookies who worked in patrol cars with veteran o�cers, women were assigned street beats to work alone in the 
most dangerous neighborhoods. They assumed, by the time the winter season approached, we would be �red or would quit. No uniforms were 
made for us. The �rst hundred women on patrol in Philadelphia were all dressed in men’s clothes.”

Career Flexibility

With women such as Rush pioneering a path into law enforcement and security for women, the security universe, today, fully embraces and 
welcomes women. Careers in physical security go beyond traditional guarding and include paths in technology, human resources, marketing, 
sales and management. 

LaDonna Yancy has worked in the physical security sector for 23 years, rising to the rank of Vice President at a leading physical security services 
�rm. Yancy’s path in the physical security sector began as a residential security o�cer. 

“I didn’t join this sector to be ‘boots on the ground,’” Yancy says. “I wanted to go behind the scenes into the investigations and on the 
management side.” She never sought promotions. 

“Managers continually signaled me out, asking me to consider more responsibility and new positions,” Yancy says. “I’ve been continually 
recognized and awarded by men and women in management.”

However, despite Yancy’s quiet ascent, the frequent business travel that the Vice President post required proved to be a turning point. 

“I resigned from the company,” she says. “However, that resignation meeting turned into multiple meetings with my manager. Next thing you 
know they presented another career opportunity to me that met all my professional and personal needs.” Today, Yancy is serving as an Enterprise 
Project Manager. 

“I didn’t even know this position existed,” she recalls. “There wasn’t a dry eye in my house after my family learned what the company did for me 
in offering me this new position.”

In today’s business world, the successful team is a diverse blend of the best men and women. As the security industry continues to evolve and 
tap into the greatest talent and resources, we will continue to see more women as senior leaders, middle managers and new entrants to the �eld. 
The security sector offers unparalleled opportunity across multiple disciplines. 

“Women should not be caught in the old mythology about what she can or cannot do,” Rush says. “Women should know that there is nothing 
they cannot do if they set their mind to it.”

About the Author 
Mimi Lanfranchi is President, National Accounts & Government Services at Allied Universal. Lanfranchi began 
her security career as an Investigative Specialist for the Federal Bureau of Investigation. She can be reached at 
Mimi.Lanfranchi@aus.com. Image courtesy of Lanfranchi
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By Maria Henriquez, Associate Editor

Leadership and Management

New Chief Security O�cers who approach the role with a strong focus on 
understanding organizational culture for the �rst 90 days are likely to enjoy 
success. Here, CSOs provide advice on how to start o� on the right foot.

The First 90 Days of a Chief 
Security O�cer

PeopleImages / E+ via Getty Images

Congratulations! You’ve climbed the ranks of a security department and have started a new role as the Chief Security O�cer (CSO). And, as 
excited as you may be about the new role you are taking on, you’re probably just as nervous and stressed about how you will navigate your new 
organization, manage its culture, build trusting relationships, and deliver on the expectations set by the organization.

While every new CSO faces unique challenges based on the organization’s mission and its security posture, the focus remains the same for every 
new CSO: ensure that their organization's security function adds value and gives it a competitive advantage. Your �rst 90 days as a CSO lay the 
ground foundation for this focus, and ultimately, determine your success in the new position.

Here, the following security leaders discuss how a new CSO can approach his or her new role in the �rst three months for maximum 
effectiveness:

Will you demonstrate an inspiring vision and a sound, 
effective strategy and lead your team toward success by 
capitalizing on their talents and strengths?  
Adam S. Lee, VP and CSO, Dominion Energy. Image courtesy of Lee

- Adam S. Lee is Dominion Energy’s vice president and chief security o�cer. He directs the development and implementation of corporate 
security strategy and policies which protect the company’s physical and cyber assets, valued at over $100 billion and spanning 20 states.

- Jim Sawyer, CPP, CHPA, is Director of Security Services for Seattle Children’s Hospital – a position that he has held since 1975. At Seattle 
Children’s Sawyer plans, implements and evaluates the overall strategy and related plans to ensure a safe and secure environment for patients, 
families, visitors and employees with an emphasis on prevention.

- Amy Lyons is the Head of Corporate Security and CSO for Bristol-Myers Squibb. Lyons leads enterprise wide security programs to address 
emerging threats in today’s complex business environment impacting patient safety and to safeguard the company’s assets, people and most 
sensitive information.

- Steven Antoine is Chief Security O�cer for Yum! Brands Inc. Antoine is responsible for leading Yum! Brands’ life safety, duty of care, 
executive protection, employee travel and physical security strategies globally; and for helping to educate, advise and support franchisee owners 
and operators to improve their capabilities in this space in an ever-changing marketplace. 

Within the �rst 90 minutes, commit to diversity, equity, a 
just culture, and a policy of ‘zero incidents’ — not ‘zero 
tolerance.’  
Jim Sawyer, CPP, CHPA, Director of Security Services, Seattle Children’s Hospital. Image 
courtesy of Sawyer

Security: What are the critical focuses for a CSO during the �rst 90 days?

Lee: For a new CSO who has just promoted into the role, transitioned from government, or who is entering the role from another non-security 
�eld, the �rst 90 days can be daunting; it’s easy to lose focus. Of course, you must assess the capabilities of the security organization you now 
lead, take an inventory of its security-related capabilities, and establish an understanding of how the security organization interacts with the 
larger corporate enterprise. You mustn’t lose focus on the nature of the executive leadership role – your team will be watching you from the day 
you arrive to see what impact you will have on their professional lives; will you demonstrate an inspiring vision and a sound, effective strategy 
and lead your team toward success by capitalizing on their talents and strengths? Will you rely on your own talents and strengths and lead 
through command and control? Stay focused on being an executive and lead through vision and strategy!

Sawyer: As a new CSO, encourage and advocate teamwork, collaboration, and open communication from day one. Communicate to all staff 
that you indeed have an open door policy for all staff. Within the �rst 90 minutes, commit to diversity, equity, a just culture, and a policy of ‘zero 
incidents’ — not ‘zero tolerance.’ As a new CSO, you must also advocate for a policy of comprehensive threat reporting from the outset. It’s critical 
to establish the best practice that all threats are reported without exception, to help maintain a safe and therapeutic work environment. As part of 
your comprehensive safety and prevention plan, promote a strong domestic violence support plan for all staff. It’s also important you meet and 
greet local law enforcement within your �rst 90 days.

Lyons: During the �rst 90 days, focus on understanding the organization’s business need, role expectations with management, senior 
stakeholders and your new staff. It’s important to start developing meaning relationships with new staff and conduct an assessment on their 
knowledge, skills, and abilities. Collecting team members inventory skills by talking to team members, holding one-on-one meetings and 
observing performance can help ensure employees’ goals are aligned with organizational and security goals. It is also critical to meet with your 
business partners, stakeholders, the C-suite, especially General Counsel, and all leaders within the organization. Being visible and known among 
all management, senior stakeholders and your new staff can help learn organizational structure and establish mutual agreement on expectations 
and role responsibilities. It can help you uncover the organization’s security posture and if it’s functioning at best performance. 

Antoine: Within the �rst 90 days, spend time understanding the organization, what type of industry it operates in, and learn its organizational 
structure. When you take the time to learn the organization and its culture, you’ll have a better chance of surviving it. You also have to check in 
with your coaching structure because you need to establish priorities, to include a clear understanding around the organization’s priorities and 
opportunities for improvement. Next step is to create an actionable blueprint on how to achieve goals effectively. I recommend starting with 
easy-to-accomplish tasks or easy-to-solve problems, as opposed to efforts that are going to take longer investment, whether that’s time or money. 
Develop a strategy to prioritize which efforts to tackle �rst and what the deliverables are. Another important goal is to build relationships with all 
security staff, leadership and stakeholders. Listen, observe, learn and collect as much information to get a broad picture of what the organization 
is all about. This will help you increase your knowledge and awareness of the organization’s customers and business goals, and in turn, align 
your security program to support the vision of the organization. 

We need to keep organizational culture healthy and 
productive, as an ineffective culture can not only bring 
down leadership, but negatively impact the bottom line. 
Amy Lyons, Head of Corporate Security and CSO, Bristol-Myers Squibb. Image courtesy 
of Lyons

Security: What’s your advice on how you get a handle on the culture and how the CSO role �ts within their new organization?

Lee: Culture can, indeed, constrain strategy. It is important to understand the culture of your new organization and, sometimes, culture change 
can and should be an early part of your strategy. If the enterprise your organization is charged with securing involves signi�cant risk – critical 
infrastructure, signi�cant national asset, etc. – it is important to frame your interactions with your company’s board, top-echelon leadership, and 
your colleagues within the C-suite around security risk to the enterprise. If you aim small, your program will be considered small, your budget will 
be small, and your contribution to mitigating the most signi�cant risks will be small. Of course, you must be pro�cient at responding to security 
incidents and other emergencies. Your program, however, must also manage the threats of corporate espionage and fraud, stock manipulation, 
theft of valuable trade secrets, active shooter and other major workplace violence issues, etc.; all of which pose signi�cant security risk and 
liability exposure. An effective executive in the professional security discipline must have a strategic mindset, understand the threat picture, and 
maintain a global, holistic mindset.

Sawyer: During the �rst 90 days, it’s critical to learn the culture of the organization. Talk to all security staff and ensure you talk to staff outside 
of the security and support staff too. Visit the company after hours and on weekends, and talk to all staff again. It’s important to read the 
company mission statement and review how that is accepted internally. It’s also critical to ask for security reports from the past year, a recent 
CPTED review, a risk vulnerability assessment of the company and do a comprehensive physical assessment and focus on parking lots and 
perimeter areas. This can help you get a sense of the culture of the organization and assess its security posture and plan accordingly. When 
learning the culture, ask for an area crime demographics analysis, which can be invaluable. Quietly review the company weapons policy and 
bullying policy and �nd out the company position on cultural awareness, equity and diversity.

Lyons: It’s critical to fully understand the culture of the organization and how security �ts into the organization’s ecosystem and how security 
can best serve the business too. I recommend conducting an initial assessment of the core function and responsibilities of corporate security, 
and evaluate how it helps protect the organization’s people, assets and reputation. To get a handle on the culture of your organization, talk to 
your team members and interface with leaders at all levels within the company to understand what the organization’s risks and threats are and to 
better understand how corporate security can be a value add, without being heavy-handed or restrictive. Collect feedback and encourage 
employee voice. We need to keep organizational culture healthy and productive, as an ineffective culture can not only bring down leadership, but 
negatively impact the bottom line. In the end, we are here to be business enablers, and help the organization accomplish its mission by 
identifying factors that could impact the business.

Antoine: As a new CSO and newcomer, you must engage in the social networks of the organization to make sure you learn the organizational 
culture. This is a crucial step in developing sound strategies that support enterprise objectives and goals. Invite your team and yourself to 
engage into programs that are not security related. Attend programs, business meetings, and spend some time investing in other corporate 
functions. When you invest in other people, they tend to invest in you. There, you will learn how they think and what’s important to them. In turn, 
this will help you determine how the CSO �ts within the organization. We are not only security leaders, but business executives who are 
instrumental in developing an effective security program aligned to the organization’s business operations.

When you take the time to learn the organization and its 
culture, you’ll have a better chance of surviving it. 
Steven Antoine, Chief Security O�cer for Yum! Brands Inc. Image courtesy of Antoine

Security: What is your best advice for a CSO during the �rst few months?

Lee: There are tremendous resources out there for security professionals, even those at the executive level. Your time will be constrained by the 
‘tyranny-of-the-urgent,’ but time spent leveraging the experience of others in the security space is worth it. You will likely have industry peers who 
are eager to benchmark with you and share thoughts and experiences. Reach out to them; get to know these people.  Additionally, many sectors 
have government resources which can inform you and help you keep your eye on the strategic threat picture discussed earlier. The FBI’s 
Domestic Security Alliance Council (DSAC), the Department of Homeland Security’s Classi�ed Intelligence Forum (CIF) and its Cybersecurity and 
Infrastructure Security Agency (CISA) for critical infrastructure enterprises, and the myriad state and local groups focused on security issues are 
invaluable for understanding the most signi�cant threats to large commercial enterprises nationally and in your area.   

Sawyer: As a new CSO, advocate and teach that security is an active-integrated department. Safety and security is everyone’s job and 
responsibility. Always keep in mind that security team members are, in fact, active partners with every organizational entity – it is not a siloed 
department removed from the organization but an active integrated work team that supports and partners with all staff.

Lyons: Listen, learn and ask a lot of questions. Consult internally within the company and network with other CSOs in the industry to learn from 
their experiences. This is very important because other executive leaders have signi�cant security and business experience and can offer 
seasoned advice on how to add value to your organization. There is a wonderful network of CSOs that are happy to share their experiences and 
best practices with others. It’s also important to network internally – get to know and learn who your critical partners are, such as the Human 
Resources leader, the Chief Information Security O�cer (CISO), and the leaders of compliance and ethics, manufacturing and all other partners 
who can help you learn about the organization and expand your risk and threat awareness. 

Antoine: Ask a lot of questions, and invest in other functions. Engage with all business partners, stakeholders, and staff. Most CSOs know the 
security business already, but they need to learn the business that they support and the functions that they work with. A CSO’s priority will be not 
security-focused at the gate, it's going to be business-focused out of the gate. The better a CSO understands the partners they’re working with, 
the more effective they will be.
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Career Intelligence

By Jerry J. Brennan and Joanne Pollock , Contributing writers

Interview Strategies for Security
Professionals: The Virtual Edition

SDI Productions / E+ via Getty Images

Interviews have long been sources of angst for job seekers. Adding even more stress to an already stressful situation, the pandemic caused
many organizations to move almost exclusively into virtually screening candidates. Candidates now need to prepare for their 15 minutes of (on
screen) fame in addition to a possible in-person interview.

Video conferencing can now be achieved with manageable investment by both organizations and candidates. Its utilization and functionality as
an alternative to in-person workplaces seemingly changed overnight. However, long before the pandemic-driven lock downs, travel restrictions
and work-from-home mandates, organizations and search �rms utilized video interviews as a step in their recruitment process. It can be an
e�cient way to assess candidates prior to investing in the time and costs related to hosting multiple on-site interviews.

One of the �rst systems was introduced in 1968 by AT&T and followed by Polycom in the late 1990s. Equipment and hourly utilization costs
were expensive, but less prohibitive than �ying people in from around the world. Fast forward to the explosion of high-speed internet access and
all the enabled services that have helped us connect throughout the COVID-19 pandemic. The reality is that many companies will never go back
to the expensive conventional interview cycle given how accessible virtual interviews have become.

These systems and services are not without their quirks. Just like in-person interviews, there can be unpredictable outcomes with virtual
interviews. However, with some advance planning you can ensure your interviewing skills are on full display despite being on a small screen.

Much has been written over the past months that make you believe you need to upscale your location or studio setting, lighting and technology
as though you are producing a television show. While you do not need to invest in the highest-end equipment, you should have a good quality
camera, microphone, speaker, etc., that you know how to use. Be aware of what is in the background and what that could possibly convey to a
hiring manager. Most importantly, make sure you load and fully test the software the hiring company will be using to interview you prior to the
actual appointment time.

Technical issues aside, the process and expectations of a video interview are the same as if it were in person. Ascertain what the company dress
code is and dress accordingly. Be natural, engaging and project interest and positivity. Answer the questions that are given, not the ones you
wanted to be asked. Have your resume or CV ready to email or text in the event one of the interviewers does not have a copy. Understand the job
description ahead of time and be able to describe why your background and experience are relevant to the position.

Reading the screen is a new interview skill that must be practiced.

While it is especially uncomfortable for a security professional to be unable to “read the room” in the way you would in person, it is critical to
adjust and not be thrown off topic. Remember that seemingly innocuous movements and gestures are ampli�ed when only your upper torso or
head is on screen in front of an interviewer. Reading the screen is a new interview skill that must be practiced.

It is likely you will experience a longer interview cycle involving multiple video interviews. Previously, you might have had multiple calls with
recruitment teams followed by a call with the hiring manager. You would then have been invited for multiple in-person interviews. Today that
entire cycle will likely all be done virtually. Keep in mind a “gallery view” video interview can be just as intense as an in-person panel interview.

Most of our clients now take advantage of video interviewing to get candidates in front of their executives who are located around the world.
Much of business is being achieved virtually, and there are long lead times for these time slots that result in longer search cycles. Several of the
CSO searches we completed in the past year found the successful candidate being hired without having met anyone in the organization in
person. All on-boarding was done virtually.

Restrictions are beginning to lift in some regions and, while the interview cycle remains mostly virtual, the �nal candidate may be brought in for
an on-site meeting. This is especially critical if the candidate will be relocating for the job and needs a sense of the region and community to
make a �nal decision. Ever-changing border crossing rules and quarantines can make that a challenge.

Video interviews can be a valuable, cost-effective assessment tool for organizations, and they are here to stay. If you plan to change jobs as your
security career progresses, plan your strategy to put your best foot forward, virtually.

About the Columnists
Jerry J. Brennan is CEO of the Security Management Resources Group of Companies (www.smrgroup.com), the leading global
executive search practice focused exclusively on corporate and information security positions. Columnist image courtesy of
Brennan

Joanne R. Pollock is the co-founder of the SMR Group and is the President & COO of Security Management Resources Inc. Previous
to SMR, she had a 20-year career at leading global corporations, working across diverse functional areas including human
resources, sales and marketing, and information technology services. Columnist image courtesy of Pollock
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By Brady Bloxham, Contributing Writer

Enterprise Services

If done right, red teams put an organization’s security controls, policies, response and
training to the test using the tactics, techniques and procedures (TTPs) of real-world
adversaries, providing value to any security program.

Four Ways to Optimize Your
Red Team Operations

tra�c_analyzer / DigitalVision Vectors via Getty Images

Red teaming is an essential activity in any security program, but it only provides value if done right.

Red teams put an organization’s security controls, policies, response and training to the test using the tactics, techniques and procedures (TTPs)
of real-world adversaries. It differs from penetration testing as it aims to achieve a speci�c goal or target. For example, a red teaming operation
may target intellectual property, in�ltrate a critical business process, or ex�ltrate sensitive data from a particular application. However, the real
value lies in better understanding critical business processes and the level of effort and sophistication required by an attack to exploit those
processes to achieve the desired outcome.

The best red teams have the tools, training and mindset to simulate a variety of real-world attacks that their organization may face. If you do not
have the right mindset, people, tools and reporting in place, it’s likely your organization is missing out on the full value of a red team.

To ensure you are optimizing your red team operations, here are four questions to ask.

Does the C-suite leadership understand the importance of o�ensive security?

From my experience, it is easier to justify an investment in a defensive tool to the leadership team than it is to justify offensive investments.
Defensive security often supports compliance requirements from auditors or are a part of a best practice framework.

It is imperative to remember that you are not defending against an auditor or a checklist. You are defending against a living, breathing, intelligent
adversary that knows how to stealthily penetrate and pivot through a network undetected. According to a recent Exabeam survey, 68% of
organizations surveyed agree that red team exercises have proved more effective than blue teams. In other words, the majority found more value
in an offensive security activity versus a defensive activity.

Notorious football coach Vince Lombardi once said, “Practice does not make perfect. Only perfect practice makes perfect.” Offensive testing
must re�ect the types of real-world threats your organization faces each day. If not, how can you expect to detect those attacks when they
actually occur?

Have you hired the right people?

When building a red team, look for people that want to have an intimate knowledge of how things work. At the core, this is what drives hackers.
Curiosity is not a technical skill, but a skill that will take your red teams to the next level.

Another skill successful red teamers have is the ability to communicate and work well with others. They should be willing to collaborate with IT
teams, the SOC, and blue teams to resolve signi�cant detection gaps to further mature the security program. It is not a “we win, you lose”
mentality, it’s a “we win together” mentality. There is no room for ego in cybersecurity.

Are you equipped with the most sophisticated red team tools?

Think of a chef. A successful chef does not use a single knife to prepare all menu items. A chef has multiple knives with various purposes.
Paring knives are used for intricate work and greater control. Carving knives are used to separate meat from bone.

For a red team to be successful, teams need to be able to translate the
technical impact to the business impact. If you can’t, then all you’re doing is

hacking.

It’s the same idea with red teaming. Successful red teams require a suite of tools that cover a variety of defensive evasion techniques, such as
leveraging syscalls (system calls) for more stealthy code injection, in-memory payload obfuscation, and logging bypasses (AMSI, ETW,
PowerShell, etc.). A red team that relies on a single tool for all operations is like a chef that uses a butcher knife to cut a slice of bread.

When evaluating which tools to invest in, key questions to ask include:

Does it have exceptional out-of-the-box OpSec capabilities?

How often is it updated to address the latest attacker TTPs?

Does the tool enable my red team to better simulate a sophisticated attacker?

Can you e�ectively translate technical �ndings to explain business impact?

For a red team to be successful, teams need to be able to translate the technical impact to the business impact. If you can’t, then all you’re doing
is hacking.

The goal of a red team is to increase the defensive maturity and capability of an organization. To do this, business context is necessary. The
results of a red team must describe how each technical �nding or vulnerability can impact business operations.

Red teams need to be empowered by the business to detect and understand the threats the organization faces. If the business doesn't support
the red team in this capacity, then the red team will not provide much value.

Once red teams are empowered to provide the level of sophistication required for an operation, they then need to translate the technical impact
back into business logic and language. The report stemming from a red team should show how the business can make the necessary
adjustments to mature their program and ensure that they are better equipped and enabled to take on the threats that the red team is simulating.

Like any successful relationship, it is a two-way street. Security leaders that invest in people, tools and methodology will reap the invaluable
bene�ts of a red team in return: a mature security program and peace of mind that your detective security controls are working as they are
intended to.

About the Author 
Brady Bloxham is CTO at NetSPI. He is the former founder and CEO of Silent Break Security, which he started
in 2011 and was acquired by NetSPI in 2020. Prior to starting Silent Break Security, Bloxham worked for the
National Security Agency (NSA) and Department of Defense (DoD) where he performed cyber operations and
developed offensive tools and capabilities to support covert network missions. He has spoken and provided
training at conferences including DEF CON, Black Hat, DerbyCon, SEC-T and Ruxcon. In February 2020,
Bloxham was awarded the Utah Business “40 Under 40” award for successful entrepreneurs and business
executives. He holds a B.A. in Information Systems from Brigham Young University and an MBA from Idaho
State University. Image courtesy of Bloxham
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Leadership & Management

By Mike Gips, Contributing writer

Writing the Future History
of Security Research

anyaberkut / iStock / Getty Images Plus via Getty Images

It’s tempting to �le the term “security research” with the likes of “jumbo shrimp” and “somewhat unique” under the heading of oxymorons.
Compared to such business disciplines as law, economics, marketing, engineering, data science — and, now, even cybersecurity — business and
corporate security lag behind.

While large management �rms dabble in corporate security research at a high level, most attention is elsewhere. Government agencies, national
laboratories, university centers of excellence, and NGOs produce literature on national and international security issues such as terrorism and
espionage. Forecasting �rms study and project sales data. Security manufacturers and service providers frequently survey their audiences on
speci�c issues. But business security lacks a rich research tradition such as prestigious law review articles, well-funded medical institutions and
journals, or robustly endowed university psychology departments and student labor that drive practice in those �elds.

We need more leaders in corporate security research.

That’s not to disparage the excellent work of the stalwarts. A few institutions and publications have held the mantle of security research: Security
Journal, Perpetuity Research Group, the ASIS Foundation, Edith Cowan University, the Loss Prevention Research Council, and a handful of others.

Names of speci�c researchers continually resurface: Karim Vellani, Roger Johnston, Alison Wake�eld, Joshua Bam�eld, James Calder, Read
Hayes, and Mahesh Nalla, are among the most notable.

But the godfather of security research is undoubtedly Dr. Martin Gill, who operates Perpetuity Group, manages Security Journal, chairs the
Research Committee of the ASIS Foundation, and edits the renowned Handbook of Security, a new version of which is expected this year.

Gill says that plenty of colleges and universities offer programs in security studies, homeland security, criminology, and related �elds. But are we
developing tomorrow’s researchers? And is today’s research keeping up with the lightning speed of change in the profession? I put those
questions to him.

He points to the sheer number of contributors to the handbook as evidence of the breadth and health of security research. When asked if we are
on the right path and are developing new leaders, he replies simply, “With research there’s always more that can be done.”

And more is getting done.

We need more leaders in corporate security research.

The ASIS Foundation has been driving the narrative in recent years. In 2018, it identi�ed seven change drivers that are transforming the
profession, such as predictive analytics and the rise of arti�cial intelligence. It has followed up by announcing a digital transformation series of
research reports. The �rst, covering blockchain, came out in 2020, and studies of arti�cial intelligence and social media monitoring should
appear later this year, among others. Wisely, it has farmed out these projects to a range of researchers to broaden and enrich the �eld.

The ASIS Foundation is not alone. The International Foundation for Protection O�cers and Perpetuity Group have joined forces to explore the
roles, responsibilities and training of security o�cers. These critical personnel have long been neglected in the research. In the increasingly
important insider-threat space, the trilogy of the U.S. DoD Counter-Insider Threat Program, the National Insider Threat Task Force, and the Threat
Lab have announced a new peer-reviewed journal on that topic.

In addition, this very magazine aims to benchmark enterprise security programs, collecting data on budgets, roles, responsibilities and critical
issues of security organizations across all sectors for Security’s annual The Security Benchmark Report.

This progress is auspicious. After all, security research isn’t moronic. It shouldn’t be oxymoronic, either.

About the Columnist 
Michael Gips is a Principal at Global Insights in Professional Security, LLC. He was previously an executive at ASIS International.
Columnist image courtesy of Gips
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By Brooke Grigsby, Contibruting Writer

Integrated Solutions

Identity and access management within a multi-tenant setting can be time-consuming, costly 
and risk-intensive without the right tools.

Identity Management for 
Multi-Tenant Buildings

sl-f / iStock / Getty Images Plus via Getty Images

Multi-tenant buildings present a range of challenges for security managers, particularly in the area of identity management. In contrast to 
corporate security, where identity and access management (IAM) often deal with employee and contractor access to a de�ned set of networks 
and applications, in a multi-tenant building, the IAM workload is broad and disjointed. With more than one identity system at work, identity and 
access management at a multi-tenant building has to contend with tenants, guests, visiting service providers, employees and more.

Thus, instead of worrying that an employee may be improperly accessing a database, in a multi-tenant building, an identity incident could 
involve Mrs. Smith complaining that Mrs. Jones’ suspicious-looking guest got into the laundry room and stole her soap. In all seriousness, 
identity management for apartment buildings can be time-consuming, costly and risk-intensive without the right tools.

In addition, trends in the industry are making identity management requirements in apartment and multi-tenant facilities all the more demanding. 
A new generation of solutions that offer dynamic identity provisioning on mobile devices offer a way forward — enabling universal, trackable 
access to all spaces for all users coming and going.

The Status Quo

Today’s apartment buildings rely on a disconnected set of identity management and access control systems. Solutions range from keyless smart 
locks on individual doors to full-on electronic access control (EAC) systems that are connected to locks on buildings and shared-access rooms 
such as laundry, storage and �tness centers.

A tenant or owner might carry a traditional key for his or her unit, a radio frequency parking gate opener and an EAC keycard for the building’s 
outer doors and shared spaces. Employees may have a similar mix of access devices. However, while the tenant’s identity is typically stored in 
the access control system, the employees might reside in a separate, corporate IAM system.

Disparate systems for identity and access are not a good scenario for maintaining either physical or cybersecurity. For one thing, tenants and 
employees are not the only people whose identities need to be tracked. Contractors and vendors need access to certain parts of the premises. 
Guests are often also missed by any organized identity management scheme. Delivery people come and go as well, with little or no systematic 
monitoring and logging of their actions or identities. The setup is also inconvenient for tenants who want streamlined access to spaces like the 
laundry and pools, while also expecting secure package delivery and the like.

Risks Arise

Identity management and access control are not the same thing. In a multi-tenant setting, there may be separate systems governing identities 
and access for employees and tenants, but none for vendors, visitors and delivery personnel. The results of this heterogeneous environment 
include incomplete awareness of the identities of people who require access to the premises. Nor do property managers have knowledge of 
presence — whether someone who entered the premises actually left, how long they stayed and so forth.

Multi-tenant buildings are exposed to risks that include unauthorized entry, resulting in theft or vandalism or even threats to a tenant’s physical 
safety. The property might have issues with compliance, too, such as adhering to capacity limits dictated by COVID regulations. Incomplete 
information about service providers could lead to disputes and administrative headaches, e.g. the pool cleaner is supposed to visit once a week, 
but no one can prove if he or she actually came to do the job.

By centralizing control over identity and enabling managers to grant and 
revoke access privileges to virtually any user on demand, these solutions 

make it possible to improve security while cutting overhead and improving 
tenants’ user experiences.

Evolving Needs for Multi-Tenant Buildings

Tenant expectations in the multi-tenant market are experiencing shifts that will have an impact on identity management and access control. For 
example, a large percentage of new multifamily projects feature at least some smart functionality. The changes are partly generational in nature, 
with younger tenants expecting to use a card or phone to unlock any door. 

As the trend of working from anywhere continues to grow over the next several years, we will see more multifamily units shift to short-term 
rentals. This makes the identity management challenges for multi-tenant buildings all the greater. Property managers need to �gure out how to 
meet the needs of tenants who might be staying for a few months at a time, or even less. 

Addressing Market Conditions

New identity management technologies can address new market conditions while solving the current di�culties with multiple, unintegrated 
access control systems. The solutions vary, but most involve using a centralized identity management and provisioning platform that creates 
identity credentials for all who need access to a multi-tenant building. The dynamic identity provisioning comes to life on the user’s smartphone. 
The device then becomes a universal key, in essence, that allows the user to gain access to any space on the property or designated spaces.

The resulting locking systems are “smart.” They can be controlled remotely, with property managers able to generate credentials that grant 
access — but which can be quickly revoked or preset to expire. This way, the pool cleaner can be given access rights to the pool for half the day 
on Wednesday, but will be unable to enter the property at any other time. A guest can give her phone number to the property manager and receive 
a dynamically generated identity that translates into a de�ned set of site access rights for a speci�ed period of time.

The solutions also typically offer compatibility with existing enterprise access control (EAC) systems. There is no “rip and replace.” The building 
can use legacy EAC in parallel with the new dynamic identity provisioning solutions. The solution can also integrate with IAM platforms, such as 
Microsoft Active Directory. This capability creates a single identity management control that works across the property and the broader business. 
System users have access to rich access and identity data, including presence data, visitor logs and so forth.

Security Needs are Changing

Times are changing with multi-tenant building security needs. Tenants have new expectations of seamless access experiences using mobile 
devices. At the same time, property managers want better security overall, spanning physical and digital areas of operation — as well as lower 
administrative overhead to handle identity and access control workloads. New, dynamic identity provisioning solutions offer a path to positive 
change. By centralizing control over identity and enabling managers to grant and revoke access privileges to virtually any user on demand, these 
solutions make it possible to improve security while cutting overhead and improving tenants’ user experiences.

About the Author 
Brooke Grigsby is Director of Marketing for Safetrust. She has been active in the security industry for over 15 
years, holding marketing leadership and management roles in cybersecurity, physical access security, mobile 
access and the Internet of Things (IoT) segment. Grigsby is currently responsible for leading the marketing 
efforts at Safetrust, a secure virtual credentialing solution company headquartered in Fremont, California. 
Previously, she led marketing at ActivIdentity (now owned by HID Global), idOnDemand (acquired by Identiv), 
and Identiv. She is an active member of ASIS, SIA, and the NFC Forum. Image courtesy of Grigsby
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Cyber Tactics

By John McClurg, Contributing writer

Despite Ransomware Distractions, 
the Insider Risk Continues

AndreyPopov / iStock / Getty Images Plus via Getty Images

Over the last two years, ransomware has been, without a doubt, the hottest topic in cybersecurity discussions in both the cybersecurity 
community and the general population. Major attacks like the one on SolarWinds and against Colonial Pipeline have dominated headlines — and 
for good reasons. Ransomware attacks are growing in frequency, complexity and sophistication while also becoming less expensive to execute.  
In no way am I downplaying the urgency to protect our infrastructures against them. 

Yet lurking in the shadows, there is another cybersecurity threat that has not received the same attention in the media: insider threats. 

Another Look at What Matters

In today’s cyber context, insider threats are those that come from individuals who have permission to use and know intimately the structure of 
our networks, e.g. employees, contractors, business partners or vendors. They are people with legitimate access to an organization’s network and 
systems who deliberately ex�ltrate data. Their access is what makes the threat so dangerous. “Insiders” typically know where sensitive data 
lives, what protective measures are in place, can access �les and folders, and can �y under the radar with relative ease. And while they often go 
overlooked in the greater scheme of cybersecurity concerns, insider threats represent 60% of data breaches. 

“We discovered in our research that insider threats are not viewed as seriously as external threats, like a cyberattack. But when companies had 
an insider threat, in general, they were much more costly than external incidents. This was largely because the insider that is smart has the skills 
to hide the crime, for months, for years, sometimes forever," said Dr. Larry Ponemon, Chairman, Ponemon Institute, at SecureWorld Boston.

Most organizations (68%) believe that insider attacks are becoming more frequent. Between 2018 and 2020, the number of insider attacks have 
increased by 47% with the associated cost increasing by 31% (from $8.76m in 2018 to $11.45m in 2020).  

Insiders typically know where sensitive data lives, what protective measures 
are in place, can access �les and folders, and can �y under the radar with 

relative ease.

Currently only 1 in 10 organizations believe their cybersecurity measures meet the needs of their business, and the impact of COVID-19 has 
made the situation far more grave. Over three-quarters of IT leaders believe their organization is at greater risk of insider threats if the company 
adopts a permanent hybrid working structure — which may in fact evolve given that most employees apparently prefer it. 

Inadequate Response

For several reasons, �nding solutions for the insider threat is perhaps even more di�cult than implementing measures to protect against foreign, 
external threats. Most companies and organizations rely on security awareness training — followed by company policies/procedures and 
intelligent automation — to protect themselves against insider threats. Ironically, while most employees say they understand company policies 
and procedures, comprehension (or lack thereof) does not help prevent these incidents — malicious or negligent. The early indicators of such 
actions distribute themselves across vast, siloed repositories that historically de�ed our ability to wrap our cognitively limited minds around. 

Preventative Measures That Work

By focusing on manning the walls, the castle keep is left largely unprotected. The problem is that the insider has already been waved past the 
gates and is heading toward the crown jewels with the keys to the kingdom. 

Enter machine learning-enabled network detection and response. At the most basic level, this potent combination learns what regular and 
irregular behavior looks like. By utilizing network data to observe how a system functions, how users interact and what resources they access, we 
can create a baseline of behavior.

With the baseline of “normal” behavior established, a machine learning-enabled network detection and response solution can then extrapolate 
what is unusual behavior — so when a user is accessing something they normally don’t, such as logging in from an unrecognized IP or 
ex�ltrating a suspiciously large amount of data, it gets �agged.

Indications of this threat distribute themselves across diverse silos of data and are, consequently, elusive and not always easily detectable. 
Negligent insiders — employees who do not follow proper IT procedures — account for 62% of insider threat incidents. Consider the data analyst 
who, without authorization, took home a hard drive with personal data from 26.5 million U.S. military veterans that was stolen in a home 
burglary. The bottom line:  insider threats are not going away — and the only effective, proven response, lies in advanced technology and 
analytics, such as user behavior analytics.

About the Columnist 
John McClurg, Sr. Vice President and CISO at BlackBerry, previously held executive roles at Dell and Honeywell International.
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Education & Training

By Bruce McIndoe, Contributing writer

COVID-19 Brought All Hands on Deck:
Why We Need to Keep It That Way

mixetto / E+ via Getty Images

Duty of Care spells out responsibilities an organization has for its people. This includes making the workplace safe, preventing risks to health,
and ensuring safe working practices are set up and followed. There is a lot to deal with between these areas and the onus is on a variety of
managers to ensure nothing falls between those cracks.

But who — or how — can a diverse team accomplish this effectively and e�ciently?

Prior to COVID-19, most organizations tasked a patchwork of groups with largely stove-piped activities to meet Duty of Care responsibilities.
They have functional names such as risk; security (physical and cyber); human resources; environmental, health and safety (EHS); emergency
management; business continuity; and facilities and travel, to name the most common. But the pandemic has put a sharp focus on the entire
organization taking care of all of its people every hour of every day. To manage the impact the crisis is having on an organization’s people and
operations, most organizations have created a cross-functional COVID-19 Task Team. Over the last year, this team has met regularly to share
information, formulate actions, make decisions, synchronize efforts, and evaluate results. This integrated approach has captured e�ciencies for
organizations while ensuring proactive protection of its people and assets, operations, and reputation.

The natural extension is to put this cross-functional team’s success towards institutionalizing a broader strategy that delivers operational
resiliency going forward. Just as many organizations have adopted an Enterprise Risk Management (ERM) and/or People Risk Management
(PRM) is already familiar, Operational Resiliency is a logical, holistic continuation of the COVID-19 Task Team’s newly mastered collaboration
and processes. In addition to being more prepared for the next global health crisis, the essential principles can be applied to other types of
disruptions from natural disasters to protests.

ERM is de�ned as “a plan-based business strategy that aims to identify, assess and prepare for any dangers, hazards and other potentials for
disaster—both physical and �gurative—that may interfere with an organization's operations and objectives.” Now substitute “organization” with
“people” and you get a good idea of what PRM encompasses.

While people risk is often used to refer to human risks such as negligence, fraud, and theft, consider people risk as applying risk management
principles to protecting people as a key asset. As such, PRM is the process of taking the necessary steps to identify, assess, and mitigate risks to
and by personnel and responding effectively when an incident occurs.

A large body of work has been developed over the past two decades around Travel Risk Management (TRM) to protect people when they are on
business travel—�rst with the Travel Risk Management Maturity Model (TRM3) and now with the anticipated release of the ISO 31030 Travel Risk
Management – Guidance for Organizations publication.

Using a similar framework, essential elements of a PRM program would consist of 10 key process areas (KPAs):

1. Policy and Procedures: The infrastructure supporting policy and procedure development, implementation, and continuous improvement.
Individual procedures such as SOPs are addressed in each KPA.

2. Training: Ensuring personnel have the necessary skills to comply and conform to program policy and procedure. Individual training items are
assessed in their relevant KPAs.

3. Risk Assessment: A consistent, documented methodology for evaluating risk provided as input for the overall risk-based decision process.

4. Risk Disclosure: Information derived from the risk assessment analysis to ensure all those potentially affected understand the risk.

5. Risk Mitigation: Strategies and solutions that will result in a level of risk that is acceptable to all stakeholders.

6. Risk Monitoring: Continuous monitoring of potential threats or incidents affecting personnel and providing them with an easy-to-use process
for reporting problems and accessing assistance.

7. Response & Recovery: Respond proactively to avoid or mitigate loss and return to business as usual (BAU) within the desired timeframe. This
will typically involve location awareness of personnel, proactive threat monitoring, wellness checks, engaging protective measures and life safety
procedures.

8. Noti�cation: Ensures the appropriate people are informed of any relevant personnel risk information and addresses internal/external
communications such as stakeholder noti�cations, escalations, and information requests.

9. Data Management: Establishes and maintains the data required to monitor and manage a robust PRM program adhering to privacy and
security requirements. This data will include personnel pro�les, contact information, location awareness, and other related information on
facilities, operating locations, travel, resources, and processes. Program data to support oversight, incident reporting, and threat information is
also included both internally and with third-party applications.

10. Program Communication: Strategic communication throughout the organization ensures understanding of both the organizational and
individual responsibilities.

All 10 process areas must be engaged to have a comprehensive and effective PRM program. The overarching KPAs of policy and procedures and
training are essential to the establishment of the program and the on-going realization of its value. The �ve management KPAs constitute the
core risk management process, which is operating continuously both to proactively mitigate threats and rapidly respond to incidents when they
occur. Infrastructure KPAs re�ect the three most important capabilities needed to support the success of the program. This includes the ability to
rapidly notify and communicate with potentially impacted personnel, access to and management of the internal and external data needed to
support the program, and ongoing communications of individual and organizational responsibilities as well as how to report issues and get help.

Policy and Procedures

Education and Training

Notification

Data Management

Program Communication

Risk 
Assessment

Risk 
Disclosure

Risk 
Mitigation

Risk 
Monitoring

Response &
Recovery

Let’s put this PRM framework into action. The objective of a PRM program is to effectively protect the organization’s people through cross-
functional oversight, coordination, training, exercising, and continuous improvement. This effort is envisioned as a governance role, with each of
the functional disciplines participating rather than passively reporting.

For example, consider the installation of new equipment at a manufacturing plant. The organization would conduct a cross-functional workplace
risk assessment and based on this assessment implement a PRM plan. This equipment and the materials to be utilized may require actions
related to safety, facilities, physical security, emergency management, business continuity, information technology, and other groups. All these
functional groups would be involved not only in getting the manufacturing line up, but also ensuring the safety and security of its operation. The
PRM risk monitoring KPA ensures training is completed, safety and security measures are properly maintained, safety drills are conducted, and
incident reports are addressed with corrective actions by the appropriate functional groups.

Travel is another important use case. Many organizations have some variation of a Travel Risk Management (TRM) program to keep personnel
safe when they are on the road. TRM �ts nicely into the PRM framework because it sets speci�c procedures to address prior to travel, during
travel, upon return, and in case an issue or incident arises during the trip. However, most organizations delegate the TRM program to the travel
function with support from security. Within the PRM framework, TRM would have involvement from all the functional disciplines to address
areas such as data privacy, mental wellness, insurance, and inclusion.

The large numbers of personnel working from home post-pandemic will likely continue at higher levels than before. A PRM program would
continue the work done to manage the risks related to WFH and institutionalize the ongoing monitoring, assessment, mitigation, communication,
and response processes.

A risk management program focusing on people would expand to address areas such as strategic personnel development, retention, liability
reduction, anti-bribery, and social responsibility—all of which effect a company’s bottom line as much as its most valuable assets. Through a
PRM program, organizations have a 360-degree view of risks related to all their people. Furthermore, it gives them the assurance that these risks
are being continually managed by a fully integrated, cross-functional team that can assume a predictive, proactive posture that leads to
e�ciencies and maintains desirable productivity.

About the Author 
Bruce McIndoe is Founder of WorldAware (now Crisis24) and current Senior Advisor at Crisis24. As a
recognized leader in integrated risk management, technology, and intelligence for over two decades, McIndoe
has led Inc. 500 companies and has served as a lead architect on intelligence programs for the US government.
To get in touch, he can be reached at bruce.mcindoe@crisis24.com. Image courtesy of McIndoe
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Product Spotlight
On IP Video Surveillance By Maria Henriquez, Associate Editor

Genetec

Connects Security Systems, Sensors
and Data
Genetec’s Security Center (v5.10) allows more system components to run in the cloud,
reducing the gap between cloud and on-premises security systems. It also makes it
easier to connect external systems and tap external data for use in dashboards, maps
and investigations without relying on complex, specialized integrations. Version 5.10
brings enterprise video surveillance customers new options to facilitate their migration
to the cloud as well as support �exible hybrid-cloud architectures. Taking a step further
toward uni�ed, enterprise Video-Surveillance-as-a-Service (VSaaS), the new version of
Security Center Omnicast — the video management system of Security Center —
enables the use of tiered cloud and on-premise storage to manage short- and long-
term video archives according to customer needs.

Find out more at www.genetec.com

Axis

Video Surveillance Under any Light
Conditions
Axis M4206-V/LV Network Cameras are manufactured with 40% recycled plastic and
can be discretely installed. Equipped with IR illumination and WDR, the cameras are
designed to capture video with clarity and sharpness in all lighting conditions.
Additionally, the �eld of view can be adjusted remotely with a varifocal lens and
remote zoom and focus capabilities. With a viewing angle up to 100 degrees, the
cameras deliver 3MP for wide 4:3 view and 1080p for 16:9 aspect ratio.

Find out more at www.axis.com

Hanwha

Provides Enhanced Monitoring and
Surveillance 
The Hanwha Wisenet X Series Plus, available in either 2 or 5MP indoor or outdoor
con�gurations, utilize magnets to lock sensor modules into the housing for instant
snap-installation. When installing, electricians can run conduit with a single PoE
connection to the mounting plate without the camera base, module and top cover,
allowing security professionals to snap the camera and cover into place. Features
enable pre-recorded audio messages to be triggered by in-camera analytics, which are
then played out from the camera’s audio output connection. Other features include
built-in analytics for enhanced cybersecurity, increasing operating temperatures, new
gyro sensors that provide shock detection and increased tilt angles.

Find out more at www.HanwhaSecurity.com

Hikvision

Equipped With Highly Sensitive
Thermal and Optical Sensors
Hikvision’s DS-2TD1217-3/V1 is a thermal-optimal DeepinView turret camera. It is
available with 2/3/6 mm thermal lens, including deep learning and GPU-powered video
content analysis for e�cient perimeter defense, early �re detection, and prevention and
predictive maintenance with high-image quality. Smart features include line crossing,
intrusion, region entrance/exit with human and vehicle �ltering, temperature exception
and cigarette smoking detection.

Find out more at www.hikvision.com

Bosch

Detects and Analyzes Moving Objects
While Suppressing Unwanted Alarms
Bosch’s AUTODOME IP starlight 7000i incorporates the latest in video analytics,
starlight technology, and video streaming. Features include starlight imaging
technology for low-light sensitivity and intelligent video analytics. Even under the most
challenging light conditions, the 30x PTZ dome camera delivers high de�nition (HD)
1080p video. The camera is available in either an outdoor pendant housing or an
indoor, in-ceiling housing.

Find out more at www.boschsecurity.com

Honeywell

Allows for Advanced Motion People
Detection
Honeywell’s 30 Series IP Cameras are a new suite of video cameras that strengthens
building safety and security through advanced analytics and secure channel
encryption. With the cameras, end users can also bene�t from lower total cost of
ownership and lower risk as well as improved picture quality without increased storage
needs. The Honeywell 30 Series Micro Dome camera works with the full range of
Honeywell NVR/VMS and also integrate with many popular third-party VMS platforms
to support customer use in existing installations.

Find out more at www.security.honeywell.com

Pelco

Features Seamless Stitching,
Immersive Views, WDR
Pelco’s Optera 180-degree, 270-degree, and 360-degree cameras offer panoramic
viewing and immersive views. Optera 180-degree cameras have four image sensors
with a 4.8 mm �xed lens for wide area coverage of a horizontal scene, while Optera
360-degree cameras provide video of multiple locations with a stitched and blended
display. Features include up to 12MP resolution for better detail at distances, up to 30
frames per second, and Optera’s Panomersive Modes include the original h.264 option
and a new uni-stream option to accommodate more VMS platforms.

Find out more at www.pelco.com

March Networks

Ideal for Parking Lots, Big Box Stores
and Transit Stations
March Networks' ME3 and SE2 PTZ cameras provide security for large indoor and
outdoor spaces. They are ideal for parking lots, big box stores and transit stations
where the cameras are able to incorporate electronic image stabilization and HDR.
Their Universal Power over Ethernet (UPoE) ensures zero downtime by switching to
PoE when a camera loses power. Built-in PTZ auto-tracking uses motion detection to
automatically track a person or object, keeping the image centered and in focus. It
includes a 40X zoom lens to capture objects and IR LEDs for illumination in total
darkness at a distance of more than 200 m. All models offer Low Bit Rate
compression to improve bandwidth and storage e�ciency.

Find out more at www.marchnetworks.com
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