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This guidance forms part of a series on the developments in information technology in 
radiology. This is a fast-moving field and developments are occurring rapidly. 
Consequently, this guidance will be updated regularly and readers should check 
regularly that they are using the most up-to-date guidance available. 



Members of The Royal College of Radiologists (RCR) should be aware of the recent directive from the NHS Chief 
Executive that all removable media containing patient data should now be encrypted, including DICOM CDs 
containing images from picture archiving and communication systems (PACS).1 The RCR recognises that 
encryption may cause difficulties in transferring and viewing patient images and reports, and it is therefore 
important that both sending and receiving organisations put procedures in place to address these risks.  

The requirements for CD encryption apply to: 

• All images transferred on CD and other portable media. The password must be sent separately; for 
example, via email or letter 

• All imaging reports and other patient identifiable data included on the CD.  

 

Exceptions to CD encryption 

• Urgent clinical transfers or emergencies where the clinical risk of delay in assessment is considered 
unacceptable. (NB: Ideally, direct electronic links should be used for urgent clinical review such as for 
neurosurgical emergencies.) 

• CDs given directly to patients or transferred securely with the patient notes.2 (NB: Standard practice should 
be to encrypt these, unless the person preparing the CD knows that it is being transferred in a way that is 
considered secure, and that the patient/recipient is made aware of the risk and takes responsibility for the 
safe keeping; for example, registered delivery of images/notes for medico-legal work.) 

 

Alternatives to CD encryption 

• CD transfers can be avoided by using direct electronic ‘DICOM push’ and/or remote web access links for 
clinical review. The Connecting for Health website contains guidance on setting up these links.3 

• Direct ‘DICOM push’ links can be used for transfer of images for primary reporting and multidisciplinary 
team (MDT) review, between trusts that form a part of a clinical network (such as for cancer MDTs/cardiac 
services and so on).  

• Reports can be sent via NHS net email address, and then copied and pasted on local radiology information 
systems (RIS) to be available on PACS. 

It is recommended that all CD transfers should be tracked by the sending and receiving organisation, and when 
clinicians/radiologists receive CDs they send them to their PACS team for import to the PACS system for reporting 
and clinical review.  

If, after doing all the above, there are problems that affect patient care IR1 forms should be submitted. 
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This material has been produced by The Royal College of Radiologists (RCR) for use 
internally within the National Health Service in the United Kingdom. It is provided for use by 
appropriately qualified professionals, and the making of any decision regarding the 
applicability and suitability of the material in any particular circumstance is subject to the 
user’s professional judgement.  

While every reasonable care has been taken to ensure the accuracy of the material, RCR 
cannot accept any responsibility for any action taken, or not taken, on the basis of it. As 
publisher, RCR shall not be liable to any person for any loss or damage, which may arise from 
the use of any of the material. The RCR does not exclude or limit liability for death or personal 
injury to the extent only that the same arises as a result of the negligence of RCR, its 
employees, Officers, members and Fellows, or any other person contributing to the 
formulation of the material. 

 

 


