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COMPUTER FORENSICS 
Objective Exam 
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Answer All Questions. All Questions Carry Equal Marks. Time: 20 Min. Marks: 10. 
 
I  Choose the correct alternative: 
 
1. Corporate investigations are typically easier than law enforcement investigations for which  
    of the following reasons?         [ ] 

A) Most companies keep inventory databases of all hardware and software used. 
B) Investigator doesn’t have to get a warrant 
C) Investigator has to get a warrant 
D)User can load whatever they want on their machines 

 
2. Which of the following techniques might be used in covert surveillance   [ ] 

A) Keylogging B) Network logs C) Data sniffing  D) Data Spooling 
 
3. Which of the following Windows XP files contains user-specific information  [ ] 

A) User.dat B) Ntuser.dat C) System.dat  D) Sam.dat 
 
4. Which of the following tools can examine files created by WinZip?    [ ] 

A) FTK B) Hex Workshop C) Register Viewer   D)SMR 
 
5. In UNIX e-mail, the syslog.conf file contains what information?    [ ] 

A) Logging instructions for the sendmail.cf file 
B) The event, the priority level of concern, and the action taken when an e-mail is   

    logged 
C) SMTP executable code 
D) POP3 executable code 

 
6. Which of the following step is most important while computing investigations  [ ] 

A) Preparing for a computer search and seizure B) Securing a computer incident 
C) Storing digital evidence  D) Identify digital evidence 

 
7. Which mathematical formula translates a file into a hexadecimal code value or hash value[ ] 

A) Message Digest 5 (MD5)  B) Secure Hash Algorithm version 1 (SHA-1) 
C) Cyclic Redundancy Check (CRC) D) None of the above. 

 
8. Which of the following is not a subfunction of reconstruction?    [ ] 

A) Partition-to-Partition copy  B) Disk-to-disk copy 
C) Image to image copy  D) Image to Disk copy 
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9. Which function of computer forensics tools perform hashing, filtering and file header  
   analysis?           [ ] 

A) Validation and discrimination  B) Acquisition  C) Extraction  D) Reporting 
 
10. Which of the following types of files can provide useful information when you are  
       examining an e-mail sever?         [ ] 

A) dbf database  B) email e-mail files      C) log log files  D) slf server log files 
 
 
 
 

 
II  Fill in the blanks: 
   
11. Identify digital information or artifacts can be used on __________is 
 
12.  Hashing Algorithm commonly used for forensic purposes  __________ 
         
 
13. The file system Microsoft created to replace FAT is __________. 
 
14. ____________ Tool testing is a project sponsored by the National Institute of Standards  
     and Technology. 
 
15. ________ cards are removable cards in GSM phones contain information for identifying  
     subscribers. 
 
16. FOIA stands for_____________. 
 
17. The____________ form contains entries of all the people who handle the evidence. 
 
18.  ________and _________ are the two issues while dealing with computer evidence. 
 
19. The Unix and Linux operating systems are often referred to as____________. 
 
20. GSM divides a mobile station into ____________ and __________. 
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I  Choose the correct alternative: 
 
1.  Which of the following tools can examine files created by WinZip?   [ ] 

A) FTK B) Hex Workshop C) Register Viewer   D)SMR 
 
2.  In UNIX e-mail, the syslog.conf file contains what information?    [ ] 

A) Logging instructions for the sendmail.cf file 
B) The event, the priority level of concern, and the action taken when an e-mail is   

      logged 
C) SMTP executable code 
D) POP3 executable code 

 
3.  Which of the following step is most important while computing investigations  [ ] 

A) Preparing for a computer search and seizure B) Securing a computer incident 
C) Storing digital evidence  D) Identify digital evidence 

 
4.  Which mathematical formula translates a file into a hexadecimal code value or hash value[ ] 

A) Message Digest 5 (MD5)  B) Secure Hash Algorithm version 1 (SHA-1) 
C) Cyclic Redundancy Check (CRC) D) None of the above. 

 
5.  Which of the following is not a subfunction of reconstruction?    [ ] 

A) Partition-to-Partition copy  B) Disk-to-disk copy 
C) Image to image copy  D) Image to Disk copy 

 
6. Which function of computer forensics tools perform hashing, filtering and file header  
   analysis?           [ ] 

A) Validation and discrimination  B) Acquisition  C) Extraction  D) Reporting 
 
7. Which of the following types of files can provide useful information when you are  
       examining an e-mail sever?         [ ] 

A) dbf database  B) email e-mail files      C) log log files  D) slf server log files 
8.  Corporate investigations are typically easier than law enforcement investigations for which  
     of the following reasons?         [ ] 

A) Most companies keep inventory databases of all hardware and software used. 
B) Investigator doesn’t have to get a warrant 
C) Investigator has to get a warrant 
D)User can load whatever they want on their machines 
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9.  Which of the following techniques might be used in covert surveillance   [ ] 

A) Keylogging B) Network logs C) Data sniffing  D) Data Spooling 
 
10.  Which of the following Windows XP files contains user-specific information  [ ] 

A) User.dat B) Ntuser.dat C) System.dat  D) Sam.dat 
 
 
 
 
 

 
II  Fill in the blanks: 
   
 
11.  ____________ Tool testing is a project sponsored by the National Institute of Standards  
      and Technology. 
 
12.  ________ cards are removable cards in GSM phones contain information for identifying  
     subscribers. 
 
13. FOIA stands for_____________. 
 
14.  The____________ form contains entries of all the people who handle the evidence. 
 
15.  ________and _________ are the two issues while dealing with computer evidence. 
 
16.  The Unix and Linux operating systems are often referred to as____________. 
 
17.  GSM divides a mobile station into ____________ and __________. 
 
18.  Identify digital information or artifacts can be used on __________is 
 
19.  Hashing Algorithm commonly used for forensic purposes  __________ 
         
20.  The file system Microsoft created to replace FAT is __________. 
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I  Choose the correct alternative: 
 
 
1.  Which of the following step is most important while computing investigations  [ ] 

A) Preparing for a computer search and seizure B) Securing a computer incident 
C) Storing digital evidence  D) Identify digital evidence 

 
2.  Which mathematical formula translates a file into a hexadecimal code value or hash value[ ] 

A) Message Digest 5 (MD5)  B) Secure Hash Algorithm version 1 (SHA-1) 
C) Cyclic Redundancy Check (CRC) D) None of the above. 

 
3.  Which of the following is not a subfunction of reconstruction?    [ ] 

A) Partition-to-Partition copy  B) Disk-to-disk copy 
C) Image to image copy  D) Image to Disk copy 

 
4. Which function of computer forensics tools perform hashing, filtering and file header  
   analysis?           [ ] 

A) Validation and discrimination  B) Acquisition  C) Extraction  D) Reporting 
 
5. Which of the following types of files can provide useful information when you are  
       examining an e-mail sever?         [ ] 

A) dbf database  B) email e-mail files      C) log log files  D) slf server log files 
 
6.  Corporate investigations are typically easier than law enforcement investigations for which  
     of the following reasons?         [ ] 

A) Most companies keep inventory databases of all hardware and software used. 
B) Investigator doesn’t have to get a warrant 
C) Investigator has to get a warrant 
D)User can load whatever they want on their machines 

 
7.  Which of the following techniques might be used in covert surveillance   [ ] 

A) Keylogging B) Network logs C) Data sniffing  D) Data Spooling 
 
8.  Which of the following Windows XP files contains user-specific information  [ ] 

A) User.dat B) Ntuser.dat C) System.dat  D) Sam.dat 
 
 
 

Cont……2 

A



JN
TU

PO
RTA

L.I
N

 
 
Code No: 56053     :2:        Set No. 3 
 
 
 
 
9.  Which of the following tools can examine files created by WinZip?   [ ] 

A) FTK B) Hex Workshop C) Register Viewer   D)SMR 
 
10.  In UNIX e-mail, the syslog.conf file contains what information?    [ ] 

A) Logging instructions for the sendmail.cf file 
B) The event, the priority level of concern, and the action taken when an e-mail is   

      logged 
C) SMTP executable code 
D) POP3 executable code 

 
 
 

 
II  Fill in the blanks: 
   
 
11. FOIA stands for_____________. 
 
12.  The____________ form contains entries of all the people who handle the evidence. 
 
13.  ________and _________ are the two issues while dealing with computer evidence. 
 
14.  The Unix and Linux operating systems are often referred to as____________. 
 
15.  GSM divides a mobile station into ____________ and __________. 
 
 
16.  Identify digital information or artifacts can be used on __________is 
 
17.  Hashing Algorithm commonly used for forensic purposes  __________ 
         
 
18.  The file system Microsoft created to replace FAT is __________. 
 
19.  ____________ Tool testing is a project sponsored by the National Institute of Standards  
      and Technology. 
 
20.  ________ cards are removable cards in GSM phones contain information for identifying  
     subscribers. 
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I  Choose the correct alternative: 
 
1.  Which of the following is not a subfunction of reconstruction?    [ ] 

A) Partition-to-Partition copy  B) Disk-to-disk copy 
C) Image to image copy  D) Image to Disk copy 

 
2. Which function of computer forensics tools perform hashing, filtering and file header  
   analysis?           [ ] 

A) Validation and discrimination  B) Acquisition  C) Extraction  D) Reporting 
 
3. Which of the following types of files can provide useful information when you are  
       examining an e-mail sever?         [ ] 

A) dbf database  B) email e-mail files      C) log log files  D) slf server log files 
 
 
4.  Corporate investigations are typically easier than law enforcement investigations for which  
     of the following reasons?         [ ] 

A) Most companies keep inventory databases of all hardware and software used. 
B) Investigator doesn’t have to get a warrant 
C) Investigator has to get a warrant 
D)User can load whatever they want on their machines 

 
5.  Which of the following techniques might be used in covert surveillance   [ ] 

A) Keylogging B) Network logs C) Data sniffing  D) Data Spooling 
 
6.  Which of the following Windows XP files contains user-specific information  [ ] 

A) User.dat B) Ntuser.dat C) System.dat  D) Sam.dat 
 
7.  Which of the following tools can examine files created by WinZip?   [ ] 

A) FTK B) Hex Workshop C) Register Viewer   D)SMR 
 
8.  In UNIX e-mail, the syslog.conf file contains what information?    [ ] 

A) Logging instructions for the sendmail.cf file 
B) The event, the priority level of concern, and the action taken when an e-mail is   

      logged 
C) SMTP executable code 
D) POP3 executable code 
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9.  Which of the following step is most important while computing investigations  [ ] 

A) Preparing for a computer search and seizure B) Securing a computer incident 
C) Storing digital evidence  D) Identify digital evidence 

 
10.  Which mathematical formula translates a file into a hexadecimal code value or hash value[ ] 

A) Message Digest 5 (MD5)  B) Secure Hash Algorithm version 1 (SHA-1) 
C) Cyclic Redundancy Check (CRC) D) None of the above. 

 
 
 

 
II  Fill in the blanks: 
   
 
11.  ________and _________ are the two issues while dealing with computer evidence. 
 
12.  The Unix and Linux operating systems are often referred to as____________. 
 
13.  GSM divides a mobile station into ____________ and __________. 
 
 
14.  Identify digital information or artifacts can be used on __________is 
 
15.  Hashing Algorithm commonly used for forensic purposes  __________ 
         
 
16.  The file system Microsoft created to replace FAT is __________. 
 
17.  ____________ Tool testing is a project sponsored by the National Institute of Standards  
      and Technology. 
 
18.  ________ cards are removable cards in GSM phones contain information for identifying  
     subscribers. 
 
19. FOIA stands for_____________. 
 
20.  The____________ form contains entries of all the people who handle the evidence. 
 
 
 

-oOo-            
 


